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Enabled by advances in mobile and positioning technologies, location-based 
commerce (L-Commerce) applications have afforded consumers with a pervasive 
flexibility to be constantly reachable and to access network services while ‘on the 
move’. However, privacy concerns associated with the use of L-Commerce 
applications may ultimately prevent consumers from gaining the ‘anytime anywhere’ 
convenience. Therefore, understanding consumers’ privacy concerns toward L-
Commerce applications is of increasing importance as mobile and positioning 
technologies develop and change with escalating speed.  
 
Drawing upon a number of theories from information systems (IS), information 
privacy, marketing, social psychology and sociology, this thesis brings together three 
partially related yet independent studies which aim to predict the role of consumer 
privacy in the potential mobile consumer’s adoption intention in L-Commerce. 
Specifically, this thesis conducted three experimental studies from three theoretical 
perspectives that reflect the importance of consumer privacy as an exchange concept, 
a psychological control phenomenon, and a social contract related issue.  
 
Study one shows that consumers are willing to disclose their personal information in 
exchange for some benefits. In addition, the results show that the impacts of industry 
self-regulation on assuaging consumers’ risk perceptions of disclosing personal 
information for both pull and push mechanisms are significant.  However, the 
influence of legislation varies under different types of L-Commerce applications: 
legislation on FIP implementation has an impact on reducing consumers’ risk 
perceptions in push-based L-Commerce applications but it has no impact in pull-
based L-Commerce applications.  
 
Based on one of the major findings from study one that the push-based L-Commerce 
applications are more controversial in terms of consumers’ privacy concerns, study 
two further explores the role of privacy concern in predicting intention to use push-
based L-Commerce applications. The results show that perceived control is one of the 
key factors that provide relatively high degree of explanation for the privacy concern 
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construct. Furthermore, the three proposed control assurances—technology, industry 
self-regulation and legislation—have all been found significant. In addition, the 
results from study two seem to suggest that certain market-driven mechanisms such as 
self-regulation and technological solutions are increasingly perceived as viable 
substitutes for legal mechanisms to some extent in the L-Commerce context.  
 
Subsequently, study three focuses on examining the importance of certain market-
driven approaches in building consumers’ trust beliefs and reducing their privacy risk 
perceptions in the L-Commerce context. The results show that the service provider’s 
interventions including joining third party privacy seal programs, and introducing 
device-based privacy enhancing features could increase consumers’ trust beliefs and 
mitigate their privacy risk perceptions. However, the proposed compliance with 
Platform for Privacy Preferences Project (P3P) did not have a direct impact on 
perceived privacy risk, influencing it only indirectly, through trust.  
 
The advent of mobile and positioning technologies provides new value to consumers 
and simultaneously creates new vulnerabilities. This thesis has provided preliminary 
evidence toward enriching our understanding in the consumer privacy issues in the L-
Commerce environment. From a theoretical perspective, this thesis extends individual 
adoption research into the new L-Commerce context by addressing negative outcomes 
of adopting a new technology that raises a new set of concerns related to individual 
privacy. From a practical perspective, it highlights several important implications for 
various players in the L-Commerce industry, including LBS providers, merchants, 
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Location-Based Services (LBS), as the sub-set of the mobile commerce service sector, 
are those applications and services that integrate a derived estimate of a mobile 
device’s location with other information so as to provide added value to the user 
(Barnes 2003). Enabled by advances in mobile and positioning technologies, LBS 
could afford consumers with a pervasive flexibility to be constantly reachable and to 
access network services while ‘on the move’. However, privacy concerns associated 
with the use of LBS may ultimately prevent consumers from gaining the ‘anytime 
anywhere’ convenience. This thesis strives to understand the role of consumer privacy 
in the adoption intention and unravel how to mitigate consumers’ privacy concerns 
toward LBS. Chapter 1 provides the context and the motivation for this research. It 
begins by introducing the emergence of location-based commerce (L-Commerce) 
phenomenon, presenting the market potential of LBS, and briefly describing L-
Commerce applications and the positioning technologies. Then it illustrates the 
importance of this study by emphasizing consumers’ privacy concerns toward L-
Commerce, and highlighting current limitations of research on consumer privacy. 
Finally, it briefs the scope of this research and the organization of this thesis.  
 
1.1. The Emergence of L-Commerce 
The proliferation of mobile communication technologies has fueled a booming 
transformation of electronic commerce applications for the mobile arena. Mobile 
commerce (m-commerce)1  has thus been an emerging trend since the late 1990s 
                                                 
1 M-commerce refers to the commercial services in which mobile communication technologies are applied to 
address user’s need to access a varied range of applications and services through wireless devices (Barnes 2003). 
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(Barnes 2003). Recent technological advancements in handsets, networks and 
positioning technologies, have not only provided consumers with unprecedented 
accessibility to network services while ‘on the move’, but also enabled the 
localization of services (Rao and Minakakis 2003). Location awareness which refers 
to the ability of mobile hosts to determine the current physical location of wireless 
devices (Tseng et al. 2001), is thus the key for the visualization of an alluring mobile 
business operation (Zeimpekis, Giaglis and Lekakos 2003). In the literature, 
commercial location-aware applications and services that utilize geographical 
positioning information to provide value-added services are generally termed 
‘Location-Based Services (LBS)’, and are marketed under the term ‘L-Commerce’ 
(Easton 2002; Gidari 2000).  
 
Location-based commerce (L-Commerce) has existed in a limited form for more than 
twenty years (Barnes 2003). The pioneers of LBS were basic tracking services and 
automated vehicle location in the trucking industry. However, the large-scale 
commercialization of LBS has only been recognized in the early 21st century (Barnes 
2003). One of the main enablers of LBS proliferation in recent years was the US 
Federal Communications Commission (FCC) E911 Phase II bill that requires 
emergency services to have the ability to automatically locate the position of any 
cellular phone dialing 911 to within 50 to 100 meters in most cases by December 31, 
2005 (FCC 2004). The mandate also allows public-safety personnel to obtain the 
location coordinates of a distressed caller and provide faster and more effective 
emergency services. Compliance to the 911 requirements has provided the basis for a 
rapid development of the positioning technologies, which enables mobile network 
operators to provide location identification in their service portfolio. Given this legal 
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obligation, many network providers have seized the opportunity to design and 
implement further value-added services that will commercially exploit the ability to 
know the exact geographical location of a mobile user. This trend opens up a large 
market for commercial applications. 
 
Recently, the growing influence of LBS has attracted significant attention. By 
bringing localization, personalization, and immediacy to users (Barnes 2003), 
emerging L-Commerce applications, therefore, have enormous potential for 
enhancing safety, utility and mobility in our lives (Minch 2004). Emergency services 
are being improved by the capability of quickly locating persons making emergency 
calls. Timely weather, traffic, and yellow-page information can be provided at the 
point of need and in specific locations. Consumers are enjoying the benefits from 
many new offers of products and services that may be personalized and tailored based 
on their location whereabouts and their personal needs. Therefore, since the context of 
a user (i.e., time and space) can be measured and interpreted with the aid of 
positioning technologies and wireless devices, LBS can be potentially very timely, 
personal, relevant, interactive, and engaging (Barnes 2003).      
 
Despite an unstable global economy with declining investments, the growth trajectory 
of LBS is striking. According to the findings in a report from Allied Business 
Intelligence Inc. (ABI), worldwide LBS revenues are expected to increase from 
approximately US$500 million in 2004 to over US$3.6 billion by the end of the 
decade (ABI 2004). Particularly in Asia, LBS have been sold well because consumers 
in Asian countries (especially in South Korea and Japan) are often at the forefront of 
cellular technology, and have a greater need for the services (Gonsalves 2004). Beinat  
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(2001b) demonstrates in one of his market research reports that about two thirds of the 
subscribers would use LBS, especially for emergency situations, information services, 
personal safety, and mobile commerce. Seeing that the LBS have enormous market 
potential, service providers and operators are all the time searching for new value-
added services so that they could differentiate themselves in the competition. Some 
operators, such as KDDI2 and NTT DoCoMo3 in Japan and E-Plus4 in Germany, are 
even making LBS a core part of their strategies and are focusing on deploying 
accurate location technology and services (ARC 2002).  
 
1.2. Overview of the L-Commerce Applications 
According to Barnes (2003), the L-Commerce applications can be categorized into 




Figure 1.1. Key Areas of Application of LBS (Source: Barnes 2003) 
 
                                                 
2 KDDI: http://www.kddi.com/english/ 
3 NTT DoCoMo: http://www.nttdocomo.com/top.html 
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The primary driver for the implementation of L-Commerce infrastructure in the U.S. 
is the emergency and rescue service (Barnes 2003), which is able to locate an 
individual who is either unaware of his/her exact location or is not able to reveal it 
because of an emergency situation (e.g., injury, criminal attack, and so on). The same 
positioning technologies used for emergency services can be applied to other personal 
safety service such as roadside assistance (Barnes 2003). In the event of an emergency 
breakdown or accident, the user’s mobile device could be used to assist in getting 
roadside assistance to the right location.  
Navigation and Tracking 
Navigation and tracking services are a core segment of the emerging LBS market 
(Barnes 2003).  The ability of a mobile network to locate the exact position of an 
object can be manifested in a series of navigation and tracking services. For example, 
mobile users can be assisted in their navigation in hypermarkets, exhibition halls, and 
national parks to locate products, exhibition stands, places of interest, and so on. 
Tracking applications could be used to track pets, children, senior citizens, or any 
valuable items. Furthermore, they could also be used to locate friends, family, 
coworkers, or other members of a particular group that create virtual communities of 
people with close relationships or similar interests. 
Transaction 
The possibility for service providers to bill different rates based on the location can be 
manifested in a series of transaction-based L-Commerce applications. 1) Zone-based 
traffic calming. For example, some countries, such as Singapore, use road pricing as 
part of the traffic calming and environment policy. Payments are made electronically 
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through an in-car device upon entry into a particular geographic area requiring 
payment (Barnes 2003). 2) Location-sensitive billing opens the way to new forms of 
price differentiation based on the location of the user. For example, discounted last-
minute tickets to Broadway shows are offered for people who are near to the theater 
before curtain (Barnes 2003). 3) Location-based cross-selling is another possible 
stream of transaction revenue. For example, the mobile user who has just seen a film 
at the cinema could be immediately offered a CD or DVD of the soundtrack or film 
(Barnes 2003).  
Information 
Location-aware information services refer to the distribution of digital content to 
mobile devices based on mobile users’ location, time specificity and their needs. The 
following types of applications can be identified within this category: 1) Location-
based advertising. Advertisers could deliver contextually appropriate advertising 
messages through wireless devices on a geographically-targeted basis and could reach 
mobile consumers when they are most likely to make a purchase (Oh and Xu 2003). 
Wireless devices have become a new medium through which advertisements, 
promotions, coupons, and other offers that are uniquely customized to an individual’s 
tastes, geographical location, and time of the day are offered. 2) Geographic 
messaging is another promising LBS application. For example, an alert could inform 
the mobile user of a security threat in a certain part of city (e.g., train station, stadium 
or shopping mall) (Barnes 2003). 3) Public infostation can be used to broadcast 
certain public localized information in a particular area (e.g., the opening times of a 
public library, movie theatre listings, the schedule of public bus services, the 
availability of parking spaces, and so on). 4) The applications of mobile yellow pages 
that provide a mobile user with the knowledge of nearby facilities (Barnes 2003). For 
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example, “What’s around me?” service can locate the nearest ATM, Café, Cinema, 
Fast Food and Food Court, Petrol Station, Post Office and Supermarkets, etc.   
 
1.3. Enabling Technologies of LBS 
The L-Commerce applications discussed in the previous section are based on the 
underlying technological capabilities that enable the identification of the position of a 
mobile device, thereby making the provision of LBS possible. The way in which 
location identification is achieved could be different in outdoor and indoor 
environments (Tseng et al. 2001). Hence two approaches to location identification can 
be identified (Giaglis, Kourouthanassis and Tsamakos 2002): 1) outdoor positioning 
technologies, 2) indoor positioning technologies (see Table 1.1).   
Table 1.1. A Taxonomy of Mobile Positioning Technologies (Giaglis et al. 2002) 
Application 
Environment 
Category Major Technologies 
¾ Cell-Identification (Cell-ID) 
¾ Time of Arrival (TOA) 
 
Network-based 
¾ Observed Time Difference (OTD) 




Hybrid ¾ Assisted GPS (A-GPS) 
¾ Infrared sensors 










Handset-based ¾ Indoor GPS 
 
Table 1.1 summarizes the positioning technologies for outdoor and indoor location 
identification (see Appendix A for details). Since Cell-Identification (Cell-ID) is the 
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main technology that is widely deployed in mobile communication networks today, 
LBS in the experiment settings of this thesis have been introduced as the services 
offered to mobile phone users based on the Cell-ID technique employed by the 
network of telecom operators (Telco). The reasons why we did not introduce other 
outdoor or indoor positioning technologies in our experiment scenarios are twofold. 
First, the employment of other positioning technologies could either incur network 
operator’s investment on equipments and the synchronization process (e.g., in the case 
of TOA technique) or incur users’ cost of upgrading their mobile device (e.g., in the 
case of OTD, GPS and A-GPS techniques). Hence, the Cell-ID technique, requiring 
no modification to handsets or mobile networks, has been introduced as the 
positioning technology to our experiment subjects. Such an experiment setting is more 
realistic since the Cell-ID technique has been currently employed by the network of 
Telco in Singapore. Second, in contrast to the outdoor positioning technologies that 
are capable of identifying the location of an object or person in open areas, indoor 
positioning technologies set the constraint of a limited coverage range, such as a 
building or other closed environment (e.g., a stadium or an exhibition hall). Viewing 
such constraint brought by indoor positioning technologies, we believe that examining 
the privacy issues in the context of outdoor positioning environment would be more 
interesting. However, results obtained from this study are likely to be applied to 
understand the privacy related issues involved with the indoor positioning 
technologies (e.g., RF-ID) in a closed environment.   
 
1.4. ‘No L-Commerce without L-Privacy!’ 
With the increasing accuracy of both outdoor and indoor positioning technologies, the 
commercial potential and rapid growth of L-Commerce have been accompanied by 
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concerns regarding the collection and dissemination of consumer’s location 
information by service providers and merchants. These concerns pertain to the 
confidentiality of accumulated consumers’ location data (Giaglis et al. 2002; Gidari 
2000) and the potential risks that consumers experience over the possible breach of 
confidentiality (Beinat 2001b).  Location information often reveals the position of a 
person in real time, thus rendering the potential intrusion of privacy a more critical 
and acute concern. It is not unusual for the general public to view the positioning 
technologies that make their location information available to others as massively 
intrusive, often pointing to Orwell’s vision of big brother (Orwell 1949) to highlight 
their negative attitudes toward LBS.  
 
The complexity of studying LBS is further exacerbated by the fact that some 
applications may not come as a direct consequence of the ability to identify user’s 
location through a mobile device, but rather through combining location data with 
other personal identifiable information. Such enriched information could be easily 
abused for a variety of purposes and improper handling of these enriched information 
increases privacy intrusion by exposing an individual’s real-time movements with 
possible negative implications. Five potential privacy threats associated with LBS 
usage have been identified by Beinat (2001b): 
1. The matching of location whereabouts with other personal information (e.g., 
ID, shopping history and phone number, etc.) can be used by the private sector 
to classify individuals, impose target marketing practices and manipulate 
consumer behavior. 
2. Knowing the location information of a mobile consumer increases the scope 
for personally embarrassing situations. For example, some sociology research 
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predicts that divorce cases would receive a boost should location information 
be easily disclosed.  
3. Knowing the approximate position of the accused may be used as 
“circumstantial evidence” resulting in an incorrect criminal conviction. 
4. The disclosure of whereabouts enhances the visibility of behavior, which 
increases the potential for measures against individuals by certain 
organizations. For example, health insurance firms may use the location 
information to unjustly refuse service to an individual, perhaps as a result of 
frequent visits to a hospital. 
5. The discovery and matching of location information and other personal 
information may be used to perpetrate personal attack or harassment. 
Industry analysts concur in viewing the privacy issue as being central to the evolution 
of LBS. For example, one of the PricewaterhouseCoopers technology forecast reports 
predicts that LBS will almost always be offered on an optional basis until the 
development of privacy standards and privacy enhancing technologies mature 
(PricewaterhouseCoopers 2001). Beinat (2001b) demonstrates in one of his market 
research reports that 24% of potential LBS users are seriously concerned about the 
privacy implications of disclosing their location. To the degree that privacy concern 
represents a major inhibiting factor in consumers’ adoption of L-Commerce (Beinat 
2001b; Wallace et al. 2002), it is important to respond to the call of “No L-Commerce 
without L-Privacy” (Gidari 2000) by examining the role of privacy in the decision-
making dynamics of an individual faced with L-Commerce evaluation and adoption.  
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1.5. Limitations of Current Research 
Although the term “Privacy in LBS” or “Privacy versus Location Awareness” or “No 
L-Commerce without L-Privacy” has been considerably hyped in the media, studies 
on how privacy perceptions influence LBS usage intentions have been somewhat 
patchy and limited (see Table 1.2). As can be seen in Table 1.2, most of the current 
studies are conceptual in nature and there is a lack of theoretically grounded, 
empirically generalizable results regarding the phenomenon of interest. Little 
empirical research has been done systematically to explore the role of privacy in 
predicting adoption intention. Furthermore, few theoretical based models have been 
developed to address how to alleviate consumers’ privacy concerns in LBS. To 
address this void, this study aims to develop theoretically grounded models and 
empirically validate them using experiment methods.  
 
To respond to the call of “No L-Commerce without L-Privacy”, we aim to develop 
our L-Commerce adoption models through a privacy lens by drawing on information 
privacy theories.  In reviewing the extant literature on consumer privacy studies, the 
following gaps in the privacy literature become apparent: 
 The conceptualization of consumer privacy as an exchange concept (i.e., “privacy 
calculus”) argues that consumers, when requested to provide personal information 
to corporations, would perform a risk-benefit analysis to assess the outcomes they 
would face in return for the information, and respond accordingly (Culnan 1995; 
Culnan and Armstrong 1999; Culnan and Bies 2003). Although this concept is 
intuitively appealing and has been proposed for a long time, extant privacy 
research has not tested this proposition empirically (Culnan and Bies 2003). This 
study attempts to address this gap in the literature by simultaneously considering 
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both positive and negative outcomes (i.e., risk-benefit) of adopting and using a 
new technology that raises a new set of concerns related to individual privacy. 
 Although extant literature on privacy studies posit that psychological control is a 
precondition for protecting privacy (Johnson 1974; Wolfe and Laufer 1974), 
privacy theorists have failed to integrate the rich literature on psychological 
control into their theories of privacy, and consequently the conceptualization of 
privacy as psychological control has not contributed as much to clarifying the 
privacy issues as it should have (Margulis 2003a). We seek to fill this gap by 
looking into the privacy concern issue from the psychological control perspective 
in the L-Commerce context.  
 The conceptual academic literature on consumer privacy (e.g., Caudill and 
Murphy 2000; Culnan and Bies 2003) suggests that consumer trust has important 
influence on alleviating privacy concern. However, there are few empirical 
privacy studies exploring the role of consumer trust in the context of information 
privacy (Milne and Boza 1999; Xu et al. 2003) and the rich literature on trust in 
the context of the business-to-consumer (B2C) fails to meaningfully consider the 
influence of privacy (Gefen, Karahanna and Straub 2003; McKnight, Choudhury 
and Kacmar 2002; Pavlou and Gefen 2004). To address this limitation, this 
research attempts to integrate the trust literature and social contract theory into the 
theories of consumer privacy to better understand how the consumer trust may 
affect their privacy risk perceptions and subsequently affect intention to use LBS.  
 Another controversial issue in the information privacy literature is highlighted in 
this research: the relative effectiveness of industry self-regulation versus 
government legislation versus technological solutions in ensuring consumer 
privacy (Caudill and Murphy 2000; Culnan 2000; Culnan and Bies 2003).  There 
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is much skepticism on the effectiveness of industry self-regulation and the 
technological solutions in protecting consumer privacy, which has resulted in 
privacy advocates and consumers clamoring for strong legislation to curtail 
rampant abuses of information by merchants.  We seek to contribute to this debate 
by investigating the extent to which technological solutions, industry self-
regulation, and legislative solutions could alleviate privacy violation risks in the 
L-Commerce context.   
Table 1.2. Summary of Previous Related Studies on Privacy Concerns Pertaining to LBS 
Source 
Paper 







Two types of LBS are differentiated in this study: location-tracking services 
and position-aware services. Although people consider both types to be 
equally useful, the concerns for privacy are higher when the service is based 
on other parties tracking the user’s location. 
Beinat 
(2001b) 
Conceptual The reasons why location privacy is emerging as the key issue in LBS are 
elaborated. Location privacy laws and wireless industry practices are 




Conceptual A conceptual model regarding how privacy perceptions influence intentions 
to use LBS is developed by incorporating constructs, such as personality 
traits, task and technology characteristics, perceived privacy, trust and risk, 
and usefulness as antecedents of LBS usage intentions. 
Lederer, 
Mankoff 






Users’ privacy preferences in the ubiquitous computing context varied by 
inquirer more than situation. Individuals were more likely to apply the same 
privacy preferences to the same inquirer in different situations than to apply 
the same privacy preferences to different inquirers in the same situation.   
Levijoki 
(2001) 
Conceptual Privacy of location information is a very important question in combination 
with the location awareness. Privacy related issues, such as the positioning 




Conceptual Thirteen specific privacy issues in location-aware mobile devices are 
enumerated and discussed. 
Ng-Kruelle 
et al. (2003)  
Conceptual A preliminary model of attitude formation and the mobile consumer behavior 
associated with the privacy issues is developed and illustrated in the LBS 
context.   
Rodden et 
al. (2002) 
Conceptual Design of a framework whereby users can reveal their position to trusted 
parties whenever they want to, and retain control over the dissemination of 
their position to others. 
Simojoki 
(2003) 
Conceptual Examination of the privacy protection regulation affecting the development, 
provision, and utilization of LBS in Finland. 
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Gaining an understanding of the above inter-related issues in L-Commerce context is 
vital for at least two reasons.  One, positioning systems are likely to endure as an 
important technology because of the significant investments made in their 
development and associated telecommunication infrastructure (Rao and Minakakis 
2003). Two, as information technologies increasingly expand the ability for firms to 
store, process, and exploit personal data, insights obtained from this study are likely to 
be of value for understanding the adoption of other technologies such as personalized 
interactive television.   
 
1.6. Research Objectives and Scope 
This thesis attempts to address the issues discussed above by focusing on the 
consumer privacy in the B2C L-Commerce context. The purpose of this study is to 
investigate the mobile consumer’s initial privacy perception and adoption intention of 
LBS at an individual level. As such it focuses on the initial stage of interaction of the 
consumer with a particular LBS provider, in the case when the potential adopter does 
not yet have credible and meaningful information about or affective bonds with the 
LBS provider. While many factors may come into play in this initial interaction (e.g., 
data quality, service dependability, and service charge et al.), this study only focuses 
on one particular aspect: consumer privacy.  
 
With the research objective in mind, this thesis employs a rigorous approach to 
examine the role of consumer privacy in the potential mobile consumers’ adoption 
intention in L-Commerce. Drawing on three different theoretical perspectives that 
reflect the importance of consumer privacy as an exchange concept, a psychological 
control phenomenon, and a social contract related issue, three theoretical models are 
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developed and empirically validated separately to address the exchange, control and 
social contract related factors contributing to consumers’ privacy perceptions. Study 
1 explicitly tests the proposition of “privacy calculus” that views privacy as an 
exchange whereby consumer’s personal information is given in return for certain 
benefits (Culnan and Bies 2003). Study 2 mainly examines the effects of 
psychological control on alleviating consumers’ privacy concerns. Specially, we are 
interested in finding whether the three control assurance mechanisms—technology, 
industry self-regulation, and legislation—could lead to higher control perceptions, and 
whether higher control perceptions could lead to lower levels of privacy concerns. 
Study 3 mainly examines the effects of the LBS provider’s interventions—third party 
privacy seals, P3P compliance, and device-based privacy enhancing features—on 
building consumer trust and reducing privacy risk.  
 
This thesis seeks to benefit and contribute to both theoretical and practical arenas. For 
researchers, it can potentially contribute to the existing literature on consumer privacy 
and technology adoption in IS.  
 Theoretically, it attempts to explain the impacts of consumer privacy on the 
acceptance of L-Commerce from three different theoretical perspectives of 
consumer privacy which involve the filed of marketing as a consumer 
exchange issue, the field of social psychology as a control issue, the field of IS 
and sociology as a trust related issue. 
 To our knowledge, this research should constitute one of the first systematic 
empirical studies of the linkage between consumer privacy concerns and 
adoption intention in the L-Commerce context. This is an important area that 
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has not been comprehensively examined by previous consumer privacy studies 
despite the growing importance and the market potential of LBS.   
 It can serve to provide one of the first empirical evidences for supporting the 
proposition of ‘privacy calculus’.  
 It attempts to fill in the gap in the consumer privacy literature by incorporating 
the psychological control perspectives with privacy theories. 
 It further seeks to better understand how the consumer trust may have impacts 
on consumer’s privacy invasion perceptions and subsequently have impacts on 
intention to use LBS by incorporating trust related constructs and 
measurement.  
 Empirically, it will add to the limited studies done with L-Commerce, thereby 
helping guide future empirical studies delving into the L-Commerce adoption.    
From a practical perspective, this study has implications for the various players in the 
LBS industry: merchants, LBS providers, mobile device manufacturers, privacy 
advocates and government legislators.  
 It will help guide privacy advocates and government legislators how to tar 
LBS with different brushes since we must also be sensitive to the interests in 
the free flows of information which promotes a dynamic marketplace, 
substantial benefits for individual consumers and society as a whole.   
 It will provide implications for wireless service providers and mobile device 
manufacturers to improve mobile applications with user-friendly interfaces for 
specifying privacy preferences to enhance consumers’ control over their 
personal information.  
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 It will help LBS providers to realize that building consumer trust and 
mitigating privacy concern are the products of several aspects of the service 
providers’ interventions that could be well within the control by themselves.  
 It could help potential investors in their decision making about their 
investments on LBS.  
 
1.7. Thesis Structure 
In this opening chapter, we have illustrated the importance of this study by 
highlighting consumers’ privacy concerns in the new L-Commerce context. The 
growing market potential of L-Commerce, its applications and supporting 
technologies were briefly described. This was followed by our justification (in terms 
of the gaps in previous literature) on the need to model the factors influencing 
consumers’ privacy invasion perceptions by drawing on multiple theoretical 
perspectives. Therefore, we propose three studies to be carried out independently to 
predict the role of consumer privacy in LBS usage intention from the exchange, 
psychological control, and social contract related points of view. The subsequent 
chapters of the thesis are organized as follows:  
 Chapter 2 reports a survey of literature on consumer privacy from information 
systems, marketing, social psychology and sociology.  
 Chapter 3 presents three research models and the formulation of the hypotheses 
for the three studies respectively.  
 Chapter 4 reports research methodology, data analysis strategy, results of the 
analysis, and discussion for study 1 which draws on the exchange theory to predict 
consumers’ privacy perceptions and usage intentions toward LBS.  
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 Chapter 5 reports research methodology, data analysis strategy, results of the 
analysis, and discussion for study 2 which draws on the psychological control 
literature to predict consumers’ privacy perceptions and usage intentions toward 
LBS.  
 Chapter 6 reports research methodology, data analysis strategy, results of the 
analysis, and discussion for study 3 which draws on the trust theory to predict 
consumers’ privacy invasion perceptions and usage intentions toward LBS.  
 Chapter 7 concludes this thesis by presenting a summary for the findings of the 
three studies, discussing the implications of this research for theory and practice, 




In order to develop the research models for the three studies of this thesis, we review 
the main literature that could have profound influences on consumer privacy in 
Chapter 2. Starting with introducing the origin and meaning of privacy, this chapter 
reviews previous privacy theories and studies to present the importance of consumer 
privacy from three different perspectives, i.e., from the exchange, control, and social 
contract points of view. Then, the Fair Information Practices (FIP) and the three 
approaches to implementing FIP are presented to illustrate one of the controversial 
issues in the consumer privacy literature: the relative effectiveness of industry self-
regulation versus government legislation versus technological solutions in ensuring 
consumer privacy.  
 
2.1.       Origin and Meaning of Privacy   
Although various definitions of privacy have been given, there is no commonly 
accepted definition of this concept (Goodwin 1991) and thus privacy is considered as 
an elastic concept (Allen 1988) which subsumes a wide variety of definitions 
(Margulis 1974). In an 1890 law review article, Warren and Bradeis first articulated 
the need for individuals to secure “the right to be left alone”5, which became the 
classic definition of privacy (Warren and Brandeis 1984). They not only expressed 
their concerns related to the loss of privacy experienced by the nineteenth century 
equivalent to paparazzi—instantaneous photographs and newspapers—but they also 
expressed concerns that numerous mechanical devices were threatening to make true 
                                                 
5 According to Bigelow (1986), this notion originated from Michigan Supreme Court Justice Thomas M. Cooley. 
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the prediction that “what is whispered in the closet shall be proclaimed from the 
housetops” (Culnan 1993). Although this seminal definition of privacy is often found 
too broad and vague to provide much practical or legal guidance, the view of privacy 
as “the right to be let alone” is pertinent because: 1) it recognizes that the privacy 
concept encompasses an individual’s desire for physical seclusion or solitude; 2) it 
provides the basis for many of the common-law principles that recognize privacy as 
an individual right worth granting and protecting (Nowak and Phelps 1997).  
 
The perceived threats posed by new computerized record-keeping systems helped to 
bring privacy to the public’s attention beginning again in the 1960s (Culnan 1993). As 
mainframe computer technologies were assimilated into mainstream business and 
governmental organizations during this period, users of these technologies began 
exploring the massive computing and storage capabilities to create databases of 
information on individuals. In anticipation of some of the challenges to privacy that 
these systems would bring, one seminal book was published during this period: Alan 
Westin’s (1967) Privacy and Freedom, which made a significant contribution to our 
knowledge of privacy. Westin’s seminal view defined privacy as the “claim of 
individuals, groups, or institutions to determine for themselves, when, how, and to 
what extent information about them is communicated to others” (1967, p. 7). Westin’s 
(1967) theory of privacy provided a framework for the landmark pieces of legislation 
enacted in U.S. during this period: 1) the Fair Credit Reporting Act enacted in 1970 to 
provide privacy protection for consumer credit reports, 2) the Privacy Act of 1974 
which defined citizens’ rights and government responsibilities for records maintained 
by the federal government (Culnan 1993).  
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Continued technological breakthroughs in the mid-to-late 1980s, including the 
personal computer, workstations, and communications network, enabled even broader 
diffusion of database management, marketing, and telemarketing tools (Turner and 
Dasgupta 2003). The advances in network, computing and database technologies not 
only provided the capability to more easily manipulate and store personal information, 
but also provided the ability to more easily distribute and share information with other 
organizations and individuals. The collection, storage, and distribution of personal 
information continued to raise public apprehension regarding the accuracy of 
information, the ability of entities to safeguard and protect the distribution of personal 
information, and how the information would be used (Culnan 1993; Turner and 
Dasgupta 2003).  
 
From the 1990s till present, continued advances in information technology in general 
and the growth in the use of Internet specifically, further facilitate the collection, 
distribution, and use of personal information (Turner and Dasgupta 2003). This is the 
period when the potential intrusion of privacy becomes a more critical and acute 
concern. Westin (2003) identified several major technological developments in this 
period framed the privacy debates. First, and the most far-reaching, was the rise of the 
Internet in the mid-1990s. Second was the arrival and deployment of wireless 
communication devices and technologies that made mobile communication instantly 
convenient. Third was the Human Genome Project’s unlocking of genetic code, with 
enormous promise for use in developing new pharmaceutical medications, family 
planning, and health care. Fourth was the development of data-mining software based 
on large data warehousing applications, along with further automation of government 
public record systems.  The rise of identity theft in the late 1990s, along with highly 
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publicized stalking cases based on accessing public record files, raised major issues 
about public’s privacy concerns about personal data in business and government 
record systems (Westin 2003). In consumer marketing, “the technology-based 
business model of the 1990s—we must know you to serve you—came into 
fundamental collision with the now dominant consumer model—let me decide what 
you know about me, thanks” (Westin 2003, p.442).  
 
2.2.       Identifying Three Themes of Consumer Privacy  
According to Margulis (2003a), four foci of concern about information privacy were 
discussed: 1) the government’s role as a threat to and defender of privacy, 2) 
consumer privacy, 3) medical and genetic privacy, and 4) workplace privacy. In this 
research, we focus on consumer privacy, specifically, consumer privacy in L-
Commerce. In the context of the commercial activities that take place in the LBS 
context, invasion of consumer privacy means the unauthorized collection, disclosure 
or secondary uses of personal information as a direct result of L-Commerce 
transactions. Two types of consumers’ personal information could be disclosed for the 
purpose of using LBS, including 1) the dynamic personal information which is the 
continuous whereabouts information, 2) the static personal information such as 
identity, shopping preferences, mobile phone number, and others. It is the 
combination of both these groups of personal information that enhances the visibility 
of the individual behavior and thus poses a serious threat to consumer privacy. 
 
To outline the consumer privacy in terms that are specific enough for use in the 
models presented later in this research, consideration is given to what appear to be the 
three most important themes in the extant consumer privacy literature: (a) privacy as 
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an exchange concept, (b) privacy as a psychological control phenomenon, and (c) 
privacy as a social contract related issue. 
 
2.2.1. The Exchange Perspective of Consumer Privacy  
One very important perspective views consumer privacy in terms of an exchange 
whereby personal information is given in return for certain benefits. This perspective 
is found in various works which viewed privacy as a calculus (e.g., Klopfer and 
Rubenstein 1977; Laufer and Wolfe 1977; Stone and Stone 1990).  According to this 
perspective, Klopfer and Rubenstein (1977), for instance, found that the concept of 
privacy is not absolute but, rather, can be interpreted in “economic terms” (p.64).  
That is, as suggested in the literature on self-disclosure, individuals should make their 
decisions about the disclosure of information based on a “calculus of behavior” 
(Laufer and Wolfe 1977, p.36) and should be willing to disclose personal information 
in exchange for some economic or social benefit, subject to an assessment that their 
personal information will subsequently be used fairly and that they will not suffer 
negative consequences in the future (Laufer and Wolfe 1977). Similarly, Stone and 
Stone (1990) developed an expectancy theory based model to identify the antecedents 
and consequences of the motivation to protect organizational privacy. The basis of 
this model echoed the idea of privacy calculus by incorporating prior research on 
expectancy theory models of motivation and the view that “individuals are assumed to 
behave in ways that they believe will result in the most favorable net level of 
outcomes” (Stone and Stone 1990, p. 363). 
 
This exchange perspective of consumer privacy is especially evident in works of 
analyzing privacy concerns (e.g., Culnan 2000; Culnan and Armstrong 1999; Culnan 
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and Bies 2003; Milne and Gordon 1993; Milne and Rohm 2000; Milne, Rohm and 
Boza 1999; Sheehan and Hoy 2000). It was noted that the findings of the self-
disclosure literature perspective—the focus on the interpersonal context 
notwithstanding—can be applied to an impersonal commercial context as well 
(Culnan 2000; Culnan and Armstrong 1999; Milne and Gordon 1993). Specifically, 
consumers often consider the nature of the benefit being offered in exchange for 
information when deciding whether an activity violates their privacy (Culnan 1993; 
Goodwin 1991; Milne and Gordon 1993; Sheehan and Hoy 2000). Such benefit could 
have a specific financial value (such as a cash payment, product, or service), and in 
some cases, the value could be information based (such as access to information that 
is of interest) (Sheehan and Hoy 2000). In a study that attempted to measure the dollar 
value of information privacy, Hann et al. (2002) found that individuals are willing to 
trade off privacy concerns for economic benefits. In addition, the strategy of 
rewarding subjects in exchange for divulging personal attitudes or behaviors is well 
documented in the survey methodology literature as a means of increasing response 
rates (e.g., Barker 1989; Chebat and Cohen 1993). 
 
Such an exchange perspective of privacy has been found to be “the most useful 
framework for analyzing contemporary consumer privacy concerns” (Culnan and Bies 
2003, p. 326). Consumers can be expected to behave as if they are performing a 
privacy calculus in assessing the outcomes they will receive as a result of providing 
personal information to corporations (Culnan 2000; Culnan and Armstrong 1999; 
Culnan and Bies 2003; Goodwin 1991; Milne and Rohm 2000; Milne et al. 1999). 
Hence, individuals will exchange their personal information as long as they perceive 
adequate benefits will be received in return—that is, benefits which exceed the 
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perceived risks of the information disclosure (Culnan and Bies 2003). In other words, 
consumers, when requested to provide personal information to corporations, would 
perform a risk-benefit analysis (i.e., ‘privacy calculus’) to assess the outcomes they 
would face in return for the information, and respond accordingly (Culnan 1995; 
Culnan and Bies 2003). Based on such an analysis, a positive net outcome should 
mean that consumers are more likely to disclose their personal information and accept 
the potential negative outcome that accompanies the disclosure of personal 
information as long as they perceive that the benefits exceed the risks of disclosure 
(Culnan and Bies 2003). Although this proposition is intuitively appealing and well 
known in information privacy literature, it “has not been tested empirically” (Culnan 
and Bies 2003, p. 327).  This gap in existing information privacy research provides 
further impetus for us to develop and test an L-Commerce adoption model with both 
benefit and risk belief measures in study one. 
 
2.2.2. The Control Perspective of Consumer Privacy  
A second major perspective considers consumer privacy to be related to the control of 
personal information. This perspective is found in various prior works (e.g., Altman 
1977; Johnson 1974; Laufer, Proshansky and Wolfe 1973; Margulis 1974; Westin 
1967) which have contributed to and stimulated research and theory on privacy as a 
control related concept. By adopting the limited-access approach to privacy (i.e., 
individual controls the information access to herself), a number of privacy theorists 
have put emphases on the concept of control when defining privacy. For example: 
Westin (1967): privacy is “the right of the individual to decide what 




Proshansky, Ittelson and Rivin (1970): gaining privacy is to obtain freedom of 
choice or options to achieve goals, “… control over what, how, and to whom 
he communicates information about himself…” 
 
Rapoport (1972): privacy is the ability to control interaction, to have options, 
devices and mechanisms to prevent unwanted interaction and to achieve 
desired interaction.  
 
Altman (1974): “the selective control over access to the self or to one’s 
group.” “Privacy is an interpersonal boundary control process, designed to 
pace and regulate interactions with others”.  
 
Margulis (1977): “privacy, as a whole or in part, represents control over 
transactions between person(s) and other(s), the ultimate aim of which is to 
enhance autonomy and/or to minimize vulnerability”.  
 
Stone et al. (1983): “the ability (i.e., capability) of the individual to control 
personally (vis-à-vis other individuals, groups, organizations, etc.) information 
about one’s self”.  
 
Margulis (2003a): privacy is viewed as control over or regulation of or, more 




From the above control-oriented definitions of privacy, it seems that privacy theorists 
have applied the term “control” widely in the privacy literature as the justification or 
motivation for defining privacy. Wolfe and Laufer (1974) suggested that “the need 
and ability to exert control over self, objects, spaces, information and behavior is a 
critical element in any concept of privacy” (p. 3). Westin’s (1967) frequently cited 
“components” of privacy—solitude, anonymity, intimacy, and reserve—identify ways 
in which individuals control information about themselves. Laufer et al. (1973) 
viewed privacy in similar terms, describing three aspects of privacy, all of which were 
concerned with control: (1) control over choice of when, where and how to have 
privacy, (2) control over access of others to one’s thoughts and behaviors, and (3) 
control over stimulation that impinges upon a person from the environment.  
 
The above view of privacy as a control related concept is also found in the works of a 
number of consumer privacy studies (e.g., Dinev and Hart 2004; Foxman and 
Kilcoyne 1993; Goodwin 1991; Nowak and Phelps 1997; Phelps et al. 2000; Sheehan 
and Hoy 2000). Goodwin (1991), for instance, defined consumer privacy by two 
dimensions of control: control over information disclosure and control over unwanted 
physical intrusions into the consumer’s environment. It was further indicated that 
although much of the previous psychological, legal, and philosophical research has 
focused on control over physical intrusions, contemporary technology suggests that 
control over information represents the greater concern (Goodwin 1991). Control, 
therefore, becomes the key factor which provides the greatest degree of explanation 
for privacy concern (Sheehan and Hoy 2000). Empirical evidence revealed that 
consumer’s ability and desire to control subsequent dissemination of personal 
information is found to be one of the important correlates of privacy concern (Phelps 
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et al. 2000). Consumers perceive information disclosure as less privacy-invasive 
when, among other things, they believe that they will be able to control future use of 
the information and that the information will be used to draw accurate inferences 
about them (Culnan and Armstrong 1999). Seeing the important role of control in 
predicting privacy concern, Dinev and Hart (2004) proposed perceived ability to 
control as one of the antecedents to the construct of privacy concern.     
 
Although the frequent linkage of privacy and control has been discussed in many 
theories and studies of privacy, few have systematically integrated the control theories 
into their research (see Johnson 1974, for an example). Hence, it is still unclear for us 
to understand the very nature of control in the information privacy context. As pointed 
out by Margulis (2003a; 2003b), privacy theorists have failed to integrate the rich 
literature on psychological control into their theories of privacy, and consequently the 
identification of privacy as a psychological control phenomenon has not contributed 
as much to clarifying the privacy issues as it should have. We seek to fill this gap by 
looking into the privacy concern issue from the psychological control perspective in 
the L-Commerce context. Following this perspective, “control”, interpreted as 
psychological control, is identified as the major factor which could alleviate 
consumers’ privacy concerns in study two.  
 
2.2.3. The Social Contract Perspective of Consumer Privacy  
A third important perspective on privacy views it through a social contract lens (e.g., 
Caudill and Murphy 2000; Culnan 1995; Culnan and Bies 2003; Hoffman, Novak and 
Peralta 1999; Milne 1996; Milne and Gordon 1993; Phelps et al. 2000). The 
Integrative Social Contract Theory (ISCT) (Donaldson and Dunfee 1994; 1995; 
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1999), the most widely used ethical theory in the context of information privacy, has 
been used to strengthen the bond of trust between corporations and consumers. ISCT 
posits that members of a given community or industry behave fairly if their practices 
are governed by social contracts6 (Donaldson and Dunfee 1994; 1995; 1999). ISCT is 
particularly appropriate for understanding the issues of consumer privacy as it 
provides a means for understanding the tensions between corporations and consumers 
over information privacy (Culnan 1995). Specifically, it addressed the “context-
specific complexity” of business situations by speaking directly to the shared 
understanding of the participants in a particular transaction, and thus it clearly 
corresponded to the exchange relationship central to marketing thought and practice 
(Donaldson and Dunfee 1994; 1995; 1999; Dunfee, Smith and Ross 1999). 
 
According to this ISCT perspective, a social contract is held to occur when consumers 
provide personal information to certain corporations, and the corporation in turn 
offers some benefits to the consumer (Caudill and Murphy 2000; Culnan 1995; Milne 
1996; Milne and Gordon 1993; Phelps et al. 2000). “A social contract is initiated, 
therefore, when there are expectations of social norms (i.e., generally understood 
obligations) that govern the behavior of those involved” (Caudill and Murphy 2000). 
For the corporation, one generally understood obligation accruing from entering into 
this social contract is that the corporation will undertake the responsibility to manage 
consumers’ personal information properly (Caudill and Murphy 2000; Culnan 1995; 
Milne 1996; Milne and Gordon 1993; Phelps et al. 2000). This implied contract is 
                                                 
6  ISCT encompasses two different types of social contracts (Donaldson and Dunfee 1999, p.19): 1) the 
hypothetical or “macro” contract, reflecting hypothetical agreement among rational members of a community. 
Such contract usually refers to broad, hypothetical agreements among rational people and it is designed to establish 
objective background standards for social interaction.  2) The “extant” or “micro” contract, reflecting an actual 
agreement within a community. Such contract usually refers to non-hypothetical, actual (although typically 
informal) agreements existing within and among industries, national economic systems, corporations, trade 
associations, and so on. 
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considered breached if consumers are unaware that their information is being 
collected, if the corporation rents the consumers’ personal information to a third party 
without permission, or if the corporation divulges the consumers’ personal 
information to unauthorized parties without consumers’ consent, or if the corporation 
uses the consumers’ personal information for other purposes without notifying 
consumers (Culnan 1995; Milne 1996; Phelps et al. 2000). 
 
Thus, the social contract, dictating how corporations handle consumers’ personal 
information in an implicit form (not in an economic or a legal form), involves 
unspecified obligations and requires consumers’ trust on the corporation’s compliance 
to this social contract (Caudill and Murphy 2000; Culnan and Bies 2003; Hoffman et 
al. 1999). The concept of social contract in the consumer privacy context means that 
consumers are willing to disclose personal information for certain benefits as long as 
they trust the corporation that it would uphold its side of social contract. Hence, the 
lack of consumer trust in customer-centric enterprises seems to be a critical barrier 
that hinders the efforts of these enterprises to collect personal information from 
consumers for the purpose of providing services. According to Hoffman et al. (1999), 
close to 95% of consumers have declined to provide personal information to websites, 
and 63% of these indicated this is because they do not trust those collecting the data. 
It is very likely that the customer-centric enterprises that are considered trustworthy 
by consumers may incur consumers’ lower privacy perceptions. That is to say, 
consumer trust may play an important role in alleviating consumers’ privacy 
concerns. However, to date, the role of consumer trust in the context of information 




In reviewing the extant online trust literature, it seems that the concept of privacy 
concern has been implicitly incorporated in various studies regarding issues of trust in 
the online environment. For instance, many trust researchers proposed various models 
of trust that consider the privacy policies and third party seals (e.g., BBBOnline and 
TRUSTe seal) as the structural assurances built into a Web site which might affect 
trusting beliefs and trust related behaviors (e.g., Gefen et al. 2003; McKnight and 
Chervany 2002). However, the explicit involvement of privacy is frequently 
overlooked among these studies. Davison et al. (2003) feel “quite astonishing that a 
high proportion of the burgeoning literature on trust in the context of B2C fails to 
control for privacy, fails to meaningfully consider it, or even completely overlooks it” 
(p. 344). This research, therefore, attempts to address this gap in study three by 
integrating the rich literature on trust and social contract theory into the theories of 
consumer privacy to investigate the role of trust in predicting the privacy perception 
in the L-Commerce context.  
 
2.3.       Fair Information Practices (FIP) 
As might be expected, consumer privacy is at the center of discussion and controversy 
among multiple stakeholders including business leaders, privacy activists, and 
government regulators.  The controversy focuses on understanding what mechanisms 
are effective in mitigating privacy risks—an issue that is of significance not only to 
consumers, but also to LBS providers.  In practice, many efforts have been expended 
on managing consumers’ privacy risk perceptions. Particularly, Fair Information 
Practices (FIP), originally developed by the U.S. Department of Health, Education 
and Welfare in 1973 (HEW 1973), has served as a set of global principles developed 
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to balance consumer privacy concerns with a firm’s need to use personal information.  
The Federal Trade Commission (FTC) has relied on FIP to guide privacy legislation 
and self-regulatory programs in the US (e.g., Direct Marketing Association’s Privacy 
Promise, Online Privacy Alliance guidelines, and the TRUSTe and BBBOnline 
privacy seal programs). The European Union and many other countries have 
subsequently adopted FIP as the heart of their privacy regulations (Milne and Culnan 
2002).   
 
Currently, the most widely accepted definition of fair information practices is based 
on below elements (Culnan and Bies 2003; FTC 2000): 
1) Notice means that when consumers provide personal information, they have 
the right to know what, if any, information is being collected and how it will 
be used. 
2) Choice means that consumers must be given the rights to object when personal 
information is collected for one purpose and will be used for other unrelated 
purposes or shared with third parties, unless this sharing is required by law. 
3) Access means that consumers should have the right to view personal 
information the organization has collected and to confirm the information’s 
accuracy and completeness.  
4) Security means that organizations should take reasonable steps to ensure that 
personal information is secure during transmission and storage and should be 
good stewards of personal information by ensuring data integrity.  
The fifth element—enforcement, which means the use of a reliable mechanism to 
impose sanctions for noncompliance with these fair information practices, has also 
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been identified as a critical ingredient in any governmental or self-regulatory program 
to ensure privacy online (FTC 2000).  
 
FIP regulate the disclosure and subsequent use of personal information by requiring 
firms to provide assurance that they will adhere to a set of principles that most 
consumers find acceptable (Culnan and Armstrong 1999). Therefore, FIP mitigate 
consumers’ privacy concerns by empowering individuals with control and voice, even 
if people do not choose to invoke the procedure (Culnan and Bies 2003). FIP “serve 
as the basis for a fair social contract with consumers as they provide for both consent 
and choice, and also outline reasonable outcome expectations” (Culnan and Bies 
2003, p. 330). Complying with FIP can diminish consumers’ privacy concerns 
through signals that the firm will abide by a set of rules (Greenberg 1987) and will not 
behave opportunistically (Shapiro 1987). However, an unresolved issue in this context 
is the onus—whether it should be the government legislation or industry self-
regulation or technological solutions that ensures a firm’s implementation of FIP 
(Caudill and Murphy 2000; Culnan 2000; Culnan and Bies 2003). As stated in Culnan 
and Bies (2003, p. 331), “the controversial issue that remains is the appropriate role 
for legislation, industry self-regulation and technology to insure that the appropriate 
information regarding a firm’s implementation of FIP is available, accurate, and 
understandable and that consumers have legitimate choices about how their personal 
information is subsequently used”. 
 
2.4.       Ensuring Consumer Privacy: Three Approaches 
Although in many quarters there is consensus in principle that the aforementioned 
elements of FIP should be used to protect consumer privacy, there is no consensus 
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about how they should be implemented (Culnan and Bies 2003; FTC 2000). As noted 
by Banisar (2000) and Fischer-Hüber (2000), intervention sources that can enhance 
privacy-protection may include legislation, voluntary “good business practice” 
agreements, technology-based privacy enhancing mechanisms and these interventions 
may be technological or social-political in nature or in combination. Nevertheless, the 
remaining question is (Culnan and Bies 2003, p. 331), “what is the appropriate mix of 
law, self-regulation, and technological solutions in protecting privacy?” Now we 
briefly review the three different approaches to implementing FIP in the online 
privacy literature: government legislative solutions, industry self-regulation, and 
technology-based privacy enhancing solutions.  
 
2.4.1. Government Legislative Solutions 
Privacy laws vary greatly throughout the world. Some countries have no privacy laws, 
some others have privacy laws that apply only to narrow sectors, and still some others 
have comprehensive privacy laws that apply broadly. Some privacy laws are aimed at 
protecting people from governmental incursions into their privacy, while others are 
aimed at limiting the ability of businesses to collect and use personal data. The extent 
to which privacy laws are enforced also varies. The privacy laws of the European 
Union (E.U.) and the U.S. are reviewed here because the privacy regulatory 
approaches adopted in these two countries represent the two major privacy regulatory 
models—the comprehensive legislative approach and the self-regulatory approach, 
and the difference in privacy protection promoted by the two models has been the 
focus of heated debate in the recent past (Caudill and Murphy 2000; Culnan 2000; 
Culnan and Bies 2003).  
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2.4.1.1.   European Union 
Of great interest in the privacy debate is the recent action taken by the European 
Union, which aimed at harmonizing privacy protection in all of its member countries. 
It passed Directive 95/46/EC7, also known as the Data Privacy Directive, to address 
concerns of individual privacy rights on the Internet in 1995 (Caudill and Murphy 
2000). Each E.U. member country was required to adopt laws consistent with the 
Directive within three years of its passage. This legislation provided standards for 
regulating the use and disseminations of personal data by companies doing business 
on the Internet. The Directive’s goal is to provide a framework of rules which “protect 
the fundamental rights and freedoms of natural persons and in particular their rights to 
privacy with respect to the processing of personal data”8.   
 
Under this Directive, a company should have a legitimate and clearly defined purpose 
to collect information. This requires personal data be collected only for “specified, 
explicit and legitimate purposes and not further processed in a way incompatible with 
those purposes”9. In addition, the purpose of collecting information must be disclosed 
to the person from whom the company is collecting information. The Directive 
requires that the information be “adequate, relevant and not excessive in relation to 
the purposes for which they are collected and/or further processed”10. In order for any 
data collection or processing to be legitimate under the Directive, the data owner must 
provide unambiguous consent except under certain limited conditions 11 . Besides 
                                                 
7 See Data Protection: EU Directive 95/46/EC, available at http://www.dataprivacy.ie/6aii.htm 
8 See Chapter I, Article 1, available at http://www.dataprivacy.ie/6aii-1c.htm#1 
9 See Chapter II, Article 6, http://www.dataprivacy.ie/6aii-2.htm#5 
10 See Chapter II, Article 6, http://www.dataprivacy.ie/6aii-2.htm#5 
11 The Directive provides five exceptions to the need for consent by the individual. These exceptions include 
instances when processing of data is necessary for performance of a contract to which the data owner is a party, 
when processing is necessary for compliance with a legal obligation to which the controller is subject, when 
processing is necessary to protect the vital interests of the data owner, when processing is necessary for the 
performance of a task carried out in the public interest, or when processing is necessary for the legitimate interests 
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complying with the above regulations, the companies which collect personal data 
must make efforts to ensure that all data is accurate and allow the individuals’ access 
to any information collected about them and the right to rectify the data if such data is 
incorrect or inaccurate. Further, permission to use information is specific to the 
original purpose. And the company can keep the data only to satisfy the original 
purpose; if the company wants to use the information for another purpose, it needs to 
initiate a new information collection and use process. The Directive further requires 
that EU member countries enact the necessary laws, regulations and administrative 
provisions necessary to bring each country in compliance with the Directive. This 
includes requiring that member countries put in place a supervisory authority to 
enforce the laws enacted to implement the Directive.  
  
The Directive also prohibits data transfer to countries lacking “adequate” privacy 
protections except under certain limited conditions12. Although the Directive does not 
define “adequate”, it does provide that the adequacy of protection will be made on an 
individual basis, taking into account the nature of the data, the purpose and duration 
of the transfer, and the country of origin as well as the country of final destination.  
 
2.4.1.2.   United States 
Unlike the E.U.’s highly structured approach to privacy rights on the Internet, the U.S. 
has adopted a reactive approach to addressing individual privacy rights. Traditionally, 
U.S. sentiment has been concerned more with the democratic principles of free 
                                                                                                                                            
pursued by the controller, except where such interests are overridden by the interests of the fundamental rights and 
freedoms of the data owner.  
12 Under certain limited circumstance, the Directive allows for transfer to countries outside of E.U. that do not 
provide the “adequate” level of protection. These circumstances include instances when the data owner has given 
“unambiguous” consent, when the transfer is “necessary for the conclusion or performance of a contract”, when 
the transfer is “necessary or legally required on important public interest grounds, or for the establishment, 
exercise or defense of a legal claims”, or when the transfer is necessary to protect the “vital interest of the data 
subject”.  
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enterprise and individualism as opposed to protection of the individuals’ personal 
information (Linardos 2001). Furthermore, U.S. citizens have historically been more 
concerned about government’s invasion of personal data as opposed to that of private 
sector (Linardos 2001). As a result, the U.S. government has relied on an ad hoc 
approach to regulating privacy rights and the U.S. has a “patchwork” of sector-
specific privacy laws that apply to narrow industry sectors and specific issues (Culnan 
and Bies 2003). For instance, there are sector-specific laws for specific types of 
records similar to credit reports (e.g., The Fair Credit Reporting Act, 1970), and video 
rental records (e.g., Video Privacy Protection Act of 1988), or for classes of sensitive 
information such as health information (e.g., Health Insurance Portability and 
Accountability Act of 1996)13.  
 
In recent years, the U.S. relied heavily on voluntary self-regulation in the online 
privacy area. This reactive approach to addressing information practices on the 
Internet has its historical roots in the belief that “freedom of thought and expression 
presuppose that information be freely accessible”, and thus “is usually believed to 
conflict with government-imposed restrictions” (Linardos 2001). Consequently, the 
legislature “typically steps in only when a clear problem has been identified, often by 
the media, and then focuses on developing a narrowly-targeted (sectoral in contrast to 
omnibus) solution” (Culnan and Bies 2003, p. 332). In some instances this has 
resulted in a “patchwork” sector-specific online privacy laws that apply to specific 
                                                 
13 A variety of other sector-specific U.S. privacy laws exist. At the national level, these laws include: Privacy Act 
of 1974, Family Education Rights and Privacy Act (1974), Right to Financial Privacy Act (1978), Privacy 
Protection Act of 1980, Cable Communications Policy Act of 1984, Electronic Communications Privacy Act 
(1986), Telephone Consumer Protection Act of 1991, Driver’s Privacy Protection Act of 1994, Communications 
Assistance for Law Enforcement Act of 1994, Telecommunications Act of 1996. In addition, many U.S. states have 
their own privacy laws. The Privacy Leadership Initiative provides a brief overview of U.S. state and federal 
privacy laws on its website at http://www.bbbonline.org/UnderstandingPrivacy/. 
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target such as children, or to specific types of personal information such as financial 
information, or to specific issue such as the formulation of the Safe Harbor program.    
¾ Children’s Online Privacy Protection Act (COPPA) 
Enacted in 1998, COPPA14 requires web sites directed at children under age 13 to 
obtain parental consent before collecting personal information from children. There 
are a few exemptions, for example, sites are allowed to collect a child’s email address 
in order to respond to an email message from the child. In addition, children’s sites 
must post privacy policies and allow parents to find out what information has been 
collected about their children.  
¾ Graham-Leach-Bliley Act 
This law 15 , which took effect in 2001, restricts the disclosure of personally 
identifiable financial information by financial institutions. Financial institutions must 
provide written or electronic privacy policies that explain what kinds of information 
they collect, to whom the information will be disclosed, and consumer opt-out rights. 
In addition, financial institutions must give consumers the ability to opt out of having 
their data disclosed to unaffiliated third parties (subject to a long list of exceptions) 
and are prohibited from making disclosures of certain information for marketing 
purposes. This law also requires a number of security and confidentiality safeguards.  
¾ Safe Harbor 
Because U.S. privacy protections are considered inadequate in the eyes of the 
European authorities, the U.S. Department of Commerce worked with the E.U. to 
                                                 
14 The FTC has extensive information about complying with COPPA on its web site, at 
http://www.ftc.gov/bcp/conline/edcams/kidzprivacy/. 
15 The FTC has extensive information about Graham-Leach-Bliley Act on its web site, at 
http://www.ftc.gov/privacy/glbact/. 
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develop a “Safe Harbor”16 framework, in which U.S. companies can voluntarily treat 
European citizens’ data in a manner consistent with the E.U. Directive. U.S. 
companies that voluntarily comply with this framework are automatically considered 
to provide adequate data protection. When a company volunteers to comply with Safe 
Harbor, it also puts itself under the jurisdiction of the U.S. Federal Trade Commission 
or other agencies that have the ability to take legal action against them should they 
fail to comply.  
 
2.4.2. Industry Self-Regulation 
Self-regulation involves the setting of standards by an industry group or certifying 
agency and the voluntary adherence to the set standards by members or associates 
(Zwick and Dholakia 1999). Self-regulation differs from a pure market solution, 
which depends on consumers patronizing firms that have implemented good privacy 
practices and avoiding firms that have not (Milne and Culnan 2002; Swire 1997). 
Under a self-regulatory approach to regulating online information privacy, industry 
develops rules and enforcement procedures that substitute for government regulation 
(Swire 1997). The Better Business Bureau as an example has set standards of ethical 
business practice and firms displaying membership seals are, by doing so, expressing 
their compliance with the agreed standards. Based on Swire and Litan’s (1998) 
framework, government legislative regulation (i.e., law) and self-regulation can be 
distinguished along the three components of the separation of power: legislation17, 
enforcement18, and adjudication19 (see Table 2.1.).    
 
                                                 
16 http://www.export.gov/safeharbor/ 
17 Legislation in this case refers to the question of who should define appropriate rules for protecting privacy.  
18 Enforcement refers to the question of who should initiate enforcement actions. 
19 Adjudication refers to the question of who should decide whether a company has violated the privacy rules.  
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Table 2.1. Comparison between Self-Regulation and Government Legislative Regulation 
(Zwick and Dholakia 1999) 
Forms of Power Self-Regulation Government Regulation 
Legislation Industry-drafted rules and regulation.  National or supra-national legislative 
act. 
Enforcement 
They often do not provide legal 
enforcement and are instead 
undertaken by industry organizations. 
By government appointed neutrally 
policing institution.   
Adjudication 
Industry organizations can use their 
involvement credibility to decide over 
violations.  
The courts decide over violations. 
 
The U.S. self-regulatory efforts on online privacy protection are reviewed here 
because they represent the leading self-regulatory approach to regulation of 
information privacy interests. In the mid-1990s, the Federal Trade Commission (FTC) 
added Internet privacy to its policy agenda beginning with a series of public 
workshops designed in part to promote self-regulation in the U.S. (FTC 1996). One 
goal of self-regulation is for organizations to voluntarily implement fair information 
practices to govern the collection and subsequent use of personal information 
gathered online (Milne and Culnan 2002). The Clinton Administration has been 
influential in further promoting a self-regulatory approach (Linardos 2001). In July 
1997, the White House released its “Framework for Global Electronic Commerce,”20 
which posited that industry should accomplish the most effective privacy protection 
by providing greater flexibility for fast changing and quickly developing technologies, 
while sparing the industry from intrusive government barriers. Therefore, the report 
believed that governments should encourage industry self-regulation whenever 
possible and support the efforts of the private sector’s participation in the 
development of mechanisms to facilitate the successful growth of the Internet 
(Linardos 2001).  
                                                 
20 Available online at http://www.technology.gov/digeconomy/framewrk.htm 
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The major component of the U.S. self-regulatory approach to privacy protection is the 
influence of the private sector in safeguarding the electronic privacy of personal 
information. The private sector’s approach to information privacy regulation mainly 
consists of industry codes of conduct and self-policing trade groups and associations 
as a means of regulating information privacy on the Internet. Groups like TRUSTe, 
BBBOnline, and Online Privacy Alliance (OPA)21 have been active as the third party 
entities policing online privacy interests and promoting trustworthiness to web sites 
through seals of approval. By becoming a member of these private watchdog groups, 
a web site is permitted to post the groups seal of approval. These seal programs 
provide a means to guarantee that members abide by a set of clearly identified self-
regulatory standards.  
 
Taking TRUSTe as one example of the privacy seal program, it is one of the first and 
the most well known online seal program, which requires that any member displaying 
its “trustmark” disclose its information practices in a straightforward policy statement, 
usually through a link visibly displayed on its home page (Benassi 1999). A TRUSTe 
seal, therefore, signals to an individual that the web site will disclose what kind of 
information being collected about that individual, how the information will be used 
and with whom it will be shared. The individual will also be informed of the choices 
available to her regarding how the collected information is used, the safeguards in 
place to protect the information from loss, misuse, or alteration, and finally how the 
individual can update or correct any inaccurate information. TRUSTe monitors its 
licensee site through an initial and periodic reviews of the site by TRUSTe, “seeding” 
                                                 
21 See TRUSTe at http://www.truste.org/, BBBOnline at http://www.bbbonline.org/, and Online Privacy Alliance at 
http://www.privacyalliance.org/ for examples.  
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which entails TRUSTe submitting personal user information to verify that a site is 
following its stated privacy rules, and compliance reviews by a Certified Public 
Accounting (CPA) firm (Benassi 1999). Any complaint raised against the licensees 
will result in reviews and inquiries by TRUSTe and an escalated investigation will be 
conducted if the initial inquiries do not result in a satisfactory resolution to the 
complaint (Benassi 1999). Depending on the severity of the violation, the escalated 
investigation could lead to a compliance review by a CPA firm of the web site, 
termination as a licensee of TRUSTe and revocation of the trustmark, or referral to 
the appropriate law authority which may include the appropriate attorney general’s 
office, the FTC, or the Consumer Protection Agency in U.S. (Benassi 1999).  
 
Trade associations can also play a role in developing self-regulatory solutions for 
privacy regulations if membership in the association is conditioned on observing fair 
information practices, and the trade associations have a process for punishing 
members who do not comply (Culnan and Bies 2003). The Direct Marketing 
Association (DMA) is such one example that made compliance with its privacy 
principles as a condition of membership  (DMA 2003).   
 
2.4.3. Technology-Based Privacy Enhancing Solutions 
Researchers suggest that perhaps technology, although widely implicated for enabling 
companies to employ privacy invasive practices, could play a significant role in 
protecting privacy, particularly because of its ability to cross international political, 
regulatory, and business boundaries, much like the Internet itself (Turner and 
Dasgupta 2003). This section provides a brief overview of the various technological 
tools that can help people protect their online privacy.   
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Encryption Tools 
A variety of tools are available for encrypting files and email, establishing secure 
channels  to web sites, and establishing encrypted “tunnels” between two computers 
on the Internet. These tools prevent eavesdropping and protect data form unauthorized 
access. For example, the Secure Sockets Layer (SSL) is a general-purpose protocol 
for transmitting encrypted data over the Internet. It is used by all of the major web 
browsers for securely transmitting data to web sites that support SSL. The SSL 
protocol provides encrypted data transmission as well as authentication of clients and 
servers. SSL-enabled Web sites transmit digital certificates to browsers for site 
authentication.  
Anonymity Tools 
Anonymity tools can prevent online communications from being linked back to a 
specific individual and prevent eavesdroppers form learning with whom an individual 
is communicating. These anonymity tools, therefore, could help Internet users surf the 
Web anonymously. Anonymizing proxies are services that submit requests to web 
sites on behalf of users and provide the ability to sanitize packet headers passed from 
the client to the server. These proxies could interpret the communication between the 
browser and the server, then they might strip out information that might identify a 
client, or they might remove banner ads from contents returned by a server. One of 
the best-known anonymizing proxy services is the Anonymizer 22 , a commercial 
service that offers both fee-based services and a free service supported by advertising.  
 
 




In the late 1990s, some companies announced new services and tools that could help 
people manage their online identities to protect their information privacy (Cranor 
2002). Most of these tools allowed users to store information in secure personal data 
stores and use it in conjunction with automatic form-filling features. Some tools 
restricted automatic form-filling to those sites that have policies which match a user’s 
privacy preferences. Some tools built up mechanisms that allow users to opt-in to 
automatically sharing information with marketers in which they have expressed 
interest—sometimes anonymously, and sometimes in exchange for discounts, 
coupons, or monetary compensation (Hagel and Singerare 1999). Unfortunately, most 
of these identity management tools were short-lived and the mentioning about them 
would likely be out of date nowadays (Cranor 2002).  
Cookie Management Tools 
Cookie management tools are available to prevent users’ computers from exchanging 
cookies with web sites. Most browsers have a parameter that can be set to either 
inform users when a site is attempting to install a cookie, allowing users the option to 
accept or decline it or to prevent any cookies from being installed. For example, the 
sixth version of Microsoft® Internet Explorer introduced the cookie management tool 
into the web browser’s configuration options (Figure 2.1), which allows the user to 
select from a series of pre-configured options that encode cookie-handling preferences 
(e.g., ‘accept all cookies’, ‘low privacy’, ‘medium’, ‘medium high’, ‘high privacy’, 
‘block all cookies’). 
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Figure 2.1. Microsoft® Internet Explorer 6.0 Cookie Settings 
The Platform for Privacy Preferences (P3P) User Agents 
In April 2002, the World Wide Web Consortium (W3C) developed its first release of 
the Platform for Privacy Preferences (P3P v.1)23 as a standard way for web sites to 
communicate about their privacy policies. P3P provide a standard, computer-readable 
format for privacy polices and a protocol that enables web browsers to read and 
process privacy policies automatically (Cranor 2002). P3P is touted as enhancing user 
control by putting privacy policies where users can find them, in a form users can 
understand, and, most importantly, enabling users to act on what they see (Turner and 
Dasgupta 2003).   
 
P3P user agents refer to the end-user P3P implementations that might naturally be 
built into web browsers (Cranor 2002). The AT&T Privacy Bird24 is a freely available 
P3P user agent to Internet Explorer. When a website is loaded in the browser, the 
                                                 
23 P3P 1.0: A New Standard in Online Privacy, see http://www.w3.org/P3P/ 
24 http://www.privacybird.com/ 
 46
Privacy Bird reads the site’s P3P-encoded privacy policy, compares the policy to the 
user’s privacy preferences, and then notifies the user as necessary. It also displays 
symbols that summarize a site’s privacy policy and includes buttons that load a site’s 
human-readable privacy policy without the users’ searching for it on the site.  
 
Users configure their privacy preferences using a series of checkboxes (see Figure 
2.2.). For example, users can choose to be notified, or not, when a site uses financial 
information for marketing purposes. The categorizing and labeling of the 
configuration options were iteratively designed to maximize efficacy and minimize 
complexity.  
 
According to the level of agreement between the user’s preferences and a site’s 
policies, the Privacy Bird notifies the user by adjusting the representation of a small, 
cartoon-like bird icon situated peripherally in the browser’s title bar (see Figure 2.3). 
The AT&T Privacy Bird displays a green, “happy” bird icon at sites with P3P policies 
that match a user’s privacy preferences and a red, “angry” bird icon at sites with P3P 
policies that do not match a user’s preferences and a yellow uncertain bird icon at 
sites that do not have P3P encoded policies (see Figure 2.4). Users can click on the 
bird icon to view a summary of the site’s privacy policy that is generated 
automatically from the site’s P3P policy (see Figure 2.3). At sites that do not match a 
user’s preferences, the policy summary also explains where the policy differs from the 



















Note: The AT&T Privacy Bird displays a green bird icon at sites that match a user’s privacy preferences; 
users can click on the bird to obtain a summary of the site’s privacy policy.  




   
Note: These AT&T Privacy Bird notification images corresponding to websites that, respectively, match 
with the user’s preferences, have no P3P-encoded policies, and conflict with the user’s preferences. 




Conceptual Models and Hypotheses 
This chapter builds three research models tailored for three studies of consumer 
privacy in the L-Commerce context, followed by presenting the formulation of the 
hypotheses for the three independent studies respectively. The literature reviews 
presenting the importance of consumer privacy from the exchange, control, and social 
contract points of view in Chapter 2 provide the insightful theoretical foundations for 
the three studies of this thesis. In this chapter, we first provide an overview of the 
three studies in section 3.1. Next we describe the research model from the exchange 
perspective of consumer privacy in section 3.2, followed by its research hypotheses 
for study 1 in section 3.3. Then we describe the research model from the control 
perspective of consumer privacy in section 3.4, followed by its research hypotheses 
for study 2 in section 3.5. Finally, the research model from the social contract 
perspective of consumer privacy and its hypotheses for study 3 are presented in 
sections 3.6 and 3.7. 
 
3.1. Overview of the Three Studies 
Study one explicitly tests the proposition of ‘privacy calculus’ that views privacy as 
an exchange whereby consumer’s personal information is given in return for certain 
benefits (Culnan and Bies 2003). Although this proposition of ‘privacy calculus’ is 
intuitively appealing and has been proposed for a long time, extant privacy research 
has not tested it empirically. This gap in existing consumer privacy research provides 
impetus for us to develop and test an L-Commerce adoption model with both benefit 
and risk belief measures (see Figure 3.1). Additionally, acknowledging that LBS in 
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different forms yield distinct benefits and privacy risks for consumers, we test our 
model using two types of LBS. Particularly, we study pull-based LBS, in which 
consumers request information and services based on their locations, and push-based 
LBS, in which location-sensitive content is automatically sent to consumers based on 
their locations. In study one, we expect that individual’s concerns for privacy is not 
absolute, but rather, could be traded off against benefits under different mechanisms 












Figure 3.1. Overview of Study One 
 
Study two mainly looks into consumer privacy issue from the psychological control 
perspective in the L-Commerce context. Specifically, perceived control is proposed to 
be one of the key factors which provide relatively high degree of explanation for the 
privacy concern construct. This study attempts to fill in the gap in the information 
privacy literature by incorporating the psychological control theories with privacy 





















Study three examines the possible effects of consumers’ trust beliefs on mitigating 
their privacy risk perceptions and increasing their intentions to disclose personal 
information for using LBS. Seeing that there are few empirical privacy studies 
exploring the role of consumer trust, and the rich literature on trust in the context of 
B2C e-commerce fails to meaningfully consider the influence of privacy, we seek to 
address these limitations by integrating the trust literature and social contract theory 
into the theories of consumer privacy to better understand how the consumers’ trust 
belief may affect their privacy invasion perceptions and subsequently have impacts on 












Figure 3.3. Overview of Study Three 
 
3.2. Theoretical Rationale and Research Model for Study One  
Study one is conducted from the exchange perspective of consumer privacy to predict 
the role of privacy in LBS usage intention. In this study, we adopt a narrow focus in 
examining the role of privacy in predicting adoption intention, i.e., how much 
variance in intention to use can be accounted for by consumer privacy (see Figure 
3.4). Based on our review of prior privacy literature, consumer privacy is 
conceptualized as a ‘privacy calculus’ (i.e., risk-benefit analysis), which is the basic 







appealing, extant privacy research has not tested this proposition empirically (Culnan 
and Bies 2003). This gap in existing privacy research provides impetus for us to 
develop and test an L-Commerce adoption model with both benefit and risk belief 




















Figure 3.4. Research Model One 
 
The research model for study one is depicted in Figure 3.4. The dependent variable is 
mobile consumer’s adoption intention toward LBS. Adoption intention is defined as 
the degree of likelihood of a potential consumer to adopt and make use of LBS. This 
study investigates the adoption intention toward LBS for the below reasons. First, 
since L-Commerce is still in an early stage of diffusion, majority of the mobile 
consumers in Singapore have yet to use LBS and it would be difficult to acquire the 
statistical power needed for analyses if we had focused only on adopters. Second, 
intention is an immediate and reliable predictor of actual behavior, as argued in the 
theory of reasoned action (Ajzen and Fishbein 1980). There is also much empirical 
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Taylor and Todd 1995), organizational behavior (e.g., Venkatesh and Speier 1999) 
and psychology (e.g., Sheppard, Hartwick and Warshaw 1988). Hence, we believe 
that examining LBS adoption intention in its early stage of diffusion is appropriate 
and could potentially yield more meaningful and fruitful lessons for privacy 
advocates, governments, consumers and providers of LBS alike. 
 
At the core of the research model (see Figure 3.4) is the notion of privacy calculus, 
i.e., the perceived benefits and risks of personal information disclosure are argued to 
drive the L-Commerce adoption decision. In investigating the risk and benefit factors, 
the first choice of theoretical bases would appear to be the increasingly rich e-
commerce literature that has occurred in regard to the uncertainties of the online 
environment (e.g., Gefen, Karahanna, and Straub 2003; Jarvenpaa, Tractinsky, and 
Vitale 2000; McKnight, Choudhury, and Kacmar 2002; Pavlou and Gefen 2004). 
Although this body of work might partially explain the individual level of risk-benefit 
analysis in regard to the uncertainties, these work has chosen to focus on the risk 
belief in a general sense, while the explicit involvement of privacy risk is frequently 
overlooked among these studies (Davison et al. 2003). The privacy aspects of 
disclosing personal information in LBS could be accounted for by the ‘second 
exchange’ (Culnan and Bies 2003), which differs from utilitarian exchanges in that 
personal information (rather than money or goods) is given in return for certain value. 
Therefore, this study uses the exchange theory as its theoretical base.  
 
In addition, the ‘second exchange’ is strongly rooted in the principles of justice 
(Culnan and Bies 2003). In an equitable ‘second exchange’, consumers give up 
certain information in return for something of value after evaluating the risks and 
 54
benefits associated with the information disclosure. Thus, consumers will be reluctant 
to release their information if they expect unfair exchange. In view of this, we tie the 
notion of justice with the concept of privacy calculus, and argue that individual level 
of risk-benefit analysis of information disclosure could be differentiated according to 
the extent to which justice provisions are manifested throughout privacy actions and 
regulations (Caudill and Murphy 2000; Culnan 2000; Culnan and Bies 2003).  
 
3.2.1. Nature of Consumer Privacy: Privacy Calculus 
Information privacy refers to the ability of the individual to control the terms under 
which personal information is acquired and used (Westin 1967).  Although the notion 
of information privacy itself may sound straightforward, there are a great many ways 
in which the concept of privacy is viewed in the literature in such fields as law, 
marketing, political sciences, psychology and social sciences (Margulis 2003; Stone 
and Stone 1990). Among a robust body of research that attempts to understand the 
nature of consumer privacy, it was found that the calculus perspective of information 
privacy is “the most useful framework for analyzing contemporary consumer privacy 
concerns” (Culnan and Bies 2003, p.326). This perspective involves an implicit 
understanding that privacy is not absolute (Klopfer and Rubenstein 1977); instead, the 
individual’s privacy interests could be interpreted based on a “calculus of behavior” 
(Laufer and Wolfe 1977, p.36). In a commercial context, consumers can be expected 
to behave as if they are performing a privacy calculus (i.e., risk-benefit analysis) in 
assessing the outcomes they will receive as a result of providing personal information 
to corporations (Culnan and Armstrong 1999; Culnan and Bies 2003; Milne and 
Gordon 1993; Milne and Rohm 2000; Sheehan and Hoy 2000).    
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Consistent with the core ideas of privacy calculus, the exchange theory (Bagozzi 
1975; Houston and Gassenheimer 1987) may further help predict how individuals 
make decisions regarding the revelation of personal information (Culnan and Bies 
2003).  This theory characterizes three classes of meanings of exchange: utilitarian, 
symbolic or mixed (Bagozzi 1975). A utilitarian exchange is an interaction whereby 
goods are given in return for money or other goods (Bagozzi 1975, p. 36) and it is 
considered as the “first exchange” (Culnan and Bies 2003, p. 326). The concept of 
“second exchange” is proposed to explain the “privacy calculus” phenomenon and it 
is referred to the exchange whereby consumer’s personal information is given in 
return for value such as higher quality service and personalized offers or discounts 
(Culnan and Bies 2003).  
 
Applying the second exchange framework to the LBS usage behavior, we may 
interpret the usage of LBS to be an exchange where consumers disclose their personal 
information in return for the proper benefits (e.g., timely personalized 
services/information based on consumer’s location) provided by the LBS providers. 
Specifically, consumers behave as if they are performing a risk-benefit analysis (i.e., 
privacy calculus), in assessing the outcomes they receive as the result of providing 
personal information to the LBS providers. Based on such an analysis, a positive net 
outcome should mean that consumers are more likely to disclose their personal 
information and accept the potential negative outcome that accompanies the 
disclosure of personal information as long as they perceive that the benefits exceed 
the risks of disclosure (Culnan and Bies 2003). Although this proposition is intuitively 
appealing and well known in information privacy literature, it “has not been tested 
empirically” (Culnan and Bies 2003, p. 327).  To fill in this gap, this study develops 
 56
and tests a theoretical model with both benefit and risk belief measures of disclosing 
personal information in the L-Commerce context.  
 
In below discussions, we used a justice theoretical lens to provide a useful theoretical 
framework for analyzing the conceptualization of privacy as a calculus. We argue that 
individual level of analysis of ‘privacy calculus’ could be differentiated according to 
the extent to which justice (Culnan and Bies 2003) provisions are manifested 
throughout privacy actions and regulations (Caudill and Murphy 2000; Culnan 2000; 
Culnan and Bies 2003).     
 
3.2.2. Privacy Calculus: A Justice Lens  
The justice perspective has been proposed as a useful theoretical framework for 
analyzing consumer’s evaluation of privacy calculus (Culnan and Bies 2003). 
Procedural justice involves people perceiving that they have been treated fairly in a 
process, regardless of its outcome (Greenberg 1987; Lind and Tyler 1988).  
Interactional justice suggests that the methods used by firms in gathering personal 
information from consumers, and how consumers are treated interpersonally, can 
shape their reactions (Bies 2001; Culnan and Bies 2003). Distributive justice involves 
the perception of the “fair exchange” governing the information disclosure process 
(Culnan and Bies 2003), and a social comparison process (Adams 1965) in which 
consumers may compare the outcomes they receive from different firms for providing 
similar personal information. The presence of procedural, interactional, and 
distributive justice, with the concerns for fairness, transparency, and accountability 
for privacy protection actions, provides consumers with tangible processes and 
psychological benefits such as confidence and trust that lead to a positive outcome of 
 57
privacy calculus and greater willingness to disclose personal information (Culnan and 
Bies 2003).  
 
In the context of consumer privacy, fair information practices (FIP) operationalize 
procedural, interactional, and distributive justice (Culnan and Armstrong 1999). FIP 
are a set of global principles that include the stipulations that consumers be given 
notice that their personal information is being collected, choice with regard to the 
information use, access to personal data records, and security for these data records 
(FTC 2000). Particularly, FIP are global standards for the ethical use of personal 
information and are at the heart of industry guidelines and privacy laws in U.S., and 
the privacy directives in the European Union (Culnan and Armstrong 1999).  
Complying with FIP can diminish consumers’ privacy risk perceptions through 
signals that the firm will treat consumers’ personal information fairly by addressing 
procedural, interactional, and distributive justice (Culnan and Bies 2003).  However, 
an unresolved issue in this context is the onus – whether it should be government 
legislation or industry self-regulation that ensures that the appropriate information 
regarding a firm’s implementation of FIP is available, accurate and understandable, 
and that consumers are accorded legitimate choices about how their personal 
information is subsequently used (Caudill and Murphy 2000; Culnan 2000; Culnan 
and Bies 2003).  
 
In an attempt to further illuminate this controversial issue, we view industry self-
regulation and government legislation as two important variables that shape 
consumers’ justice perceptions and exert direct effects on the perceived risks of 
personal information disclosure.  We argue that, the presence of industry self-
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regulation and government legislation that ensures the procedural, interactional, and 
distributive justice will provide consumers with the positive beliefs regarding the 
outcome of their privacy calculation.  
 
The effects of self-regulation and legislation, however, are likely to be moderated by 
the level of control inherent in the delivery mechanisms of location content (i.e., type 
of LBS). Control, as one important element to ensure justice perception, is important 
in the information privacy context because consumers take high risks in the disclosure 
of personal information (Malhotra et al. 2004). Empirical evidence revealed that the 
ability of the consumer to control the disclosure of personal information could offset 
the risk of possible negative consequences. For example, Eddy, Stone and Stone-
Romero (1999) found that control over the disclosure of information from a human 
resources information system had a direct effect on mitigating privacy risk perception. 
Zweig and Webster (2002; 2003) also found that perceptions of privacy invasion are 
lower when the monitoring system provides the control feature for employees to 
control when their images can be displayed.  
 
In the LBS context, acknowledging that LBS in different forms yield different levels 
of control over disclosing personal information (Gidari 2000; Levijoki 2001; Wallace 
et al. 2002), we test our model using two types of LBS.  Particularly, we study pull-
based LBS, in which consumers request information and services based on their 
locations, and push-based LBS, in which location-sensitive content is automatically 
sent to consumers based on their locations. In pull-based LBS, the consumer exercises 
greater control over the interaction – the decision to initiate contact with the merchant 
is volitional, and location information is provided only to complete the requested 
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transaction.  By contrast, in push-based LBS, the consumers’ location will be tracked 
all the time and the continuous records of their location data will be used to target 
consumers who will likely be sent unsolicited information/services when they appear 
within the vicinity of the merchants. Therefore, the push mechanism appears more 
controversial in terms of consumers’ concern about privacy (Gidari 2000; Levijoki 
2001; Wallace et al. 2002) and hence, it should amplify the impacts of self-regulation 
and legislation on the perceived risks of personal information disclosure. 
 
3.3.       Research Hypotheses for Study One 
The following sections develop the hypotheses about the relationships between 
constructs and elaborate the reasoning supporting the causal relationships among 
these constructs in the research model. Previous studies have emphasized the 
importance of “second exchange” in determining consumers’ decisions to disclose 
their personal information (Culnan and Bies 2003) and therefore, perceived benefits 
and risks of personal information disclosure are hypothesized to impact LBS usage 
intentions. Prior research has also indicated that individual level of risk-benefit 
analysis of information disclosure could be differentiated according to the extent to 
which justice provisions are manifested throughout privacy actions and regulations 
(Caudill and Murphy 2000; Culnan 2000; Culnan and Bies 2003). Therefore, industry 
self-regulation and government legislation are hypothesized to impact perceived risks 
of personal information disclosure.  
3.3.1. Perceived Benefits of Personal Information Disclosure 
As shown in Figure 3.4, we argue that the anticipation of benefits will have a positive 
influence on intentions to adopt L-commerce.  Prior research has identified three 
important aspects that influence the nature of the LBS relevance: time-dependent 
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value, location-dependent value, and user-dependent value (Barnes 2003; Junglas and 
Watson 2003). Mobility incorporates the time-space value propositions (i.e., time-
dependence and location-dependence value) into one dimension of the L-Commerce 
benefits, which provides nomadic consumers flexible and timely information/services 
that would otherwise not be available in the conventional commercial realm (Beinat 
2001; Lyytinen and Yoo 2002; Wallace et al. 2002). Indeed, a primary motivation for 
using LBS is the inherent mobility enabled by positioning and timeliness.  Through 
LBS, consumers are able to access needed information/services at any time from 
anywhere and in turn, are reachable at the right time in the right place (Junglas and 
Watson 2003; Lyytinen and Yoo 2002).  Therefore, mobility, valued by many people 
(Barnes 2003; Lyytinen and Yoo 2002; Wallace et al.2002), is a key advantage used 
to entice consumers to exchange their personal information for gaining flexible access 
to needed information or services at the right time in the right place.  
 
Second, personalization (i.e., the user-dependent value) becomes another key element 
to fitting user needs and desires to the LBS provision (Barnes 2003; Junglas and 
Watson 2003; Lyytinen and Yoo 2002). Consumers may be motivated to disclose 
their personal information in exchange for personalized services.  LBS can obviously 
be personalized as they are invariably tied to a mobile device (e.g., mobile phone in 
this study).  To the extent that a mobile phone could be uniquely identified via the 
smart card25 , always handy and available, it is ideal for delivering personalized 
services to peripatetic consumers.  Furthermore, information about consumers’ 
location offers service providers targeted marketing and advertising opportunities for 
tailoring wireless content delivery.  Personalization, as one important dimension of 
                                                 
25 The smart card (also called subscriber identity module or SIM card), contains user subscription and security 
related data as well as user identity and billing data, and is plugged into the mobile phone (Junglas and Watson 
2003). 
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perceived benefits identified by prior studies (Junglas and Watson 2003; Lyytinen and 
Yoo 2002; Sharma and Deng 2002; Wallace et al.2002), is gained when LBS are 
tailored to individual customers’ identities, interests, their location, and time of the 
day. 
 
Finally, service providers and merchants usually offer financial incentives for the use 
of LBS at the current initial diffusion stage (Levijoki 2001). Recent privacy studies 
indicate that financial incentives can be used effectively to trade for consumer 
information—consumers have been found to be willing to relinquish some privacy in 
exchange for compensation such as product discounts, credit and future coupons on 
heavily used items (Caudill and Murphy 2000).  In the case of L-Commerce, some 
customers have agreed to receive text-based mobile advertisements via Short 
Messaging Service (SMS) in exchange for free calling time (Levijoki 2001).  As a 
further incentive, in some instances, the more advertisements the consumers agree to 
receive, the less costly the service plans (Gidari 2000).   
 
As argued earlier, individuals are likely to agree to give up a degree of their privacy in 
return for potential benefits related to mobility, personalization, and financial gain.  
Because these benefits are not expected to be always positively correlated—e.g., 
mobility may exist with little or no personalization and financial incentives, we treat 
benefits as a formative construct comprising of these three dimensions. To the extent 
that the anticipation of benefits provides direction for actual behavior through 
energizing and motivating individuals and enhancing the perceived value of various 
outcomes (Campbell et al. 1970), a higher expectation of benefits will amplify the 
desire to engage in the target behavior.  Such a causal mechanism is consistent with 
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extant technology acceptance models that include the notion of “usefulness” or 
instrumental value as an important antecedent to use intentions (Venkatesh et al. 
2003).  Thus, we hypothesize:  
Hypothesis 1 (E1): The perceived benefits of personal information disclosure in 
regard to mobility, personalization, and financial incentives are positively 
related to intention to use LBS.  
 
3.3.2. Perceived Risks of Personal Information Disclosure 
Perceived risk has been generally defined as the expectation of losses associated with 
purchases (Peter and Ryan 1976) and regarded as a countervailing force to positive 
product/service evaluation and adoption decisions when situational contingencies 
create feelings of uncertainty, discomfort and/or anxiety (Dowling and Staelin 1994). 
Perceived risk has been identified as having various facets (i.e., performance, 
financial, time, safety, social and psychological loss) and all risk facets stem from 
performance risk (Cunningham 1967). Tapping the overwhelming privacy concern 
phenomenon in the e-service context, Featherman and Pavlou (2003) added privacy 
risk as an important facet of perceived risk and they defined it as the potential loss of 
control over personal information.  
 
In our context of L-commerce, since privacy risk is broadly regarded as the major 
inhibiting factor in the adoption of LBS (Beinat 2001b; Gidari 2000; Wallace et al. 
2002), we exclude other risk considerations (e.g., performance, financial, time, social 
and psychological risks involved with using LBS) in this study. Rather, we explicitly 
focus on examining privacy risk involved with using LBS (i.e., perceived risk of 
personal information disclosure) in that mobile communication and positioning 
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technologies increasingly expand the ability for firms to collect, process, and exploit 
personal data and there is “No L-Commerce without L-Privacy” (Gidari 2000). We, 
therefore, define the perceived risk of personal information disclosure as the 
expectation of losses associated with the release of personal information to the LBS 
service provider.  
 
Consumers are vulnerable to at least two kinds of risks if their personal information is 
not used fairly or responsibly (Culnan 1993; Goodwin 1991; Smith, Milberg and 
Burke 1996).  First, a consumer may perceive that her privacy is invaded if 
unauthorized access is made to her personal information as a result of a security 
breach or in the absence of appropriate internal controls.  Second, as computerized 
information may be readily duplicated and shared, a consumer is vulnerable to the risk 
that the personal information provided is being put to secondary use for unrelated 
purposes without prior knowledge or consent (Culnan and Armstrong 1999).  In the 
context of LBS, improper handling of location information could result in the 
discovery and matching of location data and identity, be used to classify consumers 
and enhance the visibility of their behavior, and increase the scope for situations that 
may be personally embarrassing to them (Beinat 2001b).  Therefore, consumers might 
not want to use LBS if they sense that their location information is not effectively 
protected and there exist high risks of privacy invasion. Hence, we hypothesize: 
Hypothesis 2 (E2):  The perceived risks of personal information disclosure are 
negatively related to intention to use LBS.  
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3.3.3. Impacts of Industry Self-Regulation on Perceived Risks 
Self-regulation involves the setting of standards by an industry group or certifying 
agency and the voluntary adherence to the set standards by members or associates 
(Zwick and Dholakia 1999). The self-regulatory approach to regulating consumer 
privacy mainly consists of industry codes of conduct and self-policing trade groups 
and associations as a means of regulating information privacy (Culnan and Bies 
2003). Groups like TRUSTe, BBBOnline, and Online Privacy Alliance (OPA)26 have 
been active as the third party entities ensuring justice and promoting trustworthiness 
to web sites through seals of approval. These self-regulatory efforts specifically 
address FIP with participating firms agreeing to provide notice, choice, access, 
security and enforcement, and thus might encourage consumers to believe that a 
particular participating firm’s information practices are fair (Culnan and Armstrong 
1999). Therefore, firms that conform to the industry’s self-regulation practices could 
lead to consumers’ justice perceptions and thereby, provide consumers with the 
positive belief regarding the outcome of their privacy calculation.   
 
The literature on institutional structures (e.g., McKnight and Chervany 2002; Pavlou 
and Gefen 2004) may also help explain the positive effects of industry self-regulation 
on mitigating privacy risk perception because of two reasons.  First, the structures 
built into the firm’s Web site, such as the privacy policy and privacy seal could assure 
people that everything in the setting is as it ought to be (McKnight et al. 1998), 
allowing consumers to form and hold beliefs about expectations of positive outcomes 
(Johnson and Cullen 2002). Second, when violation occurs, these structures could 
provide mechanisms of voice and recourse for the betrayed (Johnson and Cullen 
                                                 
26 See TRUSTe at http://www.truste.org/, BBBOnline at http://www.bbbonline.org/, and Online Privacy Alliance at 
http://www.privacyalliance.org/ for examples.  
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2002), which could create strong incentives for firms to refrain from opportunistic 
behavior and behave appropriately 27 . In the context of the wireless industry, to 
facilitate self-regulation, the Wireless Location Industry Association (WLIA) is in the 
process of establishing guidelines that govern the use and compilation of personally 
identifiable data linked to location, and prescribing responsible practices in the 
emerging wireless location industry (WLIA 2001).  TRUSTe announced the launch of 
its Wireless Privacy Principles and Implementation Guidelines on February 18, 2004, 
which provide vendors serving the mobile market with practical guidelines for 
protecting consumer privacy, and is in the process of developing a wireless version of 
its seal (TRUSTe 2004).  Previous studies have shown that businesses that conform to 
the industry’s self-regulation practices instill greater consumer confidence, thereby 
lowering consumers’ perceived risks in using LBS and motivating them to reveal their 
personal information more freely (Culnan and Armstrong 1999).  Hence, we predict: 
Hypothesis 3 (E3):  The industry’s self-regulation on personal data protection will 
lead to lower perceived risks of personal information disclosure. 
 
3.3.4. Impacts of Legislation on Perceived Risks 
Legislation on FIP implementation, the “strong” institutional structural assurances 
provided by the government agencies (Pavlou and Gefen 2004; Zucker 1986), has 
been proposed to have a major positive impact on privacy perceptions (Culnan 2000).  
The legislative efforts to implement FIP could specifically address concerns regarding 
fairness and accountability for privacy protection actions, and thereby, provide 
                                                 
27 Taking TRUSTe as one example, any complaint raised against the licensees will result in reviews and inquiries 
by TRUSTe and an escalated investigation will be conducted if the initial inquiries do not result in a satisfactory 
resolution to the complaint. Depending on the severity of the violation, the escalated investigation could lead to a 
compliance review by a CPA firm of the web site, termination as a licensee of TRUSTe and revocation of the 
trustmark, or referral to the appropriate law authority which may include the appropriate attorney general’s office, 
the FTC, or the Consumer Protection Agency in U.S. (Benassi 1999).  
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consumers with the senses of security from the structural safeguards due to legal 
recourse (Zucker 1986). Consumers’ feelings of the security due to the legal 
structures might lead them to believe that firms would conform to the fair information 
principles as regulated by the legislation and that disclosing personal information in 
such environment would be secure. Therefore, the presence of government legislation 
on FIP implementation that ensures justice, will provide consumers with the positive 
belief regarding the outcome of their privacy calculation.  
 
Deterrence theory has a direct bearing on the possible effects of government 
legislation on mitigating privacy risk perception.  Deterrence theory is predicated on 
the assumption that illegal behavior can be deterred through the threat of punishment 
(Gibbs 1975, 1986; Tittle 1980). Hence, one objective of a legal system as the 
preventive function of law is to set forth guidelines for human conduct that will cause 
people to behave by choice as society wants them to behave (Spiro and Houghteling 
1981). Recognizing the deterrent effectiveness of a legal system, consumers may 
perceive a lower risk involved in personal information disclosure when using LBS. In 
the wireless context, location privacy legislation has received a boost from the US 
E911 Phase II obligations.  In the Wireless Communications and Public Safety Act 
(WCPSA) of 1999, US legislators suggested that wireless location information CPNI 
(Customer Propriety Network Information) be subject to limitation in its disclosure 
under the Communication Act of 1996.  Simultaneously, the US Congress amended 
Section 222 to explicitly require “express prior authorization” before the user of a 
commercial mobile service can be deemed to have consented to the use, disclosure or 
access to wireless location information28.  A similar path was taken by the European 
                                                 
28 See Title 47 U.S.C. 222 (h) (1), available at http://www4.law.cornell.edu/uscode/47/222.html  
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Commission in a Directive (COM (2000) 385) on the “processing of personal data 
and protection of privacy in the electronic communication sector”.  It explicitly 
includes location privacy and requires that location data be used only with the consent 
of the subscriber and for the duration necessary to provide the specified services, and 
that the user be provided simple means to temporarily deny the processing of their 
location data.  
 
As suggested by deterrence theory, legislation on location data protection should 
directly affect the level of risk related to location information disclosure.  In other 
words, with appropriate legislation in place, consumers should perceive lower risks 
arising from LBS usage.  Hence, we hypothesize: 
Hypothesis 4 (E4):  Legislation on personal data protection will lead to lower 
perceived risks of personal information disclosure. 
 
3.3.5. Mechanisms of Location Content Delivery 
Besides the possible impacts of self-regulation and legislation, it is very likely that 
consumers’ risk perceptions of information disclosure will be affected by the level of 
control inherent in the delivery mechanisms of location content (i.e., type of LBS). 
The mechanisms of location content delivery can be either pull or push (Wallace et al. 
2002). Pull-based LBS may be seen in some “on demand” services where the 
consumer dials or signals a service provider for specific information/service such as 
the nearest auto-teller machine (ATM) or available taxi (Gidari 2000). In these 
services, the location information seems ephemeral and useful only to complete the 
requested transaction (e.g., informs the consumer of the nearest ATM or taxi). Push-
based LBS may include a consumer’s receipt of information/services based on her 
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known proximity to a store or service center via a wireless device (Gidari 2000). In 
these services, the location information is used to target consumers and they will be 
sent the related information/services when they appear within the vicinity of the 
merchants.  
 
In pull-based LBS, the consumer exercises greater control over the interaction – the 
decision to initiate contact with the merchant is volitional, and location information is 
provided only to complete the requested transaction (e.g., inform the consumer of the 
location of the nearest ATM).  By contrast, in push-based LBS, the location 
information is used to target consumers who will likely be sent unsolicited 
information/services when they appear within the vicinity of the merchants.  
Therefore, the push mechanism appears more controversial in terms of consumers’ 
concern about privacy (Gidari 2000; Levijoki 2001; Wallace et al. 2002). Consumers 
are likely to demand greater privacy protection through regulation from both service 
providers and government for push-based LBS. Hence, the push mechanism should 
amplify the impacts of self-regulation and legislation on the perceived risks of 
personal information disclosure. Therefore, we hypothesize: 
Hypothesis 3a (E3a):  The negative relationship between the industry self-regulation 
and risk perceptions of information disclosure will be stronger under the push 
mechanism of location content delivery. 
Hypothesis 4a (E4a):  The negative relationship between the government legislation 
and risk perceptions of information disclosure will be stronger under the push 




3.3.6. Control Variables 
Prior research on consumer privacy and IT adoption studies points to a number of 
additional factors that should be included in this research model because of their 
potential influence on dependent and mediating variables.  Therefore, we control for 
the following effects:  
a. Prior Experience with Mobile Applications. In examining direct marketing 
usage, individuals who have prior experience with direct or targeted 
marketing are more likely to understand the benefits of profiling (Culnan 
1995). Likewise, individuals who have prior experience with mobile 
applications (e.g., sports news alerts) are more likely to appreciate the 
benefits of LBS. Therefore, we treat this factor as a control variable for 
perceived benefits. 
b. Previous Privacy Experience.  Individuals who have been exposed to or 
been the victim of personal information abuses should have stronger 
concerns regarding privacy (Smith et al. 1996).  Previous privacy 
experience may therefore influence concerns about privacy (Culnan 1993; 
Stone and Stone 1990), and is included as a control variable for perceived 
risks of personal information disclosure.  
c. Personal Innovativeness.  Individuals possess propensities of differing 
magnitude in regard to learning about or adopting innovations, and these 
tendencies have been found to have a positive influence on subsequent 
adoption behavior (Joseph and Shailesh 1984).  In particular, innovators 
have been found to be early adopters of mobile commerce (Pedersen 
2005). We model subject innovativeness as a control variable for intention 
to use LBS. 
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d.      Coupon Proneness is defined as an increased propensity to respond to a 
purchase offer because the coupon form of the purchase offer positively 
affects purchase evaluations (Lichtenstein, Netemeyer and Burton 1990). 
People who enjoy collecting coupons might be more likely to adopt the M-
Coupon service. Hence, we model coupon proneness as a control variable 
in the research model.    
e. Short Messaging Service (SMS) Usage.  This factor has been noted as 
influencing the usage of those mobile commercial applications which are 
conducted via SMS as the underlying technology platform (Xu, Teo and 
Wang 2003).  As explained subsequently, our study focuses on a mobile 
phone as an access terminal and SMS as the platform to conduct L-
Commerce applications.  Hence, we posit that SMS usage would be 
positively associated with individual’s intention to use L-Commerce 
applications, and we control for the variance explained by this variable.  
 
3.4.       Theoretical Rationale and Research Model for Study Two  
Extant privacy literature posits that psychological control is a precondition for 
protecting privacy. The loss of control over information, therefore, is central to the 
notion of invasion of privacy (Stone and Stone 1990). To our knowledge, few studies 
in the consumer privacy context have examined privacy issues by incorporating the 
psychological control perspectives with privacy literature. We seek to address this gap 
in the literature by identifying the control assurance mechanisms that are useful in 
















Figure 3.5. Research Model Two 
 
In particular, a research model is developed to predict the role of privacy concerns in 
the LBS usage adoption from the psychological control perspective of information 
privacy (Figure 3.6). Besides the two privacy assurance mechanisms (i.e., self-
regulation and legislation solutions) included in study 1, we add the third assurance 
mechanism—technology solution in this research model for study 2. This results three 
independent variables—industry self-regulation, government legislation, and 
technological solution, which are proposed to have a considerable amount of 
influence on enhancing consumers’ control perceptions. The construct of the 
perceived control is argued to have a considerable influence on alleviating consumers’ 
privacy concerns. Similar to study 1, the dependent variable is intention to use LBS. 
The following sections elaborate the theoretical rationale for the research model. 
 
3.4.1. Conceptual Foundations of Perceived Control 
3.4.1.1.   Definitions 
Control is being increasingly recognized as an issue that strikes at the heart of 
individual psychology. The construct of control has often been treated as a perceptual 






























(Skinner 1996). Considerable theoretical efforts have been devoted to defining the 
concept of perceived control and there has been no consensus among researchers 
regarding its definition (Skinner 1996). For example, perceived control has been 
defined as a psychological construct reflecting an individual’s beliefs, at a given point 
in time, in one’s ability to affect a change, in a desired direction, on the environment 
(Greenberger and Strasser 1986). It has been defined cognitively by Thompson (1981) 
as “the belief that one has at one’s disposal a response that can influence the 
aversiveness of an event” (p. 89), whereas it has also been generally defined as “the 
extent to which an agent can produce desired outcomes” (Skinner, Chapman and 
Baltes 1988, p.118).  
 
The conceptualization of perceived control as a belief is critical (Wallston 2001). The 
perception may, or may not, be based on reality (Averill 1973). Therefore, the 
construct of perceived control differs from the typical usage of the term “control” in 
the management literature in several ways. First, perceived control is a cognitive 
construct; its perceived presence may be a function of objective reality, but also the 
individual’s beliefs, personality, vicarious observations, and biases. Langer (1975), in 
fact, asserts that the belief that one has control may be nothing more than an 
“illusion”. Hence, “veridicality is not necessary or sufficient to bring about the 
perception of control, although the perception of control, however illusory, may have 
a profound effect on the individual” (Wallston 2001, p. 49). Second, perceived 
control, a subjective perception (Langer 1975), may or may not involve actual 
attempts to effect a change (Greenberger et al. 1989).  Third, most people maintain a 
basic desire for control on an ongoing basis (Greenberger et al. 1989) and such basic 
desire for control can be satisfied directly (Brehm 1966), indirectly in illusory ways 
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(Greenberger and Strasser 1986)—in which the individual objectively has no control 
(Langer 1975)—or even vicariously (Rothbaum, Weisz and Snyder 1982).  
 
3.4.1.2.   Typologies of Perceived Control 
To understand perceived control, some researchers have attempted to differentiate 
conceptually among its various components. Averill (1973) identified three potential 
ways in which individuals can attain control: (1) behavioral control refers to the 
“availability of a response which may directly influence or modify the objective 
characteristics of an event” (Averill 1973, p. 293); (2) cognitive control involves the 
reinterpretation of the event especially when behavioral control is not possible; (3) 
decisional control refers to the choice a person may have between alternative courses 
of action. Another typology, proposed by Rothbaum et al. (1982), suggests control 
can be classified into two categories—primary and secondary. Primary control is the 
attempt to change the environment and involves direct action to change the world. 
Secondary control involves changing the self to fit the external environment and 
represents cognitively mediated action designed to change the person’s appraisals and 
emotional actions. Within secondary control, Rothbaum et al. (1982) distinguished 
four subtypes: predictive control, the prediction of aversive events in order to avoid 
disappointment; illusory control, in which the person aligns with the forces of fate in 
order to share in the control exerted by those forces; vicarious control, in which the 
person associates with powerful others; and interpretive control, the ability to interpret 
events in order to better understand them.  
 
These distinctions show some conceptual specificity, reflecting our increasingly 
sophisticated understanding of the construct of perceived control. In this study, we 
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adopt Yamaguchi (2001)’s typology based on his insightful analysis on the control 
agents. Yamaguchi (2001) explicates three types of control agents: self, powerful 
other(s), and collective such as a group or organization. As such, three types of 
control are outlined based on three types of control agents: 1) personal control, in 
which the self acts as the control agent, 2) proxy control, in which powerful others act 
as the control agent, and 3) collective control, in which the collective acts as the 
control agent.  
 
People who value autonomy would prefer exercising direct personal control as they 
“would especially feel themselves more self-efficacious when their agency is made 
explicit” (Yamaguchi 2001, p.226). However, when exercise of personal control is 
neither readily available nor encouraged, people might well relinquish their direct 
control preferences and seek “security in proxy control” (Bandura 1982, p.142). Proxy 
control is an attempt to align oneself with a powerful force in order to gain control 
through powerful others when people do not have enough skills, resources, and power 
to bring about their desired outcome or avoid an undesired outcome in the 
environment (Yamaguchi 2001). For example, in the situation of third-party 
interventions in which intermediaries are called upon to regulate the relationships 
between parties with potential or actual conflict of interests, people can gain a desired 
outcome with the help of those intermediaries without acting agentically (i.e., proxy 
control). The third type of control is collective control in which individual attempts to 
control the environment as a member of a group or collective (Yamaguchi 2001). In 
collective control, responsibility and agency will be diffused among all actors (Latane 
and Darley 1970) and thus everyone in a collective is responsible for the outcome to 
the same extent.  
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3.4.2. Perceived Control versus Perceived Behavioral Control in IS Theories  
Privacy theorists have suggested that certain psychological mechanisms, such as 
greater perceptions of control, help explain individual’s perception of privacy 
invasion (see Section 2.3.2). However, little research in privacy has studied this 
linkage (with Johnson (1974) as exception). Some IS studies have explored the role of 
perceived behavioral control in investigating adoption and usage of information 
technology, using the Theory of Planned Behavior (TPB). We proceed to discuss why 
we chose to employ the construct of perceived control from the psychology literature 
for our study rather than the construct of perceived behavioral control from the TPB 
in IS literature. 
 
Perceived behavioral control was the key addition to the Theory of Reasoned Action 
(TRA) (Ajzen and Fishbein 1980; Fishbein and Ajzen 1975) to arrive at the TPB 
(Ajzen 1991). According to TPB, the proximal determinant of a behavior is a 
behavioral intention, which, in turn, is determined by attitude toward the behavior, 
subjective norm, and perceived behavioral control (Ajzen 1991). In an IT usage 
context, the construct of perceived behavioral control has been conceptualized as 
computer self-efficacy (i.e., the individual’s belief about her ability to perform a 
specific task/job using a computer) and the external facilitating conditions (i.e., 
objective assessment of the resources and technologies necessary to perform the 
behavior) (Taylor and Todd 1995; Venkatesh et al. 2003). In IS research, Mathieson 
(1991) applied TPB to a technology acceptance context and found that perceived 
behavioral control was a significant determinant of intention. Taylor and Todd (1995) 
also examined the TPB in predicting IT use and found a similar pattern of results.  
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While the TPB model is significant in establishing a user’s perception of control as a 
key construct in understanding whether or not certain technologies could be 
successfully implemented in an organization, the model as-is does not give much 
guidance to those wishing to influence a user’s perception of control. The model takes 
a limited view of a user’s perception of control, focusing on behavioral control only. 
However, in our context, we are more interested in examining the individual’s 
perceived control (over their personal information), which may or may not directly 
involve behavioral attempts to effect a change. That is to say, the perceived control in 
our case might be based on the individual’s evaluation of the objective reality (i.e., the 
resources and opportunities facilitating individual’s direct control); or, it might be 
based on the individual’s attempts to “give up control” to someone who is more able 
than oneself to produce the desired outcome (Miller 1980). Therefore, the present 
research framework takes a broader view of perceived control and differentiates it 
based on the control agent from the social psychology literature, rather than focus 
only on perceived behavioral control from TPB. This approach provides us with a 
richer view of perceived control that will enable us to better understand the construct 
and thus better identify potential factors that could influence it in the context of 
consumer privacy. 
 
3.5.       Research Hypotheses for Study Two 
Although prior empirical work in employee privacy research has provided a 
reasonable foundation for understanding the linkage between privacy and control 
(e.g., Zweig and Webster 2002, 2003), this body of work has mainly examined how 
control, as one of the inherent technical characteristics of the system, can affect the 
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perceptions of privacy invasion. Moreover, these studies have been conducted in a 
organization context and have focused on examining the effects of personal control, 
in which the self acts as the control agent, on perception of privacy invasion, while 
neglecting other types of perceived control which may also have impacts on privacy 
concerns (e.g., proxy control in which powerful others act as the control agent). To 
address this void, we seek to study both personal control and proxy control and 
identify the control assurance mechanisms that are useful in enhancing control 
perceptions and alleviating the privacy concerns of potential LBS adopters. In 
addition, we aim to contribute to the ongoing debate in consumer privacy research on 
the relative effectiveness of technology, industry self-regulation and government 
legislation in privacy assurance in the LBS context (Culnan and Bies 2003). 
 
We regard technology, industry self-regulation and legislation as three different 
approaches to assure consumers’ control over their personal information in the LBS 
context. Drawing on Yamaguchi’s (2001) work on the differentiation of control 
agents, we hypothesize that consumers are able to exercise personal control or proxy 
control over their personal information via technology, industry self-regulation and 
privacy legislation in the LBS context. The former approach (via technology) refers to 
the technology-based assurance of control where consumers themselves act as the 
control agent to exercise direct personal control over when and where their personal 
information is released and subsequently used through their mobile devices. The latter 
two approaches of control assurance (via self-regulation and legislation) are grouped 
as institution-based assurance of control where powerful forces (i.e., government 
legislator and industry self-regulator) act as the control agents for consumers to 
exercise proxy control over their personal information. The following sections 
 78
develop the hypotheses about the relationships between constructs and elaborate the 
reasoning supporting the causal relationships among these constructs in the research 
model. Some of these hypotheses have been discussed in Xu and Teo (2004).  
 
3.5.1. Technology-based Assurance of Control 
People would especially feel greater autonomy when they exercise direct personal 
control as the control agent (Yamaguchi 2001). Previous empirical research on 
employee monitoring has supported the importance of gaining direct personal control 
in mitigating perceptions of privacy. For instance, Eddy, Stone and Stone-Romero 
(1999) found that control over the disclosure of information from a human resources 
information system had a direct effect on alleviating privacy concerns. Zweig and 
Webster (2002; 2003) also found that perceptions of privacy invasion are lower when 
the monitoring system provides the control feature for employees to control when 
their images can be displayed. To decrease perceptions of privacy invasion, 
monitoring system researchers have designed the feature of user control into 
awareness systems, such as providing users with the option of turning off their 
awareness cameras (Hudson and Smith 1996).  
 
Similarly, it might be expected that consumers’ control perceptions will be higher 
when they are empowered with the aid of technologies to exert direct control over 
personal information in LBS context. The rapid development of mobile 
communication and device technologies provides the possibility of building privacy 
enhancing features into mobile devices. With the mobile devices that support the 
function of specifying privacy preferences for using L-Commerce applications 
(Anuket 2003), consumers can exercise personal direct control over their information 
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in their own hands. Specifically, mobile consumers are able to control when and 
where telecommunication operators or service providers can track and communicate 
with their mobile devices in a timely fashion (Anuket 2003). Mobile consumers can 
turn off the subscribed LBS just by clicking some buttons on their mobile devices 
anytime when they want to. Through such mobile devices, users are able to not only 
turn on or off the LBS via their mobile phones but also control the degree of location 
information released to the service providers. Technology-based control features also 
allow consumers to specify the accuracy to which they will allow the merchants to 
track their devices in time and space (Anuket 2003). For example, users can specify 
that service providers can only send the wireless advertising messages if they are 
within 20 meters to those shops (distance control), and/or with a time delay of 3 
minutes within which the past locations of the subscribers may be pinpointed (time 
control). Hence, having such mobile devices with LBS-related privacy preference 
specification functions should enable consumers to believe that they are able to 
exercise direct control over the disclosure of personal information.  
Hypothesis 1 (C1): Technology-based assurance of control via mobile 
devices in LBS should lead to higher perceived control.  
 
3.5.2. Institution-based Assurance of Control 
When exercise of personal control is neither readily available nor encouraged, one 
might well relinquish her direct control attempts and seek security in proxy control 
(Bandura 1982). Proxy control is essential for those people who are in a weaker 
position and thus are unable to change their environment to their liking. Because they 
do not have enough resources and power to bring about their desired outcome or 
avoid an undesired outcome in the environment, they cannot afford a means to 
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directly control their environment other than align oneself with powerful others who 
can be induced to act in their benefit (Yamaguchi 2001). In our context of LBS, when 
people perceive that they lack the requisite resources to directly control their personal 
information disclosed for LBS transactions, they may reshape their decision on using 
LBS by considering the availability of powerful others who can act on their benefit. In 
those situations, the availability of proxy control means that the structures like 
protective legislation or industry self-regulation are in place to assure that the LBS 
transaction environment is safe and secure (i.e., the process of conducting LBS 
transactions and the subsequent use of consumers’ personal information are under 
control). Hence, with the protective privacy legislation or industry self-regulation in 
place, government legislators and third party regulators act as the proxy agents that 
have the power to regulate the relationship between consumers and service providers 
with potential or actual conflict of interests.  
 
3.5.2.1.   Institution-based Assurance of Control via Self-Regulation 
One format of institution-based assurance of control over personal information 
discussed in the literature is industry self-regulation (Culnan and Bies 2003). Self-
regulation is the effort that an industry develops rules and enforcement procedures 
that substitute for government regulation (Swire 1997). For self-regulation to 
effectively assure consumers’ control over the disclosure and subsequent use of their 
personal information, firms need to voluntarily adopt and implement privacy policies 
that are based at a minimum on the five elements of FIP (Culnan and Bies 2003). 
There is also a need for “effective compliance procedures and enforcement 
mechanisms so that consumers will have the confidence that an organization is 
playing by the rules, and that there will be negative sanctions for those that do not” 
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(Culnan and Bies 2003, p.333). Third party intervention, therefore, has been 
employed in self-regulation to provide legitimacy and trustworthiness to companies 
through seals of approval that are designed to confirm adequate privacy compliance. 
Seals of approval from trusted third-parties (such as BBBOnline, Online Privacy 
Alliance, and TRUSTe) are one example of the mechanism that was created to 
provide third party assurances to consumers based on a voluntary contractual 
relationship between firms and the seal provider. Previous studies have shown that 
businesses that conform to the industry’s self-regulation practices foster consumers’ 
confidence in revealing their personal information and thereby enhance their 
perceived control over their personal information (Culnan and Armstrong 1999). 
Hence, having a third party like the reputable TRUSTe to vouch for a firm’s 
trustworthiness should enable consumers to believe that they are able to exercise 
proxy control over the disclosure and subsequent use of personal information in and 
after LBS transactions. 
Hypothesis 2 (C2): Institution-based assurance of control via self-regulation 
in LBS should lead to higher perceived control.  
 
3.5.2.2.   Institution-based Assurance of Control via Legislation 
The second format of institutional-based assurance of control via legislation means 
that relevant legislation is in place to ensure that the disclosure and subsequent use of 
consumers’ personal information is under their own control. Prior sociology and legal 
literature lend strong support to the positive impact of legislation on the assurance of 
consumers’ control on their personal information (Bandura 1986; Faden et al. 1986). 
A general civil right of individual integrity, expressed through various doctrines of 
tort, property and contract law, protects an individual’s freedom of action, ownership 
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and decision from certain kinds of interference by others (Spiro and Houghteling 
1981). The legal system, therefore, is the most powerful mechanism for the exercise 
of social control (Spiro and Houghteling 1981) since it requires that offenders be 
punished in order to maintain the deterrent effectiveness of the system (Tittle 1980). 
Hence, illegal behavior can be deterred through the threat of punishment since the 
punishment which is actually administered deters illegal behavior (Bandura 1986). 
Viewing the deterrent effectiveness of a legal system, LBS consumers would believe 
that the legal assurance of their privacy control should safeguard them from potential 
loss of their personal information, which will in turn lead to consumers’ confidence in 
controlling the disclosure and subsequent use of their personal information.  
Hypothesis 3 (C3): Institution-based assurance of control via legislation in 
LBS should lead to higher perceived control.  
 
3.5.3. Perceived Control and Privacy Concerns  
Prior research has shown the frequent linkage between privacy and control (see 
Section 2.3.2.). Some researchers have even equated the concept of privacy with 
control. Johnson (1974), for instance, defined privacy as “secondary control in the 
service of need-satisfying outcome effectance” (p. 91). Goodwin (1991) defined 
consumer privacy by two dimensions of control: control over information disclosure 
and control over unwanted physical intrusions into the consumer’s environment. It 
was further indicated that although much of the previous psychological, legal, and 
philosophical research has focused on control over physical intrusions, contemporary 
technology suggests that control over information represents the greater concern 
(Goodwin 1991).  
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However, many researchers reason that control is actually one of the factors that 
shape privacy and that privacy is not control per se (Laufer and Wolfe 1977; Margulis 
2003a; 2003b). There is ample evidence in the literature showing that privacy is more 
than control and control should be one of the factors which determine privacy state. 
Laufer and Wolfe (1977) conceptualized control as a mediating variable in the privacy 
system by arguing that “a situation is not necessarily a privacy situation simply 
because the individual perceives, experiences, or exercises control” (p. 26). 
Conversely, the individual may not perceive she has a control, yet the environmental 
and interpersonal elements may create perceptions of privacy (Laufer and Wolfe 
1977). Similar arguments have been advanced by many researchers where they posit 
that control becomes the key factor which should provide the greatest degree of 
explanation for privacy concern (Dinev and Hart 2004; Phelps et al. 2000; Sheehan 
and Hoy 2000). Empirical evidence revealed that consumers’ perceived control over 
subsequent dissemination of personal information is found to be negatively related to 
privacy concerns (Milne and Boza 1999). 
 
These considerations suggest that perceived control over disclosure and subsequent 
use of personal information is a separate construct from privacy concerns and that the 
two constructs are negatively related. Prior research has shown that, in general, 
individuals will have fewer privacy concerns when they have a greater sense that they 
control the disclosure and subsequent use of their information (Culnan 1993; Culnan 
and Armstrong 1999; Milne and Boza 1999; Stone and Stone 1990). Therefore, in this 
study, we hypothesize that perceived control over disclosure and subsequent use of 
personal information is an antecedent to privacy concerns and we expect a similar 
 84
negative relationship between perceived control and privacy concerns in the LBS 
context. 
Hypothesis 4 (C4): There is a negative relationship between perceived control and 
privacy concerns.  
 
3.5.4. Privacy Concerns and Intended Use 
Along the line of Theory of Reasoned Action (Ajzen and Fishbein 1980), privacy 
concerns, viewed as a negative antecedent belief, could affect a person’s attitude that 
in turn influences a person’s behavioral intention. The negative effect of privacy 
concerns on behavioral intention has been empirically supported in e-commerce 
context (Chellappa and Sin 2005). Hence, we expect a similar negative relationship 
between privacy concerns and behavioral intention in the LBS context. 
Hypothesis 5 (C5): There is a negative relationship between privacy concerns and 
intention to use LBS.  
 
3.5.5. Control Variables 
Prior research on information privacy and IT adoption studies points to a number of 
possible confounding variables because of their potential influence on dependent and 
mediating variables.   
3.5.5.1.     Control Variables for Intention to Use 
a. Personal Innovativeness.  Individuals possess propensities of differing 
magnitude in regard to learning about or adopting innovations, and these 
tendencies have been found to have a positive influence on subsequent 
adoption behavior (Agarwal and Prasad 1998).  In particular, innovators 
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have been found to be early adopters of mobile commerce (Pedersen 
2005). Hence, we model personal innovativeness as a control variable for 
intention to use LBS. 
b. Coupon Proneness is defined as an increased propensity to respond to a 
purchase offer because the coupon form of the purchase offer positively 
affects purchase evaluations (Lichtenstein, Netemeyer and Burton 1990). 
People who enjoy collecting coupons might be more likely to adopt the M-
Coupon service. Hence, we model coupon proneness as a control variable 
for intention to use M-Coupon service in the context of our study.    
c. Prior Experience with Using Mobile Applications. In examining direct 
marketing usage, individuals who have prior experience with direct or 
targeted marketing are more likely to understand the benefits of profiling 
(Culnan 1995). Likewise, individuals who have prior experience with 
mobile applications are more likely to appreciate the benefits brought by 
LBS and intend to use the services. Therefore, we treat this factor as a 
control variable for intention to use LBS. 
d. Short Messaging Service (SMS) Usage.  This factor has been noted as 
influencing the usage of those mobile commercial applications which are 
conducted via SMS as the underlying technology platform (Xu et al. 
2003).  As explained subsequently, our study focuses on a mobile phone as 
an access terminal and SMS as the platform to conduct L-Commerce 
applications.  Hence, we posit that SMS usage would be positively 
associated with individuals’ intention to use L-Commerce applications, 
and we control for the variance explained by this variable.  
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3.5.5.2.     Control Variables for Privacy Concerns  
a. Previous Privacy Experience.  Individuals who have been exposed to or 
been the victim of personal information abuses should have stronger 
concerns regarding information privacy (Smith et al. 1996). Previous 
privacy experience may therefore influence concerns about information 
privacy (Culnan 1993; Stone and Stone 1990), and is included as a control 
variable for privacy concerns.  
b. Desire for Information Control. Previous research (Milne and Boza 1999; 
Phelps, D'Souza and Nowak 2001; Phelps et al. 2000) consistently 
suggests that the amount of information control desired by consumers is 
positively related to the amount of privacy concern. In other words, the 
more control consumers desire, the greater their privacy concerns. Hence, 
we model it as a control variable for privacy concerns. 
 
3.5.5.3.     Control Variables for Perceived Control 
a. Preference for Privacy Control Assurance. Privacy literature suggest that 
consumers’ perceptions of data handling and protection via different 
approaches (e.g., via legislation, or industry self-regulation, or 
technological solutions) may impact their propensity to complain about 
privacy-related matters (Milberg, Smith and Burke 2000).  Hence, 
consumers’ preference for privacy control assurance might be confounded 
with our manipulation with three different privacy protection approaches 
(i.e., legislation, industry self-regulation, and technological solutions).  
b. Desire for Information Control. The Harris-Equifax privacy studies (e.g., 
Westin 1995) found that 75% to 80% of consumers desired more control 
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over the type of advertising offers they receive, and Phelps et al. (2000) 
found that most consumers desire more control over information collection 
and use. Hence, consumers’ perceived control over their personal 
information might be affected not only by our proposed three control 
assurances (i.e., legislation, industry self-regulation, and technological 
solutions) but also by individuals’ different levels of desired control. To 
rule out the possible confounding effects of desired control, we model it as 
a control variable for perceived control. 
 
 
3.6.       Theoretical Rationale and Research Model for Study Three 
The Integrative Social Contract Theory (Donaldson and Dunfee 1994, 1995, 1999) 
suggests that consumer trust could play an important role in alleviating consumers’ 
privacy concerns (Caudill and Murphy 2000; Culnan and Bies 2003; Hoffman et al. 
1999). The lack of consumer trust in customer-centric enterprises seems to be a 
critical barrier that hinders the efforts of these enterprises to collect personal 
information from consumers for the purpose of providing their services. To our 
knowledge, the role of consumer trust in the context of privacy has not been well 
investigated by consumer privacy researchers. Meanwhile, the explicit involvement of 
privacy has been frequently overlooked among the trust studies in e-commerce 
(Davison et al. 2003). We seek to address this gap in the literature by integrating the 
rich literature on trust into the theories of consumer privacy to investigate the role of 






















Figure 3.6. Research Model Three 
 
In particular, drawing on trust literature, a research model is developed to predict the 
roles of trust belief and privacy risk belief in the LBS usage adoption (see Figure 3.6). 
Three independent variables—third party privacy seals, compliance with the P3P 
(Platform for Privacy Preferences), and device-based privacy enhancing features, 
which are labeled as service provider privacy-/trust-related interventions, are 
proposed to have a considerable influence on enhancing consumers’ trust beliefs 
toward the specific LBS provider and mitigating their privacy risk perceptions. By 
incorporating P3P compliance into the research model, the current study addresses a 
debate in the privacy literature (Culnan and Bies 2003; Milne and Culnan 2002): what 
is the appropriate role for technology solution such as P3P in assuring consumer 
privacy? Although significant investments made in the development of P3P (Cranor 
2002), there is much skepticism on the effectiveness of P3P in protecting consumer 
privacy from the industry practice (Kaufman et al. 2002; Turner and Dasgupta 2003). 
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and hence it is difficult for us to respond to this debate based on the current privacy 
literature. We seek to address this void by investigating the extent to which P3P could 
alleviate privacy violation risks and build trust in the L-Commerce context.  
 
Drawing on the Web trust model developed by McKnight and Chervany (2002), the 
service provider privacy-/trust-related interventions represent the level to which a 
specific LBS provider conveys its efforts to address consumer privacy issues and 
enhance consumer trust. By conducting an experiment, we aim to examine the 
relatively effectiveness of the three proposed approaches of the service provider 
interventions in the context of L-Commerce. Similar to study one and two, the 
dependent variable is the behavioral intention which is defined as the degree of 
likelihood of a potential consumer to disclose personal information for the purpose of 
making use of LBS. The following sections elaborate the theoretical rationale for the 
research model. 
 
3.6.1. The Bases of Trust 
Trust has received a great deal of attention from scholars in the disciplines of social 
psychology (e.g., Lewicki and Bunker 1995), sociology (e.g., Lewis and Weigert 
1985), management (e.g., Lane and Bachmann 1996), and marketing (e.g., Moorman, 
Desphande and Zaltman 1993). In examining the published literature on trust, various 
definitions of trust have been proposed in many different ways. Nevertheless, across 
disciplines there is consensus that trust is a crucial enabling factor in relations where 
there is uncertainty, interdependence, risk, and fear of opportunism (Hoffman et al. 
1999; Mayer, Davis and Schoorman 1995; McKnight and Chervany 2002). “The need 
for trust only arises in a risky situation” (McKnight and Chervany 2002), and trust 
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could be an effective mechanism to reduce the complexity of human conduct in 
situations where people have to cope with uncertainty (Luhmann 1988).  
 
Recently, researchers in the field of information systems are also paying significant 
attention to the role of trust in alleviating some of the risks attributed to Internet-based 
transactions (e.g., Jarvenpaa and Tractinsky 1999; Pavlou and Gefen 2004). In the 
context of e-commerce, because of the absence of proven guarantees that the e-vendor 
will not engage in harmful opportunistic behaviors, trust is crucial in helping 
consumers overcome their perceptions of uncertainty and risk (Jarvenpaa and 
Tractinsky 1999). One of the most frequently cited definitions of trust in the e-
commerce context is the one proposed by Mayer et al. (1995, p. 712), who define trust 
as “the willingness of a party to be vulnerable to the actions of another party based on 
the expectation that the other will perform a particular action important to the trustor, 
irrespective of the ability to monitor or control that other party”. It is noteworthy that 
trust in the absence of the other, i.e., a trustee, is meaningless. Trust involves at least 
two entities in relation to each other—a trustor and a trustee. In the e-commerce 
context, the consumer is usually seen as the trustor, the party who places him or 
herself in a vulnerable situation; and the e-vendor is the trustee, the party in whom 
trust is placed and who has the opportunity to take advantage of the trustor’s 
vulnerability (Grabner-Kräuter and Kaluscha 2003). 
 
Before engaging in a discussion of trust, it is helpful to delineate the differences 
between trust belief and trust intention. Trust belief, on the one hand, is the 
trustworthiness perception of certain attributes specific to a trustee, while trust 
intention, on the other hand is the psychological state of a trustor, i.e., trustor’s 
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intention to engage in trust-related behaviors with a specific trustee. Even though 
efforts have been devoted to differentiating trust belief from trust intention (see 
McKnight et al. 2002; see McKnight, Cummings and Chervany 1998), most 
researchers adopted the conceptualization of trust as a set of specific trust beliefs in e-
commerce studies (e.g., Gefen et al. 2003; Pavlou and Gefen 2004). Consequently, the 
current study has adopted the conceptualization of trust as three specific beliefs that 
are utilized most often (e.g., Bhattacherjee 2002; McKnight et al. 2002; Pavlou and 
Gefen 2004): competence (ability of the trustee to do what the trustor needs), 
benevolence (trustee caring and motivation to act in the trustor’s interests), and 
integrity (trustee honesty and promise keeping).  
 
3.6.2. Initial Trust Formation 
Conventional treatments suggest that trust develops gradually over time (e.g., Rempel, 
Holmes and Zanna 1985), but some researchers have been surprised to find that high 
levels of initial trust exist before any interaction or exchange activities (e.g., Berg, 
Dickhaut and McCabe 1995; Kramer 1994). Initial trust, referred to “trust in an 
unfamiliar trustee” (McKnight et al. 2002), therefore, has been shown to exist in “a 
relationship in which the actors not yet have credible, meaningful information about, 
or affective bonds with, each other”  (Bigley and Pearce 1998, p. 410). The focus on 
initial trust also reflects the underlying assumption of the cognitive-based literature 
(McKnight et al. 1998; Meyerson, Weick and Kramer 1996)  that posits that “trusting 
beliefs may form quickly (before parties have meaningful information about each 
other) because of social categorization, reputation, illusions (irrational thinking), 
disposition, institutional roles and structures, or out of the need to immediately 
cooperate on a task”   (McKnight et al. 2002, p. 336). 
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In the context of the current study, to the extent that L-Commerce is still in an early 
stage of diffusion when potential consumers do not yet have credible, meaningful 
information about, or have affective bonds with the service providers, examining the 
initial trust formation is important because LBS providers need to engender sufficient 
trust to persuade first-time mobile consumers to transact with them. Initial trust, 
therefore, is defined in this study as the trust belief that a consumer holds toward a 
LBS provider during the period when she interacts with the service provider for the 
first time. Below we briefly review the trust literature on initial trust formation, which 
argues that “initial trust between parties will not be based on any kind of experience 
with, or firsthand knowledge of, the other party” (McKnight et al. 1998, p. 474). 
Rather, initial trust will be formed “based on an individual’s disposition to trust or on 
institutional cues that enable one person to trust another without firsthand knowledge” 
(McKnight et al. 1998, p. 474).  
 
3.6.2.1.   Disposition to Trust 
Disposition to trust is “the extent to which a person displays a tendency to be willing 
to depend on others across a broad spectrum of situations and persons” (McKnight et 
al. 2002, p. 339). This form of trust implies that the trustor or trustee has a 
fundamental faith in the goodness of humankind and tends to exhibit trust across an 
array of situations and trustees (Rotter 1967, 1980). The assumption is that others are 
most often well behaved and reliable (Rosenberg 1957; Wrightsman 1991). “These 
beliefs are a trust credit that is given to others before experience can provide a more 
rational interpretation” (Gefen et al. 2003, p. 62). Prior research shows that the 
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disposition to trust is especially important in the initial stage of a relationship (Mayer 
et al. 1995; McKnight et al. 2002; McKnight et al. 1998). 
 
3.6.2.2.   Institution-Based Trust 
Institution-based trust means that “one believes that the necessary impersonal 
structures are in place to enable one to act in anticipation of a successful future 
endeavor” (McKnight et al. 1998, p. 478). Institution-based trust exists when trust is 
tied to the existence of third-party structures that make an environment feel 
trustworthy. In the literature two dimensions of institution-based trust are discussed: 
(1) situational normality, defined as the belief that success is likely because the 
situation is normal, and (2) structural assurances, defined as the belief that success is 
likely because such contextual conditions as promises, contracts, regulations, and 
guarantees are in place (McKnight et al. 1998).  
 
Situational normality stems from the belief that the environment is in proper order 
(Lewis and Weigert 1985) and success is likely because the situation is normal or 
favorable (Baier 1986; Garfinkel 1963). Situation normality could be related to a 
greater trust belief because it assures people that everything in the setting is as it 
ought to be (McKnight et al. 1998; Zucker 1986) and thus their interactions with 
others in this setting is in accordance with what they consider to be anticipated (Gefen 
et al. 2003). In the context of e-commerce, “this view carries weight in that a Web site 
represents what customers expect based on their experience and knowledge of other 
similar Web sites, and for this reason, they will be more inclined to trust the e-
vendor” (Gefen et al. 2003, p. 64). Empirical evidence from e-commerce studies 
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supports that situation normality has positive impacts on individuals’ trust beliefs in 
an e-vendor  (Gefen et al. 2003; McKnight et al. 2002). 
 
Structural assurances means one believes that structures like regulations, guarantees, 
and legal resources could guide, empower, and constrain the conduct of individuals 
and organizations (McKnight et al. 2002; McKnight et al. 1998; Shapiro 1987). 
Structural assurances could enhance individuals’ initial trust beliefs for two reasons. 
First, structures could limit trustee’s ability to behave in negative ways, allowing a 
trustor to form and hold beliefs about expectations of positive outcomes (Johnson and 
Cullen 2002). Second, when violation occurs, structures could provide mechanisms of 
voice and recourse for the betrayed (Johnson and Cullen 2002; McKnight et al. 1998). 
In the context of e-commerce, examples of structural assurances built into the Web 
environment could include regulatory or watchdog agencies, legal resources, seals of 
approval, explicit privacy policy statements, guarantees, affiliation with respected 
companies, and special interest groups such as consumer or trade associations  (Gefen 
et al. 2003; McKnight and Chervany 2002; Palmer, Bailey and Faraj 2000). Empirical 
studies in the e-commerce context support that perceptions of structural assurances 
built into a Web environment positively affect trust beliefs in the e-vendor (Gefen et 
al. 2003; McKnight et al. 2002; Pavlou and Gefen 2004).   
 
3.6.3. Perceived Privacy Risk as One Facet of Perceived Risk    
Risk is being increasingly recognized as a central issue along with trust in the e-
commerce context in the IS literature. The construct of risk has often been treated as a 
perceptual construct because it is easier to be measured than actual risk and because it 
is of greater interest than actual risk when predicting behavioral intention. Perceived 
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risk, therefore, is commonly thought of as felt uncertainty regarding possible negative 
consequences of using a product or service (Featherman and Pavlou 2003). 
Specifically, it has been defined as the expectation of losses associated with purchases 
and acts as an inhibitor of behavior in choice decisions (Peter and Ryan 1976). It has 
also been generally defined as “a combination of uncertainty plus seriousness of 
outcome involved” (Bauer 1967).  
 
Perceived risk is regarded as a countervailing force to positive product/service 
evaluation and adoption decisions when situational contingencies create feelings of 
uncertainty, discomfort and/or anxiety (Dowling and Staelin 1994), such as when 
conflict arouses in consumer concerns (Bettman 1973), psychological discomfort 
triggers feelings of uncertainty (Zaltman and Wallendorf 1983), anxiety causes pain 
(Taylor 1974), and when there is cognitive dissonance (Festinger 1957). Perceived 
risk is generally identified as having various facets (i.e., performance, financial, time, 
safety, social and psychological loss) and all risk facets stem from performance risk 
(Cunningham 1967). Tapping the overwhelming privacy concern phenomenon in the 
e-service context, Featherman and Pavlou (2003) added privacy risk as an important 
facet of perceived risk29 and they generally defined it as the potential loss of control 
over personal information.  
 
                                                 
29  Featherman and Pavlou (2003) provided a summary of the seven facets of perceived risk (p. 455): (1) 
performance risk, defined as the possibility of the product/service not performing as it was expected and advertised 
and therefore failing to deliver the desired benefits; (2) financial risk, defined as the potential monetary loss 
associated with  the initial purchase price, the subsequent maintenance cost, and the fraud; (3) time risk, defined as 
the potential time loss when consumers make a bad purchasing decision by wasting time researching and making 
the purchase, learning how to use a product or service and so on; (4) psychological risk, defined as the potential 
loss of peaceful mind and self-esteem (ego loss) from the frustration of not achieving a buying goal; (5)social risk, 
defined as the potential loss of status in one’s social group as a result of adopting a product or service, looking 
foolish or untrendy; (6) privacy risk, defined as the potential loss of control over personal information, such as 
when information about you is used without your knowledge or permission; (7) overall risk, defined as a general 
measure of perceived risk when all criteria are evaluated together.  
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In our context of L-Commerce, since privacy risk is broadly regarded as the major 
inhibiting factor in the adoption of LBS (Beinat 2001b; Gidari 2000; Wallace et al. 
2002, pp.186-200), we exclude other risk considerations (e.g., performance, financial, 
time, social and psychological risks involved with using LBS) in the current study. 
Rather, we explicitly focus on examining privacy risk involved with adopting L-
Commerce in that mobile communication technologies increasingly expand the ability 
for firms to collect, process, and exploit personal data and there is “No L-Commerce 
without L-Privacy”  (Gidari 2000). In this study, we, therefore, define the perceived 
privacy risk as the expectation of losses associated with the release of personal 
information (including both dynamic and static personal information) to the LBS 
provider.  
 
3.7.       Research Hypotheses for Study Three 
The following sections develop the hypotheses about the relationships between 
constructs and elaborate the reasoning supporting the causal relationships among 
these constructs in the research model.  
 
3.7.1. Service Provider Privacy-/Trust-Related Interventions 
In McKnight and Chervany (2002)  which tried to relate trust-related constructs to e-
commerce consumer actions, the effects of Web vendor interventions on consumer 
behaviors are posited to be partially mediated by consumer trusting beliefs and 
trusting intentions in the e-vendor. Web vendor interventions are defined by 
McKnight and Chervany  (2002) as the actions a vendor may take to provide 
assurances to consumers about the vendor’s site. In the Internet context, these 
interventions could include privacy policy, third party privacy seals, interacting with 
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customers, reputation building, links to other sites, and guarantees or other seals 
(McKnight and Chervany 2002). McKnight and Chervany (2002) further argued that 
the Web vendor interventions assure consumers that this particular vendor site is safe 
in spite of whatever deficiencies exist in the overall Web environment. “Over time, if 
such interventions become standard and actual practices, the overall Web may be 
widely perceived as a safer, more secure place, increasing institution-based trust” 
(McKnight and Chervany 2002, p. 51). 
 
Following McKnight and Chervany (2002), this study defines the service provider 
privacy-/trust- related interventions in the LBS context as the actions a particular  
LBS provider may take to provide assurances to consumers about the vendor’s efforts 
devoted to protect their personal information. In particular, this study examines the 
effects of three approaches of the service provider privacy-/trust- related interventions 
on affecting consumers’ trust beliefs and privacy risk perceptions: (a) third party 
privacy seals, (b) P3P compliance, and (c) device-based privacy enhancing features. 
The first two are the factors for which we draw on the interventions undertaken by the 
e-vendors in the e-commerce context. For the third, we draw on our study 2 on 
mitigating privacy risks through device-based privacy enhancing features in the LBS 
context. The reasons for examining these three particular factors are twofold. First, 
similar to study 2, the specific push-based LBS application—M-Coupon service is 
utilized in this study as the representative push-based LBS which involves recruiting 
consumers by service registration and interest subscription via the Web channel. Such 
practices of Web-based registration and subscription reflect the current practices of 
most permission-based push LBS and hence, we need to include the trust-/privacy- 
related interventions covered by e-commerce practices.  
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Second, because of the unclear and under-developed legal environment of L-
Commerce, some “strong” institutional mechanisms (i.e., legally binding 
mechanisms) used in traditional market or e-commerce market might not be very 
effective in the new L-Commerce market. In addition, the results of our study 2 
suggested that certain “weak” mechanisms (i.e., market-driven mechanisms such as 
self-regulation and technological solutions) are increasingly perceived as viable 
substitutes for legal mechanisms in the L-Commerce context. Therefore, we focus on 
market-driven and third party institutional mechanisms as the trust building and 
privacy risk reduction strategies in study 3 and hence use the construct the service 
provider privacy-/trust- related interventions to represent the level to which a 
particular LBS provider conveys its efforts to address privacy issues and enhance 
consumers’ trust beliefs.  
 
Although not an exhaustive list of all privacy-/trust- related interventions, the 
proposed three factors represent both popular market-driven factors (P3P compliance, 
and device-based privacy enhancing features) and third party institutional factor (third 
party privacy seals). Existing trust and privacy literature postulates that third party 
privacy seals, P3P compliance, and device-based privacy enhancing features may 
facilitate usage intention by building consumer trust beliefs and mitigating privacy 
risk perceptions. The rationale for these relationships among the service provider 




3.7.1.1. Third party privacy seals 
Privacy seals of approval from third-parties (such as BBBOnline, Online Privacy 
Alliance, and TRUSTe) are one example of the mechanisms that have been created to 
provide third party assurances to consumers based on a voluntary contractual 
relationship between firms and the seal providers (Culnan and Bies 2003). These seal 
programs provide a means to guarantee that members abide by a set of clearly 
identified self-regulatory standards. The TRUSTe as an example requires that any 
member displaying its “trustmark” discloses its information practices in a 
straightforward policy statement, usually through a link visibly displayed on its home 
page (Benassi 1999). A TRUSTe seal, therefore, signals to an individual that the web 
site will disclose what kind of information being collected about that individual, how 
the information will be used and with whom it will be shared. The individual will also 
be informed of the choices available to her regarding how the collected information is 
used, the safeguards in place to protect the information from loss, misuse, or 
alteration, and finally how the individual can update or correct any inaccurate 
information. TRUSTe monitors its licensee site through an initial and periodic 
reviews of the site by TRUSTe, “seeding” which entails TRUSTe submitting personal 
user information to verify that a site is following its stated privacy rules, and 
compliance reviews by a Certified Public Accounting (CPA) firm (Benassi 1999). 
 
Third party privacy seal programs, therefore, have been employed to provide 
legitimacy and trustworthiness to companies through seals of approval that are 
designed to confirm adequate privacy compliance (Caudill and Murphy 2000). This 
should build consumers’ trust beliefs toward the particular company and reduce their 
privacy risk perceptions. Previous studies have shown that companies that conform to 
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the privacy seal programs foster consumers’ trust and confidences in revealing their 
personal information (Culnan and Armstrong 1999) and thereby mitigate consumers’ 
perceived privacy risks of disclosing their personal information (Xu and Teo 2004). 
As Gefen et al. (2003) explained, having a third party like the reputable TRUSTe to 
vouch for a firm’s trustworthiness should build trust in that such third party 
assurances have typically been one of the primary methods of building trust in 
business (Zucker 1986). 
Hypothesis 1 (T1): The service provider’s interventions with regard to joining third 
party privacy seal program will increase consumer’s trust belief. 
 
The popularity of the privacy seal programs attests to their successes (Gefen et al. 
2003). These third party privacy seal programs also reduce privacy risks by giving 
consumers recourse when there are disagreements about the particular company’s 
information practices. Taking TRUSTe as one example, any complaint raised against 
the licensees will result in reviews and inquiries by TRUSTe and an escalated 
investigation will be conducted if the initial inquiries do not result in a satisfactory 
resolution to the complaint (Benassi 1999). Depending on the severity of the 
violation, the escalated investigation could lead to a compliance review by a CPA 
firm of the web site, termination as a licensee of TRUSTe and revocation of the 
trustmark, or referral to the appropriate law authority which may include the 
appropriate attorney general’s office, the FTC, or the Consumer Protection Agency in 
U.S. (Benassi 1999). These assurance means create strong incentives for service 
providers to refrain from opportunistic behavior and behave appropriately. 
Accordingly, the presence of third party privacy seals such as TRUSTe should reduce 
consumers’ perceived privacy risks.  
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Hypothesis 2 (T2): The service provider’s interventions with regard to joining third 
party privacy seal program will reduce consumer’s privacy risk perception. 
 
3.7.1.2. P3P Compliance 
The Platform for Privacy Preferences Project (P3P)30, developed by the World Wide 
Web Consortium, is emerging as an industry standard allowing Web sites to present 
their data-collection practices in a standardized, machine-readable, easy-to-locate 
manner. P3P is a protocol designed to provide a way for a Web site to encode its data-
collection and data-use practices in a machine-readable format known as a P3P policy 
(Cranor 2002). P3P policies require a Web site to use the P3P vocabulary to provide 
contact information for the legal entity making the representation of privacy practices 
in a policy, enumerate the types of data or data elements collected, and explain how 
the data will be used (Cranor 2002). In addition, policies identify the data recipients, 
and make a variety of other disclosures including information about dispute 
resolution, the address of a site’s human-readable privacy policy, and the way to opt 
out (Cranor 2002).  
 
P3P compliance, therefore, should build consumers’ trust beliefs toward a company 
because it requires the company to make a nontrivial investment of time and resources 
to implement and maintain P3P-compliant Web services (Turner and Dasgupta 2003). 
This action should be interpreted as a signal that the company is proactively 
addressing consumers’ privacy concerns (Cranor 2002; Turner and Dasgupta 2003) 
and thus fostering consumers’ trust and confidences in revealing their personal 
information. In other words, a particular LBS provider’s P3P compliance may enable 
                                                 
30 For details, see http://www.w3.org/P3P/#what, last accessed on April 1, 2005.  
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consumers to believe that the service provider cares about them (trusting belief—
benevolence), and it is competent and effective in providing the services (trusting 
belief—competence).  
Hypothesis 3 (T3): The service provider’s interventions with regard to P3P 
compliance will increase consumer’s trust belief. 
 
With respect to privacy risk, P3P might reduce consumers’ privacy risk perceptions 
by providing them with greater control over the disclosure of their personal 
information (Culnan and Bies 2003). When consumers employ the P3P user agents 
such as the AT&T Privacy Bird, they could configure their privacy preferences using 
a series of checkboxes. For example, consumers can choose to be notified, or not, 
when a site uses what information for what purposes. According to the level of 
agreement between the consumer’s preferences and a Web site’s policies, the Privacy 
Bird notifies the consumer by adjusting the representation of a small, cartoon-like bird 
icon situated peripherally in the browser’s title bar (Cranor 2002). Accordingly, the 
presence of the symbols notifying whether the site’s privacy policy match consumer’s 
personal privacy preferences should reduce perceived privacy risk in that consumers 
could make sound decision on whether to provide their personal information to the 
particular Web site (Turner and Dasgupta 2003).  Therefore, P3P is touted as reducing 
consumers’ privacy risk perception by putting privacy policies where consumers can 
easily find them, explaining whether the policy differs from their preferences, and, 
most importantly, enabling consumers to act on what they see (Culnan and Bies 2003; 
Turner and Dasgupta 2003).   
Hypothesis 4 (T4): The service provider’s interventions with regard to P3P 
compliance will reduce consumer’s privacy risk perception. 
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3.7.1.3. Device-Based Privacy Enhancing Features 
The rapid development of mobile communication and device technologies provide the 
possibility of building privacy enhancing features into mobile devices. With a mobile 
device that supports the function of specifying privacy preferences for using L-
Commerce applications (Anuket 2003), consumers can directly control the level of 
releasing their personal information in their own hands. Specifically, mobile 
consumers are able to control when and where telecommunication operators or 
service providers can track and communicate with the mobile devices in a timely 
fashion (Anuket 2003). Mobile consumers can turn off the subscribed LBS just by 
clicking some buttons on their mobile devices anytime when they want to. Through 
such mobile devices, the consumers could further control the degree of location 
information released to the service providers. Device-based privacy enhancing 
features also allow consumers to specify the accuracy to which they will allow the 
merchants to track their devices in time and space (Anuket 2003). For example, a user 
can specify that the service provider(s) can only send her wireless advertising 
messages if she is within 20 meters to those shops (distance control), and/or with a 
time delay of 3 minutes within which the past locations of the subscriber may be 
pinpointed (time control).  
 
Introducing the device-based privacy-enhancing features, therefore, should build 
consumers’ trust beliefs toward a LBS provider because this requires the service 
provider to make a nontrivial investment of time and resources to design and 
implement the device-based privacy-enhancing features collaborating with the mobile 
device manufacturers. This action should be interpreted as a signal that the service 
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provider is proactively addressing consumers’ privacy concerns (Xu and Teo 2004) 
and thus fostering consumers’ trust and confidence in revealing their personal 
information. In other words, a particular LBS provider’s introduction of the privacy 
enhancing features to consumers may enable them to believe that the service provider 
cares about them (trusting belief—benevolence), and it is competent and effective in 
providing the services (trusting belief—competence).  
Hypothesis 5 (T5): The service provider’s interventions with regard to introducing 
device-based privacy enhancing features will increase consumer’s trust belief. 
 
With respect to privacy risk, device-based privacy enhancing features might reduce 
consumers’ privacy risk perceptions by providing them with greater control over the 
disclosure of their personal information (Xu and Teo 2004). Prior research on 
employee monitoring has also supported the importance of gaining direct personal 
control via technological features in reducing privacy risk perceptions. To decrease 
perceptions of privacy invasion, monitoring system researchers have designed the 
feature of user control into awareness systems, such as providing users with the option 
of turning off their awareness cameras (Hudson and Smith 1996). Empirical evidence 
supported that perceptions of privacy invasion are lower when the monitoring system 
provides the control feature for employees to control when their images can be 
displayed (Eddy et al. 1999; Zweig and Webster 2002, 2003). Following a similar 
reasoning, introducing device-based privacy enhancing features is hypothesized to 
reduce perceived privacy risk.    
Hypothesis 6 (T6): The service provider’s interventions with regard to introducing 




3.7.2. Trust Belief, Perceived Privacy Risk, and Behavioral Intention 
The trust-risk model has been developed for the situation in which potential risks are 
present, trust plays an important role in determining one’s risk-taking behavior (Gefen 
et al. 2003; Jarvenpaa and Tractinsky 1999; Luo 2002). This conceptualization of the 
trust-risk relationship corresponds to the view that “the main effect of trust is through 
reducing the perceived risk that comes with exposure to possible opportunistic 
behavior by others: it is perceived as less risky to do business with a trusted party”. 
According to this view, trust plays an important role in reducing expectations of 
opportunistic behavior and mitigating risk perceptions. The direct effect of trust on 
risk has been empirically supported in research on e-commerce (Gefen 2002; 
Jarvenpaa, Tractinsky and Vitale 2000; Pavlou and Gefen 2004). Following the 
similar theoretical reasoning, when viewing perceived privacy risk as one facet of 
perceived risk, we expect that the more trust a consumer has in a LBS provider with 
regard to its information practice, the less likely she is to foresee the privacy risk 
associated with disclosing personal information to the service provider.  
Hypothesis 7 (T7): Trust beliefs will have a negative effect on privacy risk beliefs. 
 
Within the framework of Theory of Reasoned Action (TRA), behavioral intention is a 
reliable predictor of actual behavior (Ajzen 1991). Accordingly, we argue that 
intention to disclose personal information for the purpose of using LBS will serve as a 
good proxy for predicting whether a consumer will actually disclose personal 
information at the request of a LBS provider. Along the line of TRA, risk perception 
viewed as the negative antecedent belief, and trust viewed as the positive antecedent 
belief, are expected to affect a person’s attitude that in turn influence a person’s 
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behavioral intention (Jarvenpaa et al. 2000). Following the similar reasoning, Gefen et 
al. (2003), McKnight et al.(2002), and Pavlou and Gefen (2004) supported the above 
expectation of the positive relationship between trust and behavioral intention in e-
commerce context. Similarly, Jarvenpaa and Tractinsky (1999) and Pavlou and Gefen 
(2004) supported the negative relationship between perceived risk and behavioral 
intention. Accordingly, we suggest that the same logic can be extended to LBS 
context. Here too mobile consumers are faced with overwhelming social uncertainty, 
not knowing what the LBS provider is like and how it will deal with their personal 
information. Hence, trust belief with regard to the service provider’s reliable 
information practices should facilitate consumers’ decisions to disclose their personal 
information to use the LBS. Similarly, consumers’ privacy risk perceptions will lead 
to an unfavorable attitude that should result in a negative impact on consumers’ 
intention to disclose their personal information to use the LBS.  
Hypothesis 8 (T8): Trust beliefs will have a positive effect on behavioral intention. 
Hypothesis 9 (T9): Privacy risk beliefs will have a negative effect on behavioral 
intention. 
 
3.7.3. Control Variables 
To examine the research model, additional control variables known to affect trust, 
risk, and behavioral intention were controlled for, as described below.   
a. Disposition to Trust is a generalized tendency across situations and 
persons and it has been shown to have a significant impact on trust belief 
when novel situations arise in which the other and the situation are 
unfamiliar (McKnight and Chervany 2002; McKnight et al. 2002). Hence, 
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we model disposition to trust as a control variable for trust belief in our 
model. 
b. Risk Propensity, defined as the tendency of a decision maker to take risky 
actions, has a positive influence on individual’s risk perception (Keil et al. 
2000; Sitkin and Weingart 1995). Hence, we model risk propensity as a 
control variable for perceived privacy risk in this study.    
c. Previous Privacy Experience.  Individuals who have been exposed to or 
been the victim of personal information abuses should have stronger 
concerns regarding information privacy (Smith et al. 1996). Previous 
privacy experience may therefore influence risk perception about privacy 
invasion (Culnan 1993; Stone and Stone 1990), and is included as a 
control variable for perceived privacy risk.  
d. Personal Innovativeness.  Individuals possess propensities of differing 
magnitude in regard to learning about or adopting innovations, and these 
tendencies have been found to have a positive influence on subsequent 
adoption behavior (Agarwal and Prasad 1998).  In particular, innovators 
have been found to be early adopters of mobile commerce (Pedersen 
2005). Hence, we model personal innovativeness as a control variable for 
behavioral intention. 
e. Coupon Proneness is defined as an increased propensity to respond to a 
purchase offer because the coupon form of the purchase offer positively 
affects purchase evaluations (Lichtenstein et al. 1990). People who enjoy 
collecting coupons might be more likely to adopt the M-Coupon service. 
Hence, we model coupon proneness as a control variable for behavioral 
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intention with regard to using M-Coupon service in the context of our 
study.    
f. Prior Experience with Using Mobile Applications. In examining direct 
marketing usage, individuals who have prior experience with direct or 
targeted marketing are more likely to understand the benefits of profiling 
(Culnan 1995). Likewise, individuals who have prior experience with 
mobile applications are more likely to appreciate the benefits brought by 
LBS and intend to use it. Therefore, we treat this factor as a control 
variable for behavioral intention. 
g. Short Messaging Service (SMS) Usage.  This factor has been noted as 
influencing the usage of those mobile commercial applications which are 
conducted via SMS as the underlying technology platform (Xu et al. 
2003).  As explained subsequently, our study focuses on a mobile phone as 
an access terminal and SMS as the platform to conduct L-Commerce 
applications.  Hence, we posit that SMS usage would be positively 
associated with individual’s behavioral intention with regard to using LBS, 









Study 1: Balancing and Mitigating Privacy Concerns in the 
Adoption of L-Commerce: A Privacy Calculus Perspective   
 
Chapter 4 presents the research methodology, data analysis strategy, results of the 
analysis, and discussion for Study 1 which draws on the exchange theory to develop 
and test an adoption model with privacy calculus as a focal construct by using two 
types of LBS. 
 
4.1. Research Method 
We used an online field experiment to test the proposed model because of its ability to 
support the testing of causal relationships between manipulated and theoretical 
constructs with minimal interference from extraneous variables. At present, most of 
the available LBS are delivered to mobile users over different underlying technology 
platforms such as WAP-based (Wireless Application Protocol) mobile Internet and 
Short Messaging Service (SMS) (Wallace et al. 2002). Since most mobile phones 
support the SMS31 functionality, LBS in our study was introduced as the service 
offered to mobile phone users via SMS based on the “Cell-Identification (Cell-ID)32” 
technique employed by the network of telecom operators (Telco). One specific pull-
based LBS application and one push-based LBS application, i.e., the pull-based and 
push-based Mobile Coupon (M-Coupon) services, were utilized as the scenario in this 
study. In the pull-based scenario, when the consumers want to look for the 
                                                 
31 SMS allows the sending of text messages of up to 160 characters via a mobile phone. 
32 Cell-ID, or Cell of Origin (COO), works by identifying the cell of the network in which the handset is operating 
(Barnes 2003). Such technique is the main technology that is widely deployed in mobile communication networks 
today. It requires no modification to handsets or networks since it uses the mobile network base station as the 
location of the caller (Barnes 2003).  
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promotional information or coupons from the merchants in the vicinity, they could 
dial a certain number and their location will be detected automatically via their mobile 
phones. Their requested coupons from the nearest merchants will then be delivered to 
their mobile phones via SMS. The push-based M-Coupon service usually involves 
recruiting consumers by service registration and interest subscription: consumers can 
register their mobile phone numbers and subscribe to a list of merchants who provide 
M-Coupon services, based on their interests and preferred period of time for receiving 
coupons. Profiling information is then used to target the subscribers and their mobile 
phones will be sent related promotional information when they appear within the 
vicinity of the merchants. 
 
4.1.1. Operationalization of Constructs 
A construct is a conceptual term used to describe a phenomenon of theoretical interest  
(Edwards and Bagozzi 2000). Operationalization refers to the process of developing 
an operational definition which describes a construct in terms of its observable and 
measurable characteristics or behaviors, by specifying how the construct can be 
observed in actual practice. The operationalization of constructs usually involves the 
development of a statement or statements that specify the activities or operations used 
to measure a construct. When more than one statements or indicators are used to 
measure a construct, the construct is said to be a latent construct. The indicators may 
be either reflective or formative33. Inappropriate operationalization may give rise to 
errors in measurement, which may fundamentally undermine the quality of inference 
                                                 
33 Reflective indicators are viewed as affected by the same underlying latent variable, while formative indicators 
are measures that form or cause the creation or change in a latent variable. A change in a reflective indicator may 
imply a similar directional change for the other reflective indicators for the same variable. But a change in a 
formative indicator may not necessarily imply a similar directional change for the other formative indicators for 
the same variable. Cohen et al. (1990), and Chin (1998a) provide detailed discussions of formative versus 
reflective constructs and their differing standards for validity.                                                                                                                       
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of research results. Hence, appropriate operationalization of variables is one of the 
key points for a successful research.  
 
In this study, most of the measurement scales used to operationalize the constructs 
were adapted from scales used in prior studies to fit the LBS context. Except 
perceived benefits, all of the constructs in the model as well as two of the 
subconstructs (mobility and personalization), are operationalized directly using 
reflective constructs. The construct—perceived benefit is modeled using formative 
indicators. Since the distinction between formative and reflective constructs is not 
always clear-cut (Chwelos, Benbasat and Dexter 2001), the modeling in this research 
reflects our best judgment. The sources and classifications of the constructs are 
summarized in Table 4.1. The detailed operationalization is discussed in the following 
sub-sections.  
Table 4.1. Sources of Measurement Constructs in Study 1 
Construct Type Sub-constructs Type Source Items 
Intention to Use Reflective   Ajzen and Fishbein (1980), Stewart and Segars (2002) 3 
Mobility Reflective Chae and Kim (2001) 4 
Perceived Benefits Formative 
Personalization Reflective Zeithaml et. al (2000) 3 
Perceived Risks Reflective   Malhotra et al. 2004 4 
Innovativeness Reflective   Joseph and Shailesh (1984) 4 
Previous Privacy 
Experience 
Reflective   Smith et al. (1996) 3 
Coupon Proneness Reflective   Lichtenstein et al. (1990) 4 
4.1.1.1.   Perceived Benefits of Personal Information Disclosure 
Perceived benefits were operationalized as a formative construct formed by three 
subconstructs: mobility (MOB), personalization (PER) and incentive (INCT).  
Drawing on Chae and Kim (2001), we developed the sub-construct of mobility to 
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emphasize the importance of providing information/services to mobile consumers at 
the right time in the right place to support their immediate needs.  Acknowledging 
that LBS in different forms yield different mobility perceptions for consumers (Gidari 
2000; Levijoki 2001), we measure mobility by using four items adapted from Chae 
and Kim (2001) to reflect the properties of timeliness and positioning for pull-based 
LBS and push-based LBS respectively (see Table 4.2). All questions were anchored 
on a seven-point scale from strongly disagree (1) to strongly agree (7).   
Table 4.2. Operationalization of Perceived Benefits—Mobility (Source: Chae and Kim 2001) 
Measurement Items of Mobility for Pull-based LBS: 
MOB1 With M-Coupon service, I can search for the relevant promotional information or 
coupons wherever I want to. 
MOB2 With M-Coupon service, I am able to access the relevant promotional information 
or coupons wherever I need to. 
MOB3 With M-Coupon service, I can search for the relevant promotional information or 
coupons whenever I want to. 
MOB4 With M-Coupon service, I am able to access the relevant promotional information 
or coupons whenever I need to. 
Measurement Items of Mobility for Push-based LBS: 
MOB1 With M-Coupon service, I can receive the relevant promotional information or 
coupons when I am near to my favorite stores. 
MOB2 With M-Coupon service, the promotional information or coupons from my 
favorite stores can reach my mobile phone when I am nearby. 
MOB3 With M-Coupon service, the latest promotional information or coupons from my 
favorite stores can be delivered to me at the right time. 
MOB4 With M-Coupon service, I can receive the up-to-date promotional information or 
coupons from my favorite stores at the right time. 
 
Personalization, as one important dimension of perceived e-Service quality, has been 
defined as how much and how easily a site can be tailored to individual customers’ 
preferences, histories and ways of shopping in the context of e-Commerce (Zeithaml 
et al. 2000). Applying this definition to the L-Commerce context, we measured 
personalization by using three seven-point Likert scale items (see Table 4.3.).   
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Table 4.3. Operationalization of Perceived Benefits—Personalization (Source: Zeithaml et al. 
2000) 
PER1 M-Coupon service can provide me with individually tailored promotional 
information or coupons. 
PER2 M-Coupon service can provide me with more relevant promotional information or 
coupons that I might need. 
PER3 M-Coupon service can provide me with promotional information or coupons that I 
might like.  
Incentive was operationalized as a manipulated construct in the experiment 
(with/without incentive), since the value of incentives provided to a consumer is 
typically controlled by merchants.  For both pull- and push-based LBS, incentive was 
manipulated by providing a 20-cent rebate on the consumer’s monthly phone bill for 
every 10 coupons received via SMS (see Appendix B). 
4.1.1.2.   Perceived Risks of Personal Information Disclosure 
Measures of perceived risks of personal information disclosure were based on the 
measures used in Malhotra et al. (2004), adapted to refer to the expectation that a high 
potential for loss is associated with the disclosure of personal information to the 
service provider (Malhotra et al. 2004) (see Table 4.4). These items measured the 
consumers’ risk perceptions of providing personal information to the LBS provider 
(Jarvenpaa et al. 2000; Pavlou and Gefen 2004) and all items were anchored on a 
seven-point scale from “strong disagree” (1) to “strongly agree” (7). 
Table 4.4. Operationalization of Perceived Risks (Source: Malhotra et al. 2004) 
RISK1 There would be too much uncertainty associated with giving my personal 
information to Company A. 
RISK2 Providing Company A with my personal information would involve many 
unexpected problems. 
RISK3 It would be risky to disclose my personal information to Company A. 
RISK4 There would be high potential for loss with disclosing my personal information to 
Company A.   
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4.1.1.3.   Intention to Use LBS 
Based on Ajzen and Fishbein (1980) and Venkatesh et al.(2003), intention to use LBS 
was modeled as a reflective construct and measured by asking respondents to indicate 
the likelihood to disclose personal information for the purpose of using the particular 
type of LBS. The items were anchored on a seven-point scale from “strong disagree” 
(1) to “strongly agree” (7) (see Table 4.5).  
Table 4.5. Operationalization of Intention to Use LBS (Source: Venkatesh et al. 2003) 
INT1 I am very likely to disclose my personal information to use this type of LBS in the 
near future. 
INT2 I predict I would provide my personal information to the service provider to use 
this type of LBS in the near future. 




4.1.1.4. Control Variables 
With regard to control variables, personal innovativeness was assessed by four 
questions taken from Agarwal and Prasad (1998), and coupon proneness was 
measured by four questions taken from Lichtenstein et al. (1990). Preference for 
privacy assurance was assessed by three questions adapted from Milberg et al. 
(2000). Previous privacy experience was measured by three questions adapted from 
Smith et al. (1996). Prior experience of using mobile applications was measured by 
asking subjects to indicate the number of times in the past year they have used a 
mobile application, and SMS usage was measured by asking subjects to indicate their 
average monthly SMS usage. Table 4.6 presents the questions used for measuring 





Table 4.6. Control Variables in Study 1 
Prior Experience of Using Mobile Applications  
PEXP Please indicate the number of times in the past year you use mobile applications: __. 
For example,  
o MMS (Multimedia Messaging Services);  
o downloading ring tones, logos, icons, greetings, pictures, and screensavers; 
o participating in donations;  
o checking information (clubbing, food, shopping, movies, horoscopes, travel, and et al.);  
o news / information alert (business and finance, stocks, technology, sports and the 
entertainment scenes);  
o download / play games;  
o participating contest. 
Previous Privacy Experience (Smith et al. 1996)  
PPRE1 How often have you personally experienced incidents whereby your personal 
information was used by some company or e-commerce web site without your 
authorization? 
PPRE2 How often have you personally been victim of what you felt was an improper 
invasion of privacy? 
PPRE3 How much have you heard or read during the last year about the use and potential 
misuse of computerized information about consumers? 
Personal Innovativeness (Agarwal and Prasad 1998) 
INNV1 If I heard about a new information technology, I would look for ways to experiment 
with it. 
INNV2 Among my peers, I am usually the first to try out new information technologies. 
INNV3 In general, I am hesitant to try out new information technologies. (Reverse Item) 
INNV4 I like to experiment with new information technologies. 
SMS Usage  
SMSU Please indicate your average monthly SMS usage: ___.  
      (1 – Below 10 messages; 2 – 10 to 50 messages; 3 – 51 to 99 messages;       
      4 – 100 to 300 messages; 5 – More than 300 messages) 
Coupon Proneness ( Lichtenstein et al.1990) 
CPRN1 I enjoy collecting coupons. 
CPRN2 Beyond the money I save, redeeming coupons gives me a sense of joy. 
CPRN3 I enjoy using coupons, regardless of the amount I save by doing so. 
CPRN4 I am more likely to buy brands for which I have a coupon. 
Privacy Assurance Preference (Milberg et al. 2000) 
PREF1 The best way to protect personal privacy would be through government legislation. 
PREF2 The best way to protect personal privacy would be through announced privacy 
policies or privacy seals from trusted third-parties (such as TRUSTe). 
 
4.1.2. The Experiment Details 
4.1.2.1.   Experiment Design and Manipulation 
We used a 2 (pull-based/push-based LBS) × 2 (with/without incentives) × 2 
(with/without self-regulation) × 2 (with/without legislation) between-subject, full-
factorial experiment design. We manipulated incentive in this study.  For both pull-
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based LBS and push-based LBS, incentive was manipulated by providing a 20-cent 
rebate on the consumer’s monthly phone bill for every 10 coupons received via SMS 
(see Appendix B). Two exogenous variables—self-regulation (SREG) and legislation 
(LEGI)—were manipulated to create the environment in which the potential LBS 
users have to make their choices.  Self-regulation was manipulated by providing a 
TRUSTe seal and a privacy policy statement on the service provider’s web site (see 
Appendices C and D).  Legislation was manipulated by presenting the subjects with a 
piece of local news reporting that LBS transactions were governed by recently 
activated location privacy protection law. The gist of the location privacy protection 
act was provided in that piece of news (see Appendix E).  The Location Privacy 
Protection Act used in the experiment was modified from a proposal by the Senate 
and House of Representatives of the United States of America34.  The language used 
in the Act was localized to suit Singapore’s context.   
 
The Web-based system used for this study was programmed to ensure that each 
subject viewed the treatment conditions before they were allowed to proceed, and that 
subjects answered all questions before leaving the experiment. These features allowed 
us to ensure that the subjects had actually read the manipulated conditions completely 
before they gave their responses to questions asking them about mobility, 
personalization, perceived risks, and intention to use LBS.  
 
4.1.2.2.   Subjects 
A total of 512 responses were obtained among mobile phone users in Singapore.  We 
recruited the experiment subjects by posting announcements to a number of relevant 
                                                 
34 The details of the proposal are available at 
http://www.techlawjournal.com/cong107/privacy/location/s1164is.asp 
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forums or topics discussing mobile handsets and mobile applications on the major and 
reputable web portals35 in Singapore. Our postings explained who we were and what 
we were trying to do (i.e., the purpose of this study) and invited subjects’ 
participation. The respondents were asked to click on the URL link provided in the 
posted message, which linked to the online experiment. A lottery with nine prizes was 
included as incentive to participate in the experiment. These prizes included a 5GB 
MP3 player, two 256MB MP3 players, and six speakers from a well-known brand36. 
The invitees were assured that the results would be reported only in aggregate and that 
their anonymity would be assured. Specific demographic information is shown in 
Table 4.7.  
Table 4.7. Respondent Profile (n = 480) in Study 1 

















Education Less than High School 























Mobile Phone Ownership Less than12 months 
12 months to 24 months 
25 months to 36 months 





Monthly SMS Usage Below 50 messages 
51 to 99 messages 
100 to 300 messages 





                                                 
35 These forums included Yahoo! Singapore Message Boards, Hardwarezone Forum, Can.com.sg Forum. 
36 These nine prizes included one Creative Zen Micro 5GB MP3 Player worth of S$567, two Creative MuVo Micro 
N200 256MB MP3 Players each worth of S$209, and six Creative TravelSound 200 Speakers, each worth S$99. 
The prizes were framed in Singapore dollars (S$).  As of September 2005, one Singapore dollar = 60 U.S. cents. 
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Mobile Application Usage 
for the past 6 months 
Never 
Below 10 times 
10  to 29 times 
30  to 49  times 






Internet Usage  Several times each week 
Once per day 





4.1.2.3.   Procedure and Task 
At the start of each experimental session, the subjects were told that all the 
instructions were provided online and that they should read the instructions carefully 
and complete the experiment independently. After logging into our Web-based 
experiment system, all subjects began the experiment by answering a pre-session 
questionnaire about their personal information as a form of control check. Next, as 
commonly used in marketing experiments that investigate consumers’ behavior, a 
cover story was provided to all the subjects. They were told that one specific LBS 
application—Mobile Coupon (M-Coupon) service provided by Company A would be 
soon introduced in the Singapore market, and their feedback would be very important 
for the evaluation of such service.  
 
Next, the subjects were randomly distributed one of the sixteen treatment scenarios. 
Our Web-based experiment system generated the scenarios randomly so that each 
respondent has an equal and independent chance of being put into any of the sixteen 
scenarios. The subjects were asked to assume the role of a potential LBS user and 
were presented with the introduction of the pull-based or push-based M-Coupon 
service that was described in the form of a real company web site to ensure realism. 
The subjects were then asked to visit the Website of the M-Coupon service and read 
all the information on the Website as completely as possible. The experimental 
system logged the accesses made by the subjects to all the URLs to ensure that the 
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subjects had actually read the manipulated condition. Next, the subjects were asked to 
complete a post-session questionnaire regarding perceived benefits, perceived risks, 
and intention to use LBS. A copy of the questionnaire used in Study 1 is attached in 
Appendix F.  
 
4.1.3. The Pilot Test 
Prior to conducting the experiment, several pilot tests were conducted to test the 
experiment system and valid the questionnaire. First, the initial questionnaire was 
reviewed by IS faculty members and doctoral students for item specificity, 
questionnaire organization, and clarity of construction. Next, a pilot study involving 
24 IS postgraduate students was conducted using the improved questionnaire.  The 
main objectives of the pilot test were to test the workings of the experimental system, 
assess the clarity and conciseness of the experimental instructions and questions, and 
to gauge the duration of the experiments. The respondents were also contacted for a 
face-to-face interview to solicit their opinions on the experimental instructions and 
questions. After analyzing the feedback, a number of revisions were made to the 
experiment, such as clarifying terms, re-organizing the layout of the questionnaire, 
and removing experimental instructions that the respondents found unnecessary.  
 
4.2. Data Analysis and Results 
4.2.1. Control and Manipulation Check 
Among the experimental subjects, 49.6% were females and 50.4% were males.  All 
the subjects own mobile phones and 92 percent reported their ownership as more than 
one year.  A multivariate analysis of variance (MANOVA) test on personal 
innovativeness, coupon proneness, and preference for privacy assurance confirmed 
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that the random assignment of subjects to the 16 experimental conditions was 
successful.  We found no significant differences among the 16 experimental 
conditions in terms of personal innovativeness (F = 1.077, p = 0.159), coupon 
proneness (F = 0.144, p = 0.995), and preference in privacy assurance approach37 (F = 
0.615, p = 0.743). 
 
To ensure that study participants attended to their assigned privacy intervention 
conditions, manipulation checks were included in the post-session questionnaire. The 
manipulations on incentive, self-regulation and legislation were checked against 
true/false questions. Specifically, for the incentive treatment group, the subjects were 
asked whether Company A provided additional discount for using M-Coupon service. 
For the self-regulation treatment group, the subjects were asked whether there was a 
TRUSTe logo on Company A’s Website. For the legislation treatment group, the 
subjects were asked whether there was a Privacy and Wireless Communications 
Protection Act to protect their privacy in LBS. Subjects who did not correctly answer 
above questions were dropped from the subsequent analyses. This has resulted 480 
valid results, with 30 for each experimental treatment.  
    
4.2.2. Data Analysis Strategy 
Partial least squares, a second-generation causal modeling statistical technique 
developed by Wold (1982), was used for data analyses. PLS follows a component-
based strategy and does not require multivariate normal distributions, interval scales, 
or a large sample size (Fornell and Bookstein 1982). It assesses the measurement 
model (relationships between questions and constructs) within the context of the 
                                                 
37 Following Milberg, Smith and Burke (2000), the difference between the two measures (preference rating for 
legislation minus preference ratings for self-regulation) was used to indicate the degree to which respondents 
preferred government regulation over industry self-regulation. 
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structural model (relationships among constructs). PLS is more prediction-oriented 
and seeks to maximize the variance explained in the constructs, thus making it “closer 
to data, more exploratory, and more data analytic” (Barclay, Higgins and Thompson 
1995).  Additionally, PLS is more appropriate for testing theories in the early stages 
of development (Fornell and Bookstein 1982).  
 
Given the nascency of the phenomenon being studied and our use of non-interval 
scales, PLS is the preferred technique for this study. Additionally, we believe that 
PLS is more appropriate than other Structural Equation Modeling (SEM) techniques 
(e.g., LISREL) because of the formative constructs used in this study. In our model, 
the construct of perceived benefits was operationalized as a second-order formative 
construct formed from two first-order reflective subconstructs. Unlike other SEM 
techniques (e.g., LISREL) that assume only reflective indicators are used, PLS, being 
components based, can incorporate both formative and reflective indicators (Chin 
1998a). As we used formative indicators for some constructs and reflective ones for 
others, PLS is a suitable technique for analyzing our data.     
 
Since it has been noted that pull-based LBS and push-based LBS provide different 
benefits and induce different privacy risks for consumers (Gidari 2000; Levijoki 
2001; Wallace et al. 2002), we split the dataset into two (equal-size) subsets according 
to the type of LBS to assess the different effects of pull- and push-based LBS on the 
theoretical constructs.  Thus, the measurement and the structural models were tested 
separately for the pull and push datasets.   
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4.2.3. Evaluating the Measurement Model  
The measurement model in the PLS consists of the relationship between the 
constructs and the indicators. Assessing the measurement model involves determining 
the internal consistency reliability of the scales, the convergent and discriminant 
validity of constructs modeled with reflective indicators. The strength of the 
constructs modeled with formative indicators can be assessed with the significance of 
the indicators’ weights. 
 
4.2.3.1.  Internal Consistency Reliability 
A measure is reliable to the degree that it supplies consistent results. Internal 
consistency reliability refers to the extent to which the items used to measure a 
construct reflect a true common score for the construct (Kerlinger 1986). Reflective 
indicators should be internally consistent since they are measures that are affected by 
the same underlying latent variable. However, internal consistency reliability is not 
relevant to formative indicators as the change in a formative indicator may not 
necessarily imply a similar directional change for the other formative indicators for 
the same construct.   
 
Internal consistency reliability for a reflective construct can be determined by 
computing the item-to-total correlations and the Cronbach’s alphas38 (See Appendices 
G and H for item-scale correlations and Tables 4.8 and 4.9 for Cronbach’s alphas). A 
value of 0.70 or larger for Cronbach Alpha indicates adequate internal consistency 
(Nunnally 1978). For our study all pull-based and push-based model construct 
                                                 
38 Cronbach’s alpha is calculated as: Cronbach’s ALPHA (α) = Np / [1+p(N-1)], where N is the number 
of items, and p is the mean of the inter-item correlation.  
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measures exhibited scores of Cronbach Alpha well above the acceptable threshold 
(see Tables 4.8 and 4.9) and all item-scale correlations were significant at p < 0.001.  
 
4.2.3.1.  Convergent Validity 
Convergent validity is the degree to which different attempts to measure the same 
construct agree (Cook and Campbell 1979). In PLS, three tests are used to determine 
the convergent validity of measured constructs in a single instrument: reliability of 
questions, the composite reliability of constructs, and the average variance extracted 
by constructs. It was further indicated that these three tests are especially useful for 
testing the convergent validity of variables with reflective indicators (Chwelos et al. 
2001). The first test, reliability of the items, was assessed by examining the loading of 
each question on the construct and its corresponding statistical significance. In order 
for the shared variance between each question and the construct to exceed the error 
variance, the reliability score for the question should be at least 0.707. However, other 
researchers have recommended using a loading of 0.55 to assess item reliability, 
which means that the item would explain at least 30 percent of the variance in the 
construct (Falk and Miller 1992). Given that all questions had reliability scores above 
0.55, and most questions had reliability scores above 0.707 (see Tables 4.8 and 4.9), 
the questions measuring each construct had adequate reliability for both pull and push 
data subsets.  
 
The second test of convergent validity is to compute the composite reliability of each 
construct, which is considered superior to the test of Cronbach’s alpha because the 
test of composite reliability is not influenced by the number of items in the scale and 
it does not assume unidimensionality as Cronbach’s alpha does. For both pull-based 
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and push-based models, composite reliabilities of constructs with multiple indicators 
exceeded Nunnally’s (1978) criterion of 0.7 (see Tables 4.8 and 4.9). 
Table 4.8. Psychometric Properties of the PULL Measurement Model in Study 1 









Intention to Use (INT) 
INT1 0.958 0.973 0.958 0.923 
INT2 0.965    
INT3 0.959    
Perceived Benefits—Mobility (MOB) 
MOB1 0.772 0.870 0.902 0.626 
MOB2 0.806    
MOB3 0.783    
MOB4 0.803    
Perceived Benefits—Personalization (PER) 
PER1 0.757 0.773 0.807 0.532 
PER2 0.705    
PER3 0.725    
Perceived Privacy Risk (RISK) 
RISK1 0.810 0.876 0.896 0.639 
RISK2 0.818    
RISK3 0.772    
RISK4 0.797    
Innovativeness (INNV) 
INNV1 0.894 0.886 0.784 0.665 
INNV2 0.866    
INNV3 0.611    
INNV4 0.858    
Coupon Proneness  (CPRN) 
CPRN1 0.866 0.901 0.853 0.695 
CPRN2 0.888    
CPRN3 0.846    
CPRN4 0.726    
Previous Privacy Experience (PPRE) 
PPRE1 0.847 0.857 0.783 0.668 















PPRE3 0.725    
 
The third test is to calculate the average variance extracted by each construct, which 
reflects the overall amount of variance in the items accounted for by the latent 
construct. The criterion is advised to be at least 0.5 (Fornell and Bookstein 1982). If 
the variance extracted is less than 0.5, it means that the amount of variance in the 
items attributable to errors is greater than the amount attributable to the construct. For 
both pull-based and push-based models, the average variances extracted for these 
constructs were all above 50% (see Tables 4.8 and 4.9). Tables 4.8 and 4.9 present the 
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assessment of the measurement model for the reflective constructs used in this study. 
Overall, the above test results indicate that the convergent validity of the reflective 
constructs is adequate.  
Table 4.9. Psychometric Properties of the PUSH Measurement Model in Study 1 









Intention to Use (INT) 
INT1 0.955 0.972 0.957 0.922 
INT2 0.971    
INT3 0.954    
Perceived Benefits—Mobility (MOB) 
MOB1 0.782 0.861 0.865 0.607 
MOB2 0.777    
MOB3 0.797    
MOB4 0.761    
Perceived Benefits—Personalization (PER) 
PER1 0.764 0.818 0.796 0.599 
PER2 0.776    
PER3 0.782    
Perceived Privacy Risk (RISK) 
RISK1 0.813 0.879 0.901 0.645 
RISK2 0.820    
RISK3 0.783    
RISK4 0.796    
Innovativeness (INNV) 
INNV1 0.908 0.893 0.767 0.680 
INNV2 0.866    
INNV3 0.614    
INNV4 0.876    
Coupon Proneness  (CPRN) 
CPRN1 0.868 0.898 0.848 0.689 
CPRN2 0.856    
CPRN3 0.863    
CPRN4 0.724    
Previous Privacy Experience (PPRE) 
PPRE1 0.816 0.844 0.737 0.645 















PPRE3 0.727    
 
4.2.3.2.  Discriminant Validity  
Discriminant validity is the degree to which measures of different constructs are 
distinct (Campbell and Fiske 1959). Each item should correlate more highly with 
other items of the same construct than with items of other constructs. To test 
discriminant validity, the squared correlations between constructs (their shared 
variance) should be less than the average variance extracted for a construct. Tables 
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4.11a and 4.11b report the results of discriminant validity. Discriminant validity is 
checked by comparing the diagonal to the non-diagonal elements. All items fulfilled 
the requirement of discriminant validity.  
Table 4.11a. Attributes of Constructs when Modeled as Reflective—PULL 
 MOB PER INCT RISK INT SREG LAW PPRE PEXP SMSU INNV CPRN 
MOB 0.791            
PER 0.484 0.729           
INCT 0.025 0.007 1.000          
RISK 0.217 0.184 0.016 0.799         
INT 0.460 0.485 0.015 -0.505 0.961        
SREG 0.057 0.042 0.034 -0.483 0.170 1.000       
LAW  0.066 0.011 0.003 -0.050 0.027 -0.001 1.000      
PPRE 0.006 0.019 0.026  0.102 -0.008 -0.047 -0.042 0.817     
PEXP 0.061 0.047 -0.033 -0.050 0.104 -0.063 -0.012 0.095 1.000    
SMSU 0.047 0.044  0.043  0.005 0.060 -0.021 0.007 -0.030 0.226 1.000   
INNV 0.120 0.111 0.042 -0.119 0.296 -0.007 -0.024 0.213 0.180 -0.016 0.815  
CPRN 0.108 0.195 0.060 -0.099 0.376 -0.030 0.046 -0.035 0.095 0.086 0.162 0.834 
 
Table 4.11b. Attributes of Constructs when Modeled as Reflective—PUSH 
 MOB PER INCT RISK INT SREG LAW PPRE PEXP SMSU INNV CPRN 
MOB 0.779            
PER 0.656 0.774           
INCT 0.037 0.026 1.000          
RISK 0.226 0.273 0.048 0.803         
INT 0.456 0.466 0.321 -0.557 0.960        
SREG 0.122 0.076 0.023 -0.509 0.192 1.000       
LAW 0.067 0.014 0.031 -0.436 0.156 -0.018 1.000      
PPRE 0.052 0.054 0.085 0.150 -0.010 -0.046 -0.007 0.803     
PEXP 0.041 0.035 -0.020 -0.053 0.078 0.037 0.014 0.020 1.000    
SMSU 0.110 0.099  0.047  0.023 0.090 0.108 -0.040 -0.050 0.232 1.000   
INNV 0.221 0.206 -0.024 -0.132 0.288 0.045 0.023 0.157 0.193 -0.009 0.824  
CPRN 0.158 0.180 -0.084 -0.108 0.342 0.078 0.040 0.032 0.139 0.069 0.213 0.830 
Note. Diagonal elements are the square root of average variance extracted (AVE), which, for discriminant 
validity, should be larger than interconstruct correlations (off-diagonal elements). 
4.2.4. Testing the Structural Model 
After establishing the validity of the measures, we tested the structural paths in the 
research model using PLS.  Hypothesis tests were conducted by examining the sign 
and significance of the path coefficients.  Additionally, we inspected the weights of 
the dimensions of the constructs and the explanatory power of the structural model.  A 
bootstrapping technique was applied to estimate the significance of the path 
coefficients and the weights of the dimensions of the constructs.  Since PLS does not 
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generate any overall goodness of fit indices, predictive validity is assessed primarily 
through an examination of the explanatory power and the significance of the 
hypothesized paths.  The explanatory power of the structural model is assessed based 
on the amount of variance explained in the endogenous construct (intention to use 
LBS).  All statistical tests were conducted at a five-percent level of significance using 
one-tailed t-tests because our hypotheses are directional in nature.  
 
Figures 4.1a and 4.1b depict the structural models for pull-based and push-based LBS.  
Table 4.12 shows the weights for each sub-construct of perceived benefits.  The 
structural models for the pull and push mechanisms explain 46.9% and 50.3%, 
respectively, of the variance in intentions to use pull-based and push-based LBS.  For 
the pull LBS structural model, perceived benefits (E1) and perceived risks of personal 
information disclosure (E2) are significant predictors of the intention to use LBS; self-
regulation (E3) is a significant predictor of perceived risks of personal information 
disclosure.  However, legislation (E4) does not have any significant impact on the risk 
perception of personal information disclosure.  For the push LBS structural model, 
perceived benefits (E1) and perceived risks (E2) are significant predictors of intention 







* p < .05 
n.s. insignificant at the .05 level 















* p < .05 
 
Figure 4.1b. Structural Model for Push-Based LBS 
 
Table 4.12. Weights of Dimension of Perceived Benefit 
Weights  
Pull Model Push Model 
Dimension of Perceived Benefits   
Mobility (MOB) 0.567* 0.541* 
Personalization (PER) 0.618* 0.604* 
Incentive (INCT) 0.022 0.301* 





















































Furthermore, the hypotheses on the effects of the mechanisms of location content 
delivery (E3a, E4a) could be tested by the approach suggested in Carte and Russell 
(2003) and Duxbury and Higgins (1991). After confirming that inter-item covariance 
matrices within the construct of perceived risks are equal (Box’s M = 5.51, F = 0.55, p 
= 0.86), we proceeded to test the effects of the mechanisms of location content 
delivery by using the PLS-generated path coefficients and their standard errors. The 
results of these tests are shown in Table 4.13. In support of Hypothesis 3a, the 
relationship between industry regulation and perceived risks of personal information 
disclosure was stronger for the push mechanism (t (478) =10.38, p< 0.01) 39 . 
Hypothesis 4a stated that the negative relationship between the government legislation 
and risk perceptions of information disclosure would be stronger under the push 
mechanism. This was supported by the data (t (478) = 40.91, p< 0.01). 









H3a: Industry Self-Regulation Æ Risk Perceptions -0.253 -0.289 10.38 Yes 
H4a: Government Legislation Æ Risk Perceptions -0.082 -0.217 40.91 Yes 
 
 
4.3. Discussions and Implications 
4.3.1. Discussion of Findings 
The goal of this study was to integrate theories and research from the privacy, 
organizational justice, and legal literatures in order to construct a conceptual model 
that features individuals’ privacy calculus as a focal construct.  The substantial 
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follows a t distribution with (n1+n2-2) degrees of freedom. SEi is the standard error of the coefficient. 
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variance in LBS adoption intention explained by the privacy calculus in both the pull-
based model (46.9%) and the push-based model (50.3%) attest to its salience.  As we 
have discussed, privacy considerations have been given little attention in IT adoption 
research, and to the degree that new and emerging information technologies create 
new privacy dilemmas, that is arguably an important area for both scholars and 
practitioners.  Consistent with previous privacy studies (e.g., Culnan and Bies 2003), 
we find that consumers are willing to disclose their personal information in exchange 
for some benefits.  
 
Although the empirical results of this study provide overall support for the research 
model, they also reveal a few unexpected relationships that are not consistent with 
what we hypothesized. Drawing on prior research, we argued that self-regulation and 
legislation on FIP implementation would assuage consumers’ perceptions of risk in 
personal information disclosure. Our results show that the impact of self-regulation on 
perceived risks for both the pull and push mechanisms are significant. However, the 
influence of legislation on consumers’ risk perception regarding personal information 
disclosure varies under different types of LBS: Legislation on FIP implementation has 
an impact in reducing consumers’ risk perception in push-based LBS but this is not 
the case with pull-based LBS.  
 
A plausible explanation for this finding is that consumers’ risk perceptions are 
affected by the level of control inherent in the delivery mechanisms of location 
content (i.e., type of LBS). In pull-based LBS, the consumer exercises greater control 
over the interaction: The decision to initiate contact with the merchant is volitional, 
and location information is provided only to complete the transaction requested (e.g., 
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informing the consumer of the location of the nearest ATM). In contrast, in push-
based LBS, location information is used to target consumers who are likely to be sent 
unsolicited information / services when they appear within the vicinity of the 
merchants. Thus, although the implementation of FIP through self-regulation (e.g., 
TRUSTe certification and privacy policies) appears adequate for pull-based LBS 
consumers, joint implementation of FIP through self-regulation and legislation is 
necessary to alleviate the privacy concerns of push-based LBS consumers. This is 
perhaps unsurprising as the push mechanism is more controversial in terms of 
consumers’ concerns about privacy and authentication (Gidari 2000; Levijoki 2001; 
Wallace et al. 2002).  
 
Inspection of the weights of the three dimensions of perceived benefits between and 
within the pull-based and push-based models suggests that consumers’ benefit 
perceptions are not significantly influenced by incentives in the pull-based LBS 
context but are significantly influenced in the case of push-based LBS. This 
interesting result could, likewise, be attributed to the LBS usage context. The 
consumer’s request for pull-based LBS may be part of an ‘on demand’ service where 
the consumer dials or signals a service provider for specific information such as the 
nearest ATM or traffic conditions. Consumers’ use of pull-based LBS is thus initiated 
by a well-defined need, and to the extent that consumers seek fulfillment of their 
needs, the importance of incentives as an additional impetus diminishes. In such 
contexts, greater salience would be assigned to time savings, efficiency and 
convenience rather than the incentives provided by merchants for using LBS.   
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Examining control variables in the structural models also offers some insight into the 
factors affecting consumers’ intention to use LBS. Personal innovativeness was found 
to have a significant effect on usage intention in both pull-based and push-based LBS. 
As some researchers (e.g., Agarwal and Prasad 1998) have suggested, it appears that 
innovators are likely to pay more attention to L-Commerce than others. Coupon 
proneness was also found significant in influencing usage intention in both the pull-
based and push-based M-Coupon services. It seems that people who enjoy collecting 
coupons via traditional channels (e.g., from newspaper and magazines or from the 
Internet) might be more likely to adopt the M-Coupon service. Hence, to effectively 
promote the M-Coupon service, it is necessary to integrate the service with other 
coupon dissemination channels (e.g., mass media and the Internet).  
 
4.3.2. Limitations and Future Research  
As is the case with all experiments that simulate real-world decision making contexts 
under controlled conditions, there are limits to the generalizability of the findings, 
even though our results indicate that the setting was realistic and that subjects were 
sufficiently engaged in the experimental role and task.  First, in our experimental 
design we adopted a narrow focus so as to achieve a high degree of control over 
extraneous variables.  There are other aspects such as usability and cost that may 
affect L-Commerce adoption, which could also be examined in future research.  
Second, the scenarios used in the study represent an over-simplification of all pull-
based and push-based LBS, which may limit the generalizability of our findings.  
Future work could also be directed to look into the applicability of our findings to 
different L-Commerce applications.   
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Third, actual adoption behavior was not measured, rather, we assumed, based on a 
significant body of prior work in IS (Taylor and Todd 1995), organizational behavior 
(Venkatesh and Speier 1999) and psychology (Sheppard et al. 1988), that intention is 
a good predictor of actual behavior.  However, some researchers (Straub, Limayem 
and Karahanna-Evaristo 1995) have expressed concerns about the predictive ability of 
intention for actual behavior.  Therefore, future research could examine the findings 
of this study in a context where adoption can be measured for added validation of the 
model.  However, to the extent that L-Commerce is still in an early stage of diffusion, 
examining adoption intention is appropriate and could potentially yield more 
meaningful and fruitful lessons for privacy advocates, government, consumers and 
providers of LBS alike. 
 
Finally, this study was conducted in Singapore, which has a strong reputation for 
rigorous enforcement of laws and regulations (Harding 2001) and therefore, the 
subjects may be biased in their behavior with respect to the use of legislation and self-
regulation in protecting privacy.  Moreover, some scholars have also suggested that 
privacy attitudes may be culturally dependent (e.g., Milberg et al. 2000).  Hence, care 
must be taken when generalizing these findings to consumers in other social, 
economic, and cultural environments, and future research should attempt to replicate 
this study in other countries, especially those in North America and in Europe.  
 
4.3.3. Implications for Theory and Practice 
The investigation of individual adoption issues in L-Commerce with an experimental 
approach reported here represents a first attempt at developing and testing an adoption 
model with privacy considerations as a focal construct. Through the causal modeling 
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of antecedents affecting LBS adoption intentions, our findings provide preliminary 
theoretical and empirical insight into the dynamic structural relationships of these 
factors under two different mechanisms of content delivery. This study also 
contributes to the understanding of the trade-offs that consumers are willing to make 
when they exchange their personal information for the benefits of mobility, 
personalized services and monetary incentives. It sheds light on the complementary 
roles that merchants, service providers and the government can play in encouraging 
wider acceptance of L-Commerce.  
 
Several theoretical implications follow from our findings. Although much theoretical 
development has been carried out on individual behavior with new information 
technologies (see Venkatesh et al. (2003) for a recent review), this body of work has 
paid limited attention to privacy issues. Indeed, a plurality of the theoretical models 
have chosen to focus on a central belief associated with the use of the target 
technology from a positive utility oriented perspective while neglecting potential 
negative consequences arising from the adoption and use of the new technology (e.g., 
the risks that consumers may experience with respect to privacy violations in the L-
Commerce context). Our study underscores the importance of explicitly incorporating 
the negative consequences and risks inherent in technological developments such as 
L-Commerce. Our posited predictors explain between 47 percent and 50 percent of 
the variance in intention to use LBS in the pull-based and push-based models, 
suggesting that our research model is a useful conceptualization of the phenomenon. 
Given that information privacy continues to be eroded as a result of technological 
innovations (Stone and Stone 1990), and that there is sufficient evidence regarding the 
role of privacy concern in the evaluation and adoption of L-Commerce, IS researchers 
 135
need to give more attention to the placement of negative utility constructs such as 
privacy concern in their theoretical models. Other important examples of negative 
utility constructs that could enrich models of LBS adoption are those of data quality 
and service dependability (Katasonov 2004). 
 
Drawing on exchange theory and justice theory, we offered a theoretical framework 
and the empirical evidence to conceptualize consumer privacy as a calculus.  
Specifically, we have used exchange theory and justice theory in a complementary 
fashion to explain the proposition of the privacy calculus – that at the individual level, 
risk-benefit analysis of information disclosure could be differentiated according to the 
extent to which justice provisions are manifested in industry self-regulation or 
government legislation.  Furthermore, responding to the call of “No L-Commerce 
without L-Privacy”, we have associated the proposition of the privacy calculus with 
the debate surrounding the role of industry self-regulation versus government 
legislation in ensuring consumer privacy.  Particularly, the risk-benefit analysis in the 
research model allows the focus of attention to shift from a general discussion of the 
potential risks inherent in L-Commerce to a more fine-grained analysis of how to 
effectively mitigate consumers’ privacy concerns in using LBS through balancing 
industry self-regulation and legislation in the implementation of FIP.  Our initial 
finding that self-regulation and legislation have differential efficacy for mitigating 
privacy concerns depending on the type of LBS being examined suggests the need for 
future studies to understand these effects more fully. 
 
Because of its theoretical grounding in exchange theory and justice theory, our model 
has assumed that the essence of privacy concerns lies in a fair exchange.  The model 
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could thus be applied to a variety of privacy-related contexts.  However, consumers’ 
risk-benefit analysis of information disclosure might vary in different contexts 40 
because consumers’ privacy perceptions might be specific to a particular context 
(Malhotra et al. 2004).  Future research could test the privacy calculus proposition in 
the Internet environment as new privacy-threatening technologies such as cookies and 
spyware are continuously being developed (Malhotra et al. 2004).  
  
We viewed the adoption of L-Commerce through a privacy calculus lens (i.e., risk-
benefit analysis) because our objective was to predict L-Commerce adoption among 
potential users who do not yet have credible information about or affective bonds with 
the service providers.  Future research could move beyond the initial adoption/usage 
stage to the domain of continuance/discontinuance of usage.  In such contexts, social 
theoretical perspectives such as integrative social contract theory (Dunfee, Smith and 
Ross 1999) and trust theories (e.g., Gefen, Karahanna and Straub 2003) may be 
particularly relevant.  Further, longitudinal research could also be useful in 
investigating how consumers could be motivated to adopt and continue with LBS 
usage. 
 
From a practical perspective, this study has implications for the various players in the 
LBS industry: merchants, wireless service providers, privacy advocates and 
                                                 
40 For instance, the push-based E-Coupon Internet context (which provides up-to-date promotion information or 
coupons via email for click-and-brick stores) could be examined as a different case of privacy calculus. Unlike the 
situation with the M-Coupon, a consumer in the E-Coupon context could enjoy the benefits of monetary savings 
without disclosing personal information. In an ethically ambiguous though not improbable scenario, a consumer 
could give the store one of her valid email accounts, e.g., WhoIam@yahoo.com, registered with false personal 
information. Even if he E-Coupon program requires some other personal information (e.g., telephone number, 
household size, age, job title, etc.), the consumer could falsify some of the required information because she knows 
that this information is not necessarily related to the provision of the E-Coupon. Thus the consumer can enjoy 
benefits of receiving up-to-date E-Coupon by email without being too worried about the protection of her privacy. 
On the other hand, in the M-Coupon context, once the consumer subscribes to the push-based M-Coupon service, 
the positioning technologies could disclose the consumer’s location information automatically on an ongoing basis. 
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government legislators.  Given that individuals’ concern for privacy is not absolute, 
but rather, can be traded off against benefits under different mechanisms of location 
content delivery, there exist ample opportunities for merchants to offer different types 
of LBS.  Our results suggest that providing financial incentives for push-based LBS is 
more important than it is for pull-based LBS.  It follows that additional monetary 
incentives, and more services with privacy-enhancing features, need to be developed 
and provided to mitigate the perceived higher levels of privacy invasion associated 
with push-based LBS.  
 
Our findings further suggest that privacy advocates and government legislators need 
not tar all types of LBS with the same brush. Although privacy protection is a 
fundamental concern which must be addressed, “one size fits all” regulations on 
privacy are ill equipped to accommodate the interests of broader groups of users and 
the full gamut of players in the LBS industry. Hence, there is need for sensitivity to 
the diversity of interests behind the free flow of information that promotes a dynamic 
marketplace, (and provides) substantial benefits for individual consumers and society 
as a whole. Our evidence shows that the implementation of FIP through self-
regulation (e.g., TRUSTe certification and privacy policies) is adequate for pull-based 
LBS consumers. However, the joint implementation of FIP through self-regulation 
and legislation appears necessary for push-based LBS consumers. Hence, future 
legislation on FIP implementation to address consumers’ location privacy concerns 
need not necessarily be enforced to encompass the full range of LBS but could instead 
specifically target certain services. 
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The advent of mobile and positioning technologies provides new value to consumers 
and simultaneously creates new vulnerabilities.  It is important for adoption 
researchers, managers, and policy makers to understand how consumers strike a 
balance between value and risk.  This research has provided preliminary evidence 
toward enriching our understanding in some of these aspects. Using the groundwork 
laid down in this study, future research along various possible directions could 
contribute significantly to extending our theoretical understanding and practical 



























Study 2: Alleviating Consumers’ Privacy Concerns in 
Location-Based Services: A Psychological Control 
Perspective 
 
Based on one of the major findings from study one that the push-based L-Commerce 
applications are more controversial in terms of consumers’ privacy concerns, study 
two further explores the role of privacy concern in predicting intentions to use push-
based L-Commerce applications. Chapter 5 presents the research methodology, data 
analysis strategy, results of the analysis, and discussion for Study 2 which draws on 
the psychological control theories to predict consumer’s privacy perception and usage 
intention toward LBS.  
 
5.1. Research Method 
An online field experiment is conducted because it allows the testing of causal 
relationships between manipulated and theoretical constructs with minimal 
interference from extraneous variables. A 2×2×2 factorial experiment design was 
employed. In our study, one specific push-based LBS application—the Mobile 
Coupon (M-Coupon) service is utilized as the scenario in this study because the 
results of Study 1 have already shown that comparing to pull-based LBS, push-based 
LBS is more controversial in terms of consumers’ concerns about privacy and 
authentication. Similar to Study 1, LBS in the experiment were operationalized as the 
services offered to mobile phone users via SMS based on the “Cell-Identification 
(Cell-ID)” technique employed by the network of telecom operators (Telco).  
 
 140
5.1.1. Operationalization of Constructs 
In this study, most of the measurement scales used to operationalize the constructs 
were adapted from scales used in prior studies to fit the LBS context. All of the 
constructs in the model are operationalized directly as reflective constructs. The 
detailed operationalization is discussed in the following sub-sections.  
5.1.1.1.  Perceived Control 
The items measuring perceived control were based on the prior work of Reed et al. 
(1993) in the context of health psychology to assess the multiple targets of control. 
The wordings of the items were adapted to focus on consumers’ perceived control 
over their personal information in the context of L-Commerce. The questions were 
anchored on a seven-point scale from “no control” (1) to “full control” (7).  
Table 5.1. Operationalization of Perceived Control (Source: Reed et al. 1993; Smith et al. 1996) 
PCTL1 How much control do you feel you have over the amount of your personal 
information you may provide to Company A? 
PCTL2 How much control do you feel you have over preventing unauthorized access 
to your personal information? 
PCTL3 How much control do you feel you have over correcting errors in your 
personal information which you provided to Company A? 
PCTL4 How much control do you feel you have over preventing secondary use of 
your personal information? 
5.1.1.2.  Privacy Concerns 
Drawing on Smith et al. (1996), we operationalized privacy concerns as a reflective 
construct encompassing four areas of consumers’ concerns about information privacy 
practices: collection of personal information, unauthorized secondary use of personal 
information, errors in personal information, and improper access to personal 
information (see Table 5.2).  To keep the length of the instrument reasonable, we 
selected one item from each of the four perspectives of the information privacy 
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concern instrument developed by Smith et al.(1996). The items were anchored on a 
seven-point scale from “strong disagree” (1) to “strongly agree” (7). 
Table 5.2. Operationalization of Privacy Concerns (Source: Smith et al. 1996) 
PCON1 I am concerned that Company A is collecting too much information about me 
(e.g., shopping preferences, mobile phone number, continuous records of my 
location information, and others). 
PCON2 I am concerned that Company A may not take measures to prevent 
unauthorized access to my personal information. 
PCON3 I am concerned that Company A may keep my personal information in a non-
accurate manner in their database. 
PCON4 I am concerned that Company A may share my personal information with 
other companies without notifying me or getting my authorization. 
5.1.1.3.  Intention to Use 
Based on Ajzen and Fishbein (1980) and Venkatesh et al. (2003), intention to use 
LBS was modeled as a reflective construct and measured by asking respondents to 
indicate whether they intended to use the particular type of LBS, whether they 
predicted they would use the type of LBS, and whether they planned to use the type of 
LBS. All items were anchored on a seven-point scales from “strong disagree” (1) to 
“strongly agree” (7) (see Table 5.3).  
Table 5.3. Operationalization of Intention to Use LBS (Source: Venkatesh et al. 2003) 
INT1 I intend to use this type of LBS. 
INT2 I predict I would use this type of LBS. 
INT3 I plan to use this type of LBS. 
5.1.1.4.  Control Variables 
Our experiment results could be affected by the characteristics of the subjects. Hence, 
individual differences, including personal innovativeness, coupon proneness, 
preference for protecting privacy, previous privacy experience, desire for information 
control, prior experience with mobile applications, and SMS usage, were controlled 
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for by randomly assigning subjects to different treatment groups. Table 5.4 presents 
the questions used for measuring each control variable. 
Table 5.4. Control Variables in Study 2 
Personal Innovativeness (Agarwal and Prasad 1998) 
INNV1 If I heard about a new information technology, I would look for ways to experiment with it. 
INNV2 Among my peers, I am usually the first to try out new information technologies. 
INNV3 In general, I am hesitant to try out new information technologies. 
INNV4 I like to experiment with new information technologies. 
Coupon Proneness (Lichtenstein et al. 1990) 
CPRN1 I enjoy collecting coupons. 
CPRN2 Beyond the money I save, redeeming coupons gives me a sense of joy. 
CPRN3 I enjoy using coupons, regardless of the amount I save by doing so. 
CPRN4 I am more likely to buy brands for which I have a coupon. 
Preference for Privacy Control Assurance (Milberg et al. 2000) 
PREF1 The best way to ensure my control over my personal information would be through government 
legislation. 
PREF2 The best way to ensure my control over my personal information would be through announced 
privacy policies or privacy seals from trusted third-parties (such as TRUSTe, BBBOnline, and 
Online Privacy Alliance). 
PREF3 The best way to ensure my control over my personal information would be through 
technological solutions. 
Previous Privacy Experience (Smith et al. 1996) 
PPRE1 How often have you personally experienced incidents whereby your personal information was 
used by some company or e-commerce web site without your authorization? 
PPRE2 How often have you personally been victim of what you felt was an improper invasion of 
privacy? 
PPRE3 How much have you heard or read during the last year about the use and potential misuse of 
computerized information about consumers? 
Desired Control (Phelps et al. 2000) 
DC1  Before I decided to provide my personal information to a Website, I wish the Website informed 
me fully about the collection of my personal information. 
DC2 Before I decided to provide my personal information to a Website, I wish I had more 
information about how my personal information would be used by the Website. 
DC3 When providing information to a Website, I wish I could indicate what information in my 
profile could be used for marketing and what couldn’t. 
DC4 If I had more control over how the Websites use information about me, I would receive fewer 
unwanted advertising messages. 
Prior Experience of Using Mobile Applications 
PEXP Please indicate the number of times in the past year you use mobile applications: __. 
(1—Never; 2—Below 10 times; 3—10 to 29 times; 4—30 to 49 times; 5—50 times above) 
For example,  
o MMS (Multimedia Messaging Services);  
o downloading ring tones, logos, icons, greetings, pictures, and screensavers; 
o participating in donations;  
o checking information (clubbing, food, shopping, movies, horoscopes, travel, and et al.);  
o news / information alert (business and finance, stocks, technology, sports and the 
entertainment scenes);  
o download / play games;  
o participating contest. 
SMS Usage 
SMSU Please indicate your average monthly SMS usage: ___.  
      (Below 10 messages; 10 to 50 messages; 51 to 99 messages;  100 to 300 messages; More than 300 messages) 
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Personal innovativeness was assessed by four questions taken from Agarwal and 
Prasad (1998), and Coupon proneness was measured by four questions taken from 
Lichtenstein et al. (1990). Preference for privacy control assurance was assessed by 
three questions adapted from Milberg et al. (2000). Previous privacy experience was 
measured by three questions adapted from Smith et al. (1996). Desire for Information 
Control was assessed by four questions adapted from Phelps et al. (2000). Prior 
experience of using mobile applications was measured by asking subjects to indicate 
the number of times in the past year they have used a mobile application, and SMS 
usage was measured by asking subjects to indicate their average monthly SMS usage.  
 
5.1.2. The Experiment Details 
5.1.2.1.  Design and Manipulation 
We used a 2 (with/without technology) × 2 (with/without self-regulation) × 2 
(with/without legislation) factorial experiment design. We varied the three types of 
control assurance—technology, self-regulation, and legislation corresponding to the 
hypotheses C1, C2 and C3, to construct multiple experiment scenarios. First, 
technology was manipulated by introducing a mobile device with an interactive 
graphical user interface (see Appendix I) for turning on/off the subscribed LBS 
anytime when the user wants to 41 . Second, self-regulation was manipulated by 
providing a TRUSTe seal and a URL linked to Company A’s privacy policy on the 
service provider’s Web site (see Appendix J). A brief introduction explaining 
TRUSTe’s mission was provided in the privacy policy. Finally, legislation was 
                                                 
41 Other privacy-enhancing features like time and distance control introduced in section §3.4.1 are not included in 
this experiment because of the limitation brought by the “Cell-Identification (Cell-ID)” technique which is the 
positioning technology employed in our experiment scenario.  
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manipulated by informing the subjects that LBS transactions are governed by related 
location privacy protection laws. The subjects belonging to the legislation treatment 
group were also presented with a piece of local news reporting that LBS transactions 
were governed by recently activated location privacy protection law. The gist of the 
location privacy protection act was provided in that piece of news (see Appendix K).  
 
Our Web-based experiment system employs the client-side Javascript embedded into 
the HTML pages. The Javascript codes are programmed to ensure that each subject 
had viewed the treatment conditions before they are allowed to proceed, and ensure 
that the subjects had answered all the questions before leaving the experiment. These 
features allow us to be certain that the subjects had read the scenarios completely 
before they gave their responses to those questions asking about perceived control, 
privacy concerns and intention to use LBS.  
 
5.1.2.2.  Subjects 
A total of 179 responses were obtained among mobile phone users in Singapore. We 
recruited the experiment subjects by posting announcements to a number of relevant 
forums or topics discussing mobile handsets and mobile applications on the major and 
reputable web portals in Singapore. These forums included Yahoo! Singapore 
Message Boards 42 , Hardwarezone Forum 43 , Can.com.sg Forum 44 . Our postings 
explained who we were and what we were trying to do (i.e., the purpose of this study) 
and invited subjects’ participation. The respondents were asked to click on the URL 
link provided in the posted message, which linked to the online experiment. A lottery 
with three prizes was included as incentive to participate in the experiment. These 





prizes included a high-end mobile phone that was newly introduced to the market 
from a major global mobile phone brand, a 256MB MP3 Player from a well-known 
MP3 player brand, and a Bluetooth® headset for mobile phone from a major global 
mobile phone brand45. Furthermore, to induce early participation, six early bird prizes 
consisting of S$30046 cash were raffled among the participants who completed the 
questionnaire within two weeks. The invitees were assured that the results would be 
reported only in aggregate and that their anonymity would be assured. Specific 
demographic information is shown in Table 5.5.  
 
5.1.2.3.  Procedure and Task 
At the start of each experimental session, the subjects were told that all the 
instructions were provided online and that they should read the instructions carefully 
and complete the experiment independently. After logging into our Web-based 
experiment system, all subjects began the experiment by answering a pre-session 
questionnaire about their personal information as a form of control check. Next, as 
commonly used in marketing experiments that investigate consumers’ behavior, a 
cover story was provided to all the subjects. They were told that one specific LBS 
application—Mobile Coupon (M-Coupon) service provided by Company A would be 
soon introduced in the Singapore market, and their feedback would be very important 
for the evaluation of such service. Appendix L shows the screenshot of the web pages 
introducing the general information about M-Coupon service and its service provider 
(i.e., Company A), which are the pages participants see in all experimental 
manipulations. 
 
                                                 
45 These three prizes included a Motorola V80 mobile phone worth of S$798, a Creative Nomad MuVo Slim 
256MB MP3 Player worth of S$209, and a Motorola HS820 Bluetooth® headset worth of S$128.  
46 As of November 2004, one Singapore dollar = 58 U.S. cents. 
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Table 5.5. Respondent Profile (n = 179) in Study 2 

















Education Less than High School 























Mobile Phone Ownership Less than12 months 
12 months to 24 months 
25 months to 36 months 





Monthly SMS Usage Below 50 messages 
51 to 99 messages 
100 to 300 messages 





Mobile Application Usage 
for the past 6 months 
Never 
Below 10 times 
10  to 29 times 
30  to 49  times 






Internet Usage  One time each week 
Several times each week 
Once per day 





Online Shopping for the 
past one year 
Never 
Below 10 times 
10  to 29 times 
30  to 49  times 






TRUSTe No Yes 
Cookie No Yes 
SSL No Yes 
Prior Privacy-related 
Knowledge (Have you ever 
heard about these terms before?) 










Next, the subjects were randomly distributed one of the eight treatment scenarios. Our 
Web-based experiment system generated the vignette randomly so that each 
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respondent has an equal and independent chance of being put into any of the eight 
scenarios. The subjects were asked to assume the role of a potential LBS user and 
were presented with the introduction of the M-Coupon service that was described in 
the form of a real company web site to ensure realism (See Appendix M). The 
subjects were then asked to visit the Website of M-Coupon service and read all the 
information on the Website as completely as possible. The experimental system 
logged the accesses made by the subjects to all the URLs to ensure that the subjects 
had actually read the manipulated condition. Next, the subjects were asked to 
complete a post-session questionnaire regarding perceived control, privacy concerns 
and intention to use LBS in each specific scenario.  
 
A copy of the questionnaire used in Study 2 is attached in Appendix N. The average 
completion time of the experiment was 31 minutes. Using the personal details, we 
ensured that the respondents who had participated in the pilot study were not included 
in the field study. To ensure that participants followed the instructions, manipulation 
checks were included at the end part of post-session questionnaire. 
 
5.1.3. The Pilot Study 
Prior to conducting the experiment, several pilot tests were conducted to test the 
experiment system and valid the questionnaire. A pilot test involving 24 IS 
postgraduate students was conducted, three for each experimental treatment. The main 
objectives of this pilot study were to test the workings of the experimental system, 
evaluate the instrument in terms of item specificity and organization, assess the clarity 
and conciseness of the experimental instructions, and to gauge the duration of the 
experiments. After the pilot test, we received feedback from the participants regarding 
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the experiment. Besides making several changes to the instructions based on the 
feedback given, we also incorporated a few suggestions such as re-organizing the 
presentation of the questions to shorten the length of the questionnaire.   
 
Next, a full scale pilot experiment using subjects whose background was similar to the 
target population of the final study was conducted before the launch of the final study. 
The primary aim of this test was to purify the measures through ensuring that the 
various scales demonstrated the required levels of reliability and validity. We 
recruited the subjects by posting announcements to the related forums on the website 
of AsiaOne47, a web portal where the major local newspapers in Singapore are posted 
online daily. A total of 55 respondents participated in the pilot study and they were 
randomly assigned to one of eight treatment groups. As an incentive for their 
participation, four monetary awards of Singapore dollar $40 per person were raffled 
among the participants. With regard to the instrument, preliminary validity and 
reliability analyses were performed using SPSS statistical package and the analyses 
focused on the factor analyses, reliabilities, inter-item correlations, and item-scale 
correlations.  
Pilot Study Results  
As recommended by Churchill (1979), inter-item correlations, item-scale correlations, 
and Cronbach alphas were first computed. This procedure allows problematic 
questions to be weeded out before they are subjected to factor analyses. Appendix O 
presents the results of the inter-item and item-scale correlations. All item-scale 
                                                 
47 AsiaOne is the Internet arm of the Singapore Press Holdings (SPH), the leading media and 
publishing group in Singapore. http://www.asiaone.com/ 
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correlations were significant at p < 0.001 while inter-item correlations were 
significant at p < 0.01.  
Table 5.6. Results of Factor Analysis (Pilot) in Study 2 
Factor  







   
 
 








































































Eigenvalue 5.11 3.92 3.10 2.36 2.17 1.75 1.32 
Variance 
Explained(%) 23.50 13.89 11.91 9.07 6.26 5.58 5.07 
Cumulative 
Variance (%) 23.50 37.39 49.30 58.37 64.63 70.21 75.28 
Cronbach 
Alpha 0.96 0.87 0.86 0.66 0.90 0.83 0.76 
 
Responses to the questions on the seven reflective constructs were subsequently 
subjected to factor analysis. The factors were detected using principal component 
analysis with varimax rotation and these seven components corresponded to the seven 
constructs. Five factors emerged with eigenvalues greater than 1.0, indicating their 
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eligibility for selection (Kim and Mueller 1981). Factor loadings were examined to 
identify questions that load on to other factors (see Table 5.6). First, an item from 
coupon proneness (CPRN1) loaded higher on to the intention to use factor. Since we 
could not conceptually distinguish this item from the other coupon proneness items 
and reliability results with this item included in the construct were acceptable, we 
retained this item in its intended construct. Second, an item from desired control 
(DC4) loaded higher on to the previous privacy experience factor. This item (DC4) 
was omitted because the Cronbach’s alpha for its intended construct was below 
Nunnally’s (1978) reliability criterion of 0.7. After omitting this question, the 
reliability of the desired control construct improved to 0.72 and all the constructs had 
Cronbach’s alphas that satisfied the reliability criterion of 0.7. 
 
5.2. Data Analysis and Results 
Data analysis was performed by ANOVA and partial least square analysis (PLS). The 
results are presented in the following subsections. The first subsection discusses the 
control and manipulation checks. The second subsection examines the effects of three 
control assurances on perceived control by ANOVA to test the hypotheses C1 to C3. 
The third subsection tests the hypotheses C4 and C5 by estimating a PLS model.   
  
5.2.1. Control and Manipulation Checks 
We performed control checks on subjects’ characteristics (i.e., innovativeness, and 
coupon proneness) and other variables which might be confounded with perceived 
control (i.e., desired control and preference for control assurance). A multivariate 
analysis of variance (MANOVA) test was performed to confirm that the random 
assignment of subjects to the eight experimental conditions was successful. There 
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were no significant differences among the eight experimental conditions in terms of 
desired control (F = 1.306, p = ns), innovativeness (F = 1.077, p = ns), and coupon 
proneness (F = 0.144, p = ns). To perform control check on preference for control 
assurance, we created a dummy variable for the treatment group, and performed a 
MANOVA test to confirm that there was no significant difference in terms of 
subjects’ preferences for control assurance among the eight treatment groups (F = 
1.085, p = ns, Wilks’ λ = 0.877). There were no significant differences in terms of 
subjects’ preference for legislation (F = 1.288, p = ns), preference for self-regulation (F 
= 0.946, p = ns), and preference for technological solutions (F = 0.948, p = ns).  
 
To ensure that study participants attended to their assigned privacy intervention 
conditions, manipulation checks were included in the post-session questionnaire. The 
manipulations on technology, self-regulation and legislation were checked against 
true/false questions. Specifically, for the technology treatment group, the subjects 
were asked whether they could use a software tool installed on the mobile phone to 
turn off the subscribed M-Coupon service anytime when they want to. For the self-
regulation treatment group, the subjects were asked whether there was a TRUSTe 
logo on Company A’s privacy statement and whether they read the privacy statement. 
For the legislation treatment group, the subjects were asked whether there was a 
Privacy and Wireless Communications Protection Act to protect their privacy in LBS. 
Subjects who did not correctly answer above questions were dropped from the 





Table 5.7. Subjects in Study 2 
Scenario Technology Self-Regulation Legislation Subjects 
1 Presence Presence Presence 22 
2 Presence Absence Presence 23 
3 Presence Presence Absence 23 
4 Presence Absence Absence 22 
5 Absence Presence Presence 22 
6 Absence Absence Presence 22 
7 Absence Presence Absence 22 




5.2.2. Analysis of Variance (ANOVA) 
In order to examine the impacts of three control assurance on perceived control, data 
were first analyzed using a factorial analysis of variance with three between-subject 
factors of technology (presence vs. absence), self-regulation (presence vs. absence), 
and legislation (presence vs. absence). Table 5.8 presents the results of the statistical 
analysis from the experiment (study 2).  
 
 
This analysis revealed that the main effects due to the technology (F = 4.388, p = 
0.038), self-regulation (F = 13.087, p < 0.001), legislation (F = 8.821, p = 0.003) were 
significant, thus suggesting that hypotheses C1, C2, and C3 were supported. 
Moreover, we found two significant interaction effects, one between self-regulation 
and legislation (F = 8.698, p = 0.004) and the other between technology and 
legislation (F = 6.660, p = 0.011). Figures 5.1 and 5.2 illustrate the interaction effects 
graphically.  
 
Figure 5.1 shows that the difference between the two self-regulation conditions with 
no legislation is bigger than it is with legislation. It appears, therefore, that when there 
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is no legislation in place to protect personal privacy, self-regulation has a greater 
effect on enhancing perceived control than when there is legislation in place to protect 
privacy.  The alternative interpretation is that, the self-regulation has a greater effect 
in the no legislation condition. 
Table 5.8. ANOVA Table for Perceived Control 
Dependent Variable (DV): Perceived Control 
Source (IV) Sum of Squares df 
Mean 
Square F Sig. 
Technology (TECH) 9.855 1 9.855 4.388 0.038* 
Self-regulation (SREG) 29.390 1 29.390 13.087 0.000*** 
Legislation (LAW) 19.809 1 19.809 8.821 0.003** 
TECH * SREG 0.595 1 0.595 0.265 0.607 
TECH * LAW 5.068 1 5.608 6.660 0.011* 
SREG * LAW 19.534 1 19.534 8.698 0.004** 
TECH * SREG * LAW 3.502 1 3.502 1.560 0.213 































Figure 5.1. Interaction Effect Between Self-regulation and Legislation  
 
This interaction between self-regulation and legislation was further investigated using 
t-tests. These analyses showed that in the no legislation condition, there is a 
significant difference between the two self-regulation conditions (t = 4.395, p < 
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0.001) while this difference is not significant in the legislation condition (t = 0.509, p 
= 0.612). In the no self-regulation condition, there is a significant difference between 
the two legislation conditions (t = 3.968, p < 0.001) while this difference is not 































Figure 5.2. Interaction Effect Between Technology and Legislation 
 
Figure 5.2 shows that the difference between the two technology conditions with no 
legislation is bigger than it is with legislation. It appears, therefore, that when there is 
no legislation in place to protect personal privacy, technology has a greater effect on 
enhancing perceived control than when there is legislation in place to protect privacy.  
The alternative interpretation is that, the technology has a greater effect in the no 
legislation condition.   
 
This interaction between technology and legislation was further investigated using t-
tests. These analyses showed that in the no legislation condition, there is a significant 
difference between the two technology conditions (t = 2.958, p = 0.004) while this 
difference is not significant in the legislation condition (t = 0.322, p = 0.748). In the 
no technology condition, there is a significant difference between the two legislation 
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conditions (t = 3.650, p < 0.001) while this difference is not significant in the 
technology condition (t = 0.349, p = 0.728).    
  
5.2.3. Partial Least Squares (PLS) 
Partial least squares (PLS), a second-generation causal modeling statistical technique 
developed by Wold (1982), was used to test the hypotheses C4 and C5 and to assess 
the overall model fit. PLS possesses many advantages over traditional statistical 
methods such as regression. First, it is not contingent upon data having multivariate 
normal distributions and interval scales (Fornell and Bookstein 1982). This makes 
PLS suitable for handling manipulated constructs. Second, PLS has the ability to 
simultaneously test the measurement model and the structural model. This will 
provide a more complete analysis for the inter-relationships in the model. Third, it is 
generally more appropriate for testing theories in the early stages of development 
(Fornell and Bookstein 1982). Since this study is an early attempt to advance a 
theoretical model on consumers’ privacy concerns and intention adoption toward LBS 
from the psychological control perspective, PLS is more suitable for this exploratory 
study. 
5.2.3.1.  Evaluating the Measurement Model 
The measurement model was evaluated by examining the convergent and discriminant 
validity of the research instrument. Convergent validity is the degree to which 
different attempts to measure the same construct agree (Cook and Campbell 1979). In 
PLS, three tests are used to determine the convergent validity of measured reflective 
constructs in a single instrument: reliability of questions, the composite reliability of 
constructs, and the average variance extracted by constructs. Table 5.9 presents the 
assessment of the measurement model. Reliability of these questions was assessed by 
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examining the loading of each question on the construct and the reliability score for 
all the questions exceeded the criterion of 0.707. However, other researchers have 
recommended using a loading of 0.55 to assess item reliability, which means that the 
item would explain at least 30 percent of the variance in the construct (Falk and 
Miller 1992). Given that all questions had reliability scores above 0.55, and most 
questions had reliability scores above 0.707 (see Table 5.9), the questions measuring 
each construct had adequate reliability. Composite reliabilities of constructs with 
multiple indicators exceeded Nunnally’s (1978) criterion of 0.7 while the average 
variances extracted for these constructs were all above 50 percent and the Cronbach’s 
alphas were also all higher than 0.7. These results of the convergent validity tests 
provided evidence for convergent validity of the measurement model. Discriminant 
validity is the degree to which measures of different constructs are distinct (Campbell 
and Fiske 1959). To test discriminant validity, the square root of the variance shared 
between a construct and its measures should be greater than the correlations between 
the construct and any other construct in the model. Table 5.10 reports the results of 
discriminant validity which is checked by comparing the diagonal to the non-diagonal 
elements. All items fulfilled the requirement of discriminant validity. 
5.2.3.2.  Testing the Structural Model 
With adequacy in the measurement models affirmed, the PLS structural model was 
next examined to assess their explanatory power and the significance of the 
hypothesized paths. Bootstrapping technique was applied to obtain parameter 
estimates, standard errors, and t-statistics. The explanatory power of the structural 
model was assessed based on the amount of variance in the endogenous construct 
(intention to use LBS) for which the model could account. The hypotheses C4 and C5 
were evaluated based on the size, sign, and significance of the path coefficients. Since 
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all hypotheses are unidirectional, they were tested with one-tailed t-tests at 5% 
significance level. 











Behavioral Intention (INT) 
INT1 0.868 11.11 0.958 0.955 0.884 
INT2 0.981 28.02    
INT3 0.968 22.59    
Perceived Control (PCTL) 
PCTL1 0.820 10.43 0.945 0.867 0.811 
PCTL2 0.983 25.92    
PCTL3 0.905 14.70    
PCTL4 0.886 12.18    
Privacy Concerns (PCON) 
PCON1 0.746 7.31 0.908 0.860 0.715 
PCON2 0.953 18.25    
PCON3 0.700 6.26    
PCON4 0.951 23.81    
Personal Innovativeness (INNV) 
INNV1 0.920 33.30 0.902 0.748 0.702 
INNV2 0.902 25.73    
INNV3 0.621 7.00    
INNV4 0.873 17.97    
Coupon Proneness (CPRN) 
CPRN1 0.834 25.67 0.889 0.833 0.670 
CPRN2 0.861 26.39    
CPRN3 0.895 38.93    
CPRN4 0.665 7.71    
Previous Privacy Experience (PPRE) 
PPRE1 0.867 6.74 0.872 0.780 0.696 
PPRE2 0.913 8.29    
PPRE3 0.710 4.17    
Desire for Information Control (DC) 
DC1 0.926 12.39 0.960 0.939 0.890 
DC2 0.943 9.51    
DC3 0.961 8.80    
 
Because the interaction effects were detected in the aforementioned ANOVA, the PLS 
model was estimated by including these interaction effects. The scores of the control 
assurance via legislation and self-regulation, and the scores of the control assurance 
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via legislation and technology were multiplied (Chin, Marcolin and Newsted 2003). 
The results of the multiplications were then inserted into the model as the interaction 
terms visible in Figure 5.3 (i.e., “LAW × SREG” and “LAW × TECH”).  
Table 5.10. Attributes of Constructs in Study 2 
 INT INNV CPRN PPRE DC PCTL PCON 
INT 0.94       
INNV 0.30 0.84      
CPRN 0.40 0.15 0.82     
PPRE 0.03 0.18 -0.02 0.84    
DC -0.14 0.08 -0.06 0.19 0.94   
PCTL 0.39 0.16 0.21 0.15 0.06 0.90  
PCON -0.32 0.01 -0.23 0.15 0.02 -0.53 0.85 
Note: Diagonal elements are the square root of average variance extracted (AVE), which, for 















 Note: Variance explained in bold 
             * Significant at p < 0.05, ** Significant at p < 0.01, *** Significant at p < 0.001 
             INNV = Personal Innovativeness, CPRN = Coupon Proneness   
Figure 5.3. Results of PLS Analyses in Study 2 
Table 5.11 presents the results of the structural model inclusive of all the control 
variables. Our structural model could explain 39.3 percent of the total variability of 
perceived control, 42.6 percent of privacy concerns, and 32.3 percent of the intention 
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significance of the path coefficients. All paths coefficients shown in Figure 5.3 were 
with the expected sign, and significant at the 0.05 level. The coefficient expressing the 
effect of perceived control on privacy concerns is -0.623 and significant. Hypothesis 
C4 is thus supported: when perceived control increases, privacy concerns decrease. 
The coefficient expressing the effect of privacy concerns on intention to use is -0.304 
and significant. Hypothesis C5 is also supported: when privacy concerns increase, the 
intention to use decreases.   
Table 5.11. An Assessment of the Structural Model in PLS in Study 2 
Paths Path 
Estimate 
Std Error T-value 
Theoretical Variables 
TECH Æ Perceived Control  0.181* 0.085 2.118 
SREG Æ Perceived Control  0.320*** 0.060 5.350 
LAW Æ Perceived Control  0.262*** 0.069 3.794 
LAW × TECH Æ Perceived Control  0.157* 0.079 1.989 
LAW × SREG Æ Perceived Control  0.236*** 0.061 3.882 
Perceived Control Æ Privacy Concerns -0.623*** 0.055 11.372 
Privacy Concerns Æ Intention to Use -0.304*** 0.079 3.867 
Control Variables 
Personal Innovativeness Æ Intention to Use  0.273*** 0.070 3.882 
Coupon Proneness Æ Intention to Use  0.309*** 0.083 3.709 
Mobile Application Usage Æ Intention to Use  0.010 0.078 0.128 
SMS Usage Æ Intention to Use  0.038 0.069 0.554 
Previous Privacy Experience Æ Privacy Concerns  0.113 0.096 1.408 
Desire for Information Control Æ Privacy Concerns  0.066 0.061 1.075 
Preference for Control Assurance Æ Perceived Control  0.105 0.114 0.920 
Desire for Information Control Æ Perceived Control  0.048 0.075 0.638 
* Significant at p < 0.05, ** Significant at p < 0.01, *** Significant at p < 0.001 
Among the control variables, personal innovativeness and coupon proneness 
significantly affected intention to use LBS. Prior experience of using mobile 
applications and SMS usage were shown to have no effects on intention. Previous 
privacy experience and desire for information control were shown to have no effects 
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on privacy concerns. Preference for control assurance and desire for information 
control did not have significant effects on perceived control (see Table 5.11).  
5.3. Discussions and Implications 
5.3.1. Discussion of Findings  
This study constitutes one of the first systematic empirical studies to identify the 
antecedents to privacy concerns by incorporating psychological control with privacy 
literature in LBS context, an important area that has not been comprehensively 
examined by previous privacy theorists (Margulis 2003b). Consistent with previous 
studies (Dinev and Hart 2004; Phelps et al. 2000; Sheehan and Hoy 2000), the 
evidence from this study provides empirical support that perceived control is one of 
the key factors which provides relatively higher degree of explanation for privacy 
concern. Our results provide further evidence that privacy concern is shown to have 
negative impacts on usage intention in LBS, which is consistent with study 1 and 
previous studies (Beinat 2001b; Gidari 2000; Xu and Teo 2005b). Our proposed 
model is able to explain 39.3 percent of the total variability of perceived control, 42.6 
percent of privacy concerns, and 32.3 percent of the intention to use LBS, which 
possesses enough explanatory power to make the interpretation of path coefficients 
meaningful. 
 
Furthermore, our findings help provide some initial insights into the controversial 
issues surrounding the role of technology, industry self-regulation and legislation in 
bearing the responsibility of assuring consumer privacy. In particular, our three 
proposed control assurance approaches—technology, industry self-regulation and 
legislation—are all significant and can account for 39.3 percent of the variances in 
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perceived control.  This shows that consumers did regard the availability of 
technology, self-regulation or legislation on assuring their control over personal 
information as important measures that could alleviate privacy concerns in LBS. 
Hence, it appears that the marriage of the privacy and psychological control literature 
streams should provide a rich understanding of the antecedents to privacy concerns of 
LBS consumers.  
 
We found two significant interaction effects, one between self-regulation and 
legislation and the other between technology and legislation. The first interaction 
effect shows that the self-regulation has a greater effect on enhancing perceived 
control when there is no legislation in place to regulate privacy protection and the 
legislation has a greater effect on enhancing perceived control when there is no self-
regulation in place to regulate privacy protection. Furthermore, the difference between 
the two self-regulation conditions in the no legislation condition is significant while 
this difference is not significant in the legislation condition. Similarly, the difference 
between the two legislation conditions is significant in the no self-regulation 
condition while this difference is not significant in the self-regulation condition. 
Therefore, these results suggest that, for the two regulatory approaches (i.e., self-
regulation and legislation) to ensure consumers’ proxy control, one could substitute 
for the other to some extent. This finding sheds some light on the conflicts between 
the U.S. and the EU’s differing approaches to regulating privacy—the self-regulatory 
approach versus the comprehensive legislative approach. In the US, self-regulation, 
particularly in the direct marketing industry and in the e-commerce context, is used as 
a mean to preempt the need for legislation, which can be more constraining to 
industry participants. On the opposite side of the spectrum the EU takes a stronger 
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approach that relies on government enforcement of mandatory legal rules to ensure 
adequate privacy protection of customers’ information. Our finding adds to the self-
regulation versus legislation debate by suggesting that having high degree of self-
regulation nullifies the need for legislation, while having high degree of legislation 
nullifies the need for self-regulation. 
 
Besides the aforementioned interaction effect between legislation and self-regulation, 
the relationship between legislation and technological solutions shares the similar 
interaction pattern. The results show that the legislation has a greater effect on 
enhancing perceived control when there is no technological solution provided to 
mobile consumers and the technological solution has a greater effect on enhancing 
perceived control when there is no legislation in place to regulate privacy protection. 
Furthermore, the difference between the two technology conditions in the no 
legislation condition is significant while this difference is not significant in the 
legislation condition. Similarly, the difference between the two legislation conditions 
is significant in the no technology condition while this difference is not significant in 
the technology condition. These results suggest that, for the two types of control 
assurance, i.e., personal control via technology and proxy control via legislation, one 
could substitute for the other to some extent. 
 
When examining the main effects of our hypothesized relationship between the three 
approaches of control assurance and perceived control, they were all shown to be 
significant. Among the three approaches of control assurance that were hypothesized 
to enhance consumers’ control perception, self-regulation had the strongest positive 
effect on perceived control (b = 0.320) compared to legislation (b = 0.262) and 
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technological solution (b = 0.181). Surprisingly, consumers perceive a relatively 
lower level of control perception when they themselves act as the control agent to 
exercise direct personal control via technology. A plausible explanation for this 
finding could be that the control assurance approach via technology does not involve 
a third party for reassuring that the service provider’s policy complies with certain 
accepted and required standards, which is what the privacy seal program and 
government legislator do. Hence, mobile consumers expect self-regulation and 
legislation to play a more active role in assuring their control over personal 
information, which is contrary to Xu and Teo (2004)’s finding that mobile consumers 
perceive a higher level of perceived control when they themselves act as the control 
agent to exercise direct personal control compared to when the third party and 
government legislator acts as the proxy agent to exercise proxy control.  
 
A plausible explanation for this inconsistency could be due to the subject differences. 
In Xu and Teo (2004), undergraduate students were recruited as the experimental 
subjects, representing the group of younger individuals who are more innovative and 
among the most avid users of mobile technologies (Pedersen 2005). Hence, for such 
group of younger individuals, they might be more likely to prefer exercising personal 
direct control via technology in their own hands than the working adults did. Hence, it 
is not surprising that, when the working adults were recruited as the subjects in this 
study, they were less likely to prefer exercising personal direct control via technology 
than the student subjects did.  
 
Examining control variables in the structural model also offers some insight into the 
factors affecting consumers’ privacy concerns and usage intentions toward LBS. 
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Personal innovativeness has been found significant in influencing behavioral intention 
in all the three studies. As suggested by others (e.g., Agarwal and Prasad 1998), the 
finding indicates that innovators are likely to pay more attention to LBS than the 
majority and laggards do. Opportunities exist to further explore the role of personal 
innovativeness in predicting adoption intention in LBS. Coupon proneness has been 
found significant in influencing usage intention. It seems that people who enjoy 
collecting coupons via traditional channels (e.g., from newspaper and magazines or 
from Internet) might be more likely to adopt the M-Coupon service. Hence, to 
effectively promote M-Coupon service, it is necessary to integrate the wireless 
channel with other coupon dissemination channels (e.g., mass media and Internet).    
 
5.3.2. Limitations and Future Research 
Although the data generally supports the proposed model, we need to mention some 
characteristics of our study that may limit the ability to generalize from these results. 
First, the subjects were recruited from a number of relevant forums or topics on three 
major web portals in Singapore. Thus our sample comprised only a sub-population of 
potential mobile consumers, i.e., those mobile users who were also interested in 
participating the online forums or topics discussing mobile handsets and mobile 
applications. This limitation (a truncated population sample) might have inflated the 
power of the path from technology to perceived control in the model compared to the 
generalized (nontruncated) population. While it is possible that our subjects may be 
the most avid users of mobile technologies and more likely to prefer exercising direct 
control via technological solution in their own hands than the generalized population 
do, we believe that this concern is somewhat mitigated in our study because our 
findings show that the technological solution has the relatively weaker effects on 
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enhancing subjects’ control perceptions. Moreover, we believe that in the initial 
diffusion stage of L-Commerce, such a segment of mobile consumers would be the 
pioneer users of LBS whom the service providers target with. Further research using 
our method should be conducted among different groups of constituents with different 
demographics on the mobile market. 
 
Second, the relationships between privacy concerns and intention are likely more 
complex than suggested by the current research model. There are other aspects such 
as fairness, technology acceptance, and trust that may affect privacy concerns and 
adoption intention as suggested by prior literature (Gefen et al. 2003; Zweig and 
Webster 2003), which could also be examined in future research.  
 
Third, other than treating personal innovativeness as the control variable for intention, 
it is likely that innovativeness may moderate the relationship between privacy 
concerns and adoption intention. Opportunities exist to explore this moderating 
relationship and other personality variables (Zweig and Webster 2003) as moderators 
of intention. Additionally, further investigation could be directed to explore whether 
the Locus of Control (LOC)48 construct could moderate the relationship between the 
control assurance approaches and perceived control (Xu and Teo 2005a).  
 
Fourth, actual adoption behavior was not measured, rather, we assumed, based on a 
significant body of prior work in IS (Taylor and Todd 1995), organizational behavior 
                                                 
48 The locus of control (LOC) construct derived from social learning theory (Rotter 1954), which refers 
to the extent to which people believes that they have the ability to affect outcomes through their own 
actions (Rotter 1966). Locus, the Latin word for “place”, was dichotomized by Rotter into internal and 
external. People with an internal LOC orientation typically perceive themselves to have control over 
their future and believe that their actions produce predicable outcomes. In contrast, an external LOC 
orientation signifies a belief that the outcomes are the result of other powerful people’s behavior or, 
perhaps, random occurrences, not influences by anything other than fate, luck, or chance. 
 166
(Venkatesh and Speier 1999) and psychology (Sheppard et al. 1988), that intention is 
a good predictor of actual behavior.  However, some researchers (Straub et al. 1995) 
have expressed concerns about the predictive ability of intention for actual behavior.  
Therefore, future research could examine the findings of this study in a context where 
adoption can be measured for added validation of the model.  However, to the extent 
that L-Commerce is still in an early stage of diffusion, examining adoption intention 
instead of actual behavior is appropriate and could potentially yield more meaningful 
and fruitful lessons for privacy advocates, government, consumers and providers of 
LBS alike. 
 
Fifth, this study was conducted in Singapore, which has a strong reputation for 
rigorous enforcement of regulations and laws (Harding 2001) and therefore, the 
subjects may be biased in their behavior with respect to the use of legislation and self-
regulation in protecting privacy concerns.  Moreover, some scholars have also 
suggested that privacy attitudes may be culturally dependent (e.g., Milberg et al. 
2000).  Hence, care must be taken when generalizing these findings to consumers in 
other social, economic, and cultural environments, and future research should attempt 
to replicate this study in other countries, especially those in North America and in 
Europe.  
 
Finally, the scenario used in the study represents an over-simplification of LBS, 
which may limit the generalizability of our findings. Future work could also be 
directed to look into the applicability of our findings to different L-Commerce 
applications. The challenge is to continue improving the experiment design which 
could be a scenario where consumers are on the real move. Field research along the 
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directions of this study could certainly contribute significantly toward fostering the 
acceptance of LBS. 
 
5.3.3. Implications for Theory and Practice 
Through an experimental approach, the investigation of individual’s privacy concern 
and usage intention issues in L-Commerce reported here represents a first attempt at 
identifying the antecedent to privacy concerns by incorporating psychological control 
with privacy literature in LBS context.  In so doing this work advances the 
information privacy research by demonstrating that the construct of perceived control 
is one key factor which provides relatively higher degree of explanation for privacy 
concern. The application of the perceived control framework has fruitful means to 
explore how to ensure consumers’ control over their personal information. Through 
the causal modeling of antecedents affecting adoption intentions, our findings provide 
preliminary theoretical and empirical insights into the dynamic structural relationships 
of these factors in the new context of L-Commerce.  This study also sheds light on the 
complementary or substituted roles that service providers, wireless device 
manufacturers, industry self-regulators, and the government can play in encouraging 
wider acceptance of L-Commerce.  
 
Several theoretical and practical implications follow from our findings.  For 
researchers, our study highlights the import role of perceived control in alleviating 
consumers’ privacy concerns in the L-Commerce context. Given that consumer 
privacy continues to be eroded as a result of technology innovations, and that there is 
sufficient evidence from this study regarding the role of privacy concerns in the 
evaluation and adoption of L-Commerce, IS researchers need to pay attention to the 
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psychological control theories when modeling their adoption models involved with 
the placement of the privacy concern construct.   
 
Responding to the call of “No L-Commerce without L-Privacy”, our findings shed 
some light on the controversial issues surrounding the role of technology versus 
industry self-regulation versus government legislation in ensuring consumer privacy.  
Particularly, the modeling of three control assurance approaches allows the focus of 
attention to shift from a general discussion of the potential privacy invasion inherent 
in L-Commerce to a more granular level of analysis on how to effectively enhance 
consumers’ perceived control over their personal information in and after LBS 
transaction. Our initial finding that technology, self-regulation and legislation have 
differential efficacy for enhancing consumers’ control perceptions suggests the need 
for future studies to understand these effects more fully. 
 
Several practical recommendations to the various players in the LBS landscape—
service providers, privacy advocates, industry self-regulators, and government 
legislators—are fueled by the results of this study. This study confirmed that 
consumer privacy concern is a very important factor in the interaction of the 
consumer with a LBS provider. It further showed that perceived control is a key factor 
providing relatively high degree of explanation for privacy concern. Thus, it is 
important for practitioners to realize that, finding ways to increase mobile consumers’ 
control over their personal information disclosed for using LBS is very important. In 
this aspect, this study provided some insights on the different approaches that could 
be used to enhance consumers’ perceived control over their personal information.  
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While the presence of three approaches of privacy control assurance had an overall 
effect, this study showed that implementing more control assurance approaches to 
ensure consumers’ control does not necessarily lead to higher level of consumer 
control perception. In particular, the addition of one approach for ensuring proxy 
control (e.g., legislation) to an environment that already had implemented the other 
approach  for ensuring proxy control (e.g., self-regulation) did not significantly 
improve consumers’ perception regarding their control over personal information. It 
follows that, for the two approaches to ensure consumers’ proxy control, 
implementing one of them seems adequate to install consumers’ confidence on 
controlling their personal information in LBS. Given that self-regulation had the 
stronger positive effect on perceived control compared to legislation, the results of 
this study lead to the recommendation that, for those countries in which there are no 
relevant privacy laws, government policymakers could push for the implementation of 
self-regulation over the enaction of law because legislation is usually more expensive 
to institute (Bakos and Dellarocas 2002). In doing so, the LBS market will enjoy a 
greater freedom of information management and meanwhile, consumers are 
empowered and forced to make responsible decisions as to how much personal 
information should be exchanged for what in return. Conversely, if the government 
policymakers push the enaction of law over the implementation of self-regulation, 
LBS providers and consumers will have little freedom to interact on the matter of 
privacy in that both parties will underlie a strict normative framework that tightly 
controls their actions.  
 
Our findings further suggest that, regarding the legislative approach of control 
assurance and the technology-based approach of control assurance, one could 
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substitute for the other to some extent. The results seem to suggest that privacy 
advocates and government legislators need not tar privacy issues in LBS with a broad 
brush. Although privacy protection is a fundamental concern which must be 
addressed, “one size fits all” regulations on privacy via legislation are ill equipped to 
quickly or accurately accommodate the interests of each individual or broad group of 
users in the LBS industry. Hence, technology-based approach for ensuring personal 
direct control might become a substitute for the legislative approach to some extent. 
Furthermore, there is need for sensitivity to the diversity of interests behind the free 
flow of information that promotes a dynamic marketplace, and provides substantial 
benefits for individual consumers and society as a whole. With the rapid advancement 
of positioning technology and social conditions, a dynamic approach that assures 
control over personal information via technological solutions in hands of LBS 
consumers seems more attractive because they are suited for ensuring that each 
individual is able to choose the level of privacy that he or she desires. Therefore, it is 
very important for LBS providers and mobile device manufacturers to develop 
improved mobile applications with user-friendly interfaces for specifying privacy 
preferences to enhance consumers’ control over their personal information. We may 
conclude that with minimum protections via relevant privacy legislation in place, the 
technology-based assurance of control over personal information would be more 
flexible to respond to consumer desires and marketplace conditions.  
 
Overall, this exploratory study examines the critical privacy issues in the L-
Commerce context using an experimental approach. Through the causal modeling of 
the antecedents affecting usage intentions in LBS, our findings provide preliminary 
empirical support to understand the privacy issues from a psychological control 
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perspective. This study has also shed some light on the controversial issues 
surrounding the role of technology, industry self-regulation and legislation in bearing 
the responsibility of assuring consumer privacy. We believe that, using the 
groundwork laid down in this study, future research along these directions could 








Study 3: Predicting the Adoption of Location-Based 
Services: The Roles of Trust and Privacy Risk 
 
The results from study two seem to suggest that certain market-driven mechanisms 
such as industry self-regulation and technological solutions are increasingly perceived 
as viable substitutes for legal mechanisms to some extent in the L-Commerce context. 
Subsequently, study three focuses on examining the importance of certain market-
driven and technology-driven approaches in building consumers’ trust and reducing 
their privacy risk perceptions in the L-Commerce context. Chapter 6 presents the 
research methodology, data analysis strategy, results of the analysis, and discussion 
for Study 3 which draws on the social contract theory and privacy literature to predict 
consumers’ trust beliefs, privacy risk perceptions, and usage intentions toward LBS.  
 
6.1. Research Method 
An online field experiment is conducted because it allows the testing of causal 
relationships between manipulated and theoretical constructs with minimal 
interference from extraneous variables. A 2×2×2 factorial experiment design was 
employed. Similar to study 2, one specific push-based LBS application—the Mobile 
Coupon (M-Coupon) service is utilized as the scenario in this study because push-
based LBS are more controversial in terms of consumers’ concerns about privacy and 
authentication. Similar to study 1 and study 2, LBS in the experiment were 
operationalized as services offered to mobile phone users via SMS based on the “Cell-




6.1.1. Operationalization of Constructs 
In this study, most of the measurement scales used to operationalize the constructs 
were adapted from scales used in prior studies to fit the LBS context. All of the 
constructs are operationalized directly as reflective constructs. The detailed 
operationalization is discussed in the following sub-sections.  
6.1.1.1.  Trust Belief 
The items measuring trust belief were based on the prior work of Jarvenpaa et 
al.(2000) and Mcknight et al. (2002) in the context of e-commerce. These items were 
composed to reflect general beliefs of consumers in the LBS provider’s competence, 
benevolence, and integrity. The items were anchored on a seven-point scale from 
“strong disagree” (1) to “strongly agree” (7) (see Table 6.1).  
Table 6.1. Operationalization of Trust Belief (Source: Jarvenpaa et al. 2000; McKnight et al. 2002) 
TR1 The service provider is competent and effective in providing M-Coupon 
service.  
TR2 The service provider cares about its users.  
TR3 The service provider is in general reliable. 
TR4 The service provider is in general trustworthy. 
6.1.1.2.  Perceived Privacy Risk 
Drawing on Smith et al. (1996), we operationalized perceived privacy risk as a 
reflective construct encompassing four areas of consumers’ risk concerns about 
information privacy: collection of personal information, unauthorized secondary use 
of personal information, errors in personal information, and improper access to 
personal information (see Table 6.2).  Perceived privacy risk, in this study, was 
adapted based on the item wordings from Jarvenpaa et al. (2000) and Pavlou and 
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Gefen (2004). These items measured the consumers’ risk perceptions of providing 
personal information to the LBS provider and all items were anchored on a seven-
point scale from “strong disagree” (1) to “strongly agree” (7). 
Table 6.2. Operationalization of Perceived Privacy Risk (Source: Jarvenpaa et al. 2000; Malhotra et 
al. 2004) 
RISK1 There would be too much uncertainty associated with giving my personal 
information to Company A. 
RISK2 Providing Company A with my personal information would involve many 
unexpected problems.  
RISK3 It would be risky to disclose my personal information to Company A.  
RISK4 There would be high potential for loss with disclosing my personal 
information to Company A. 
6.1.1.3.  Behavioral Intention  
Based on Ajzen and Fishbein (1980) and Venkatesh et al.(2003), intention to use LBS 
was modeled as a reflective construct and measured by asking respondents to indicate 
the likelihood to disclose personal information for the purpose of using the particular 
type of LBS.  All items were anchored on a seven-point scale from “strong disagree” 
(1) to “strongly agree” (7) (see Table 6.3).  
Table 6.3. Operationalization of Intention to Use LBS (Source: Venkatesh et al. 2003) 
INT1 I am very likely to disclose my personal information to use this type of 
LBS. 
INT2 I predict I would provide my personal information to the service provider to 
use this type of LBS. 
INT3 I intend to disclose my personal information to use this type of LBS. 
6.1.1.4.  Control Variables 
Our experiment could be affected by the characteristics of the subjects. Hence, 
individual differences, including disposition to trust, risk propensity, personal 
innovativeness, coupon proneness, previous privacy experience, prior experience with 
 175
mobile applications, and SMS usage were controlled for by randomly assigning 
subjects to different treatment groups. Table 6.4 presents the questions used for 
measuring each control variable. 
Table 6.4. Control Variables in Study 3 
Disposition to Trust (McKnight et al. 2002) 
DOT1 Most of the time, people care enough to try to be helpful, rather than just looking out for 
themselves. 
DOT2 Most people are honest in their dealings with others. 
DOT3 Most professionals are very knowledgeable in their chosen field. 
DOT4 I usually trust people until they give me a reason not to trust them. 
Risk Propensity (Childers 1986; Donthu and Gilliland 1996) 
RP1 I would rather be safe than sorry. 
RP2 I am cautious in trying new/different products. 
RP3 I avoid risky things. 
Previous Privacy Experience (Smith et al. 1996) 
PPRE1 How often have you personally experienced incidents whereby your personal information was 
used by some company or e-commerce web site without your authorization? 
PPRE2 How often have you personally been victim of what you felt was an improper invasion of 
privacy? 
PPRE3 How much have you heard or read during the last year about the use and potential misuse of 
computerized information about consumers? 
Coupon Proneness (Lichtenstein et al. 1990) 
CPRN1 I enjoy collecting coupons. 
CPRN2 Beyond the money I save, redeeming coupons gives me a sense of joy. 
CPRN3 I enjoy using coupons, regardless of the amount I save by doing so. 
CPRN4 I am more likely to buy brands for which I have a coupon. 
Personal Innovativeness (Agarwal and Prasad 1998) 
INNV1 If I heard about a new information technology, I would look for ways to experiment with it. 
INNV2 Among my peers, I am usually the first to try out new information technologies. 
INNV3 In general, I am hesitant to try out new information technologies. 
INNV4 I like to experiment with new information technologies. 
Prior Experience of Using Mobile Applications 
PEXP Please indicate the number of times in the past year you use mobile applications: __. 
(1—Never; 2—Below 10 times; 3—10 to 29 times; 4—30 to 49 times; 5—50 times above) 
For example,  
o MMS (Multimedia Messaging Services);  
o downloading ring tones, logos, icons, greetings, pictures, and screensavers; 
o participating in donations;  
o checking information (clubbing, food, shopping, movies, horoscopes, travel, and et al.);  
o news / information alert (business and finance, stocks, technology, sports and the 
entertainment scenes);  
o download / play games;  
o participating contest. 
SMS Usage 
SMSU Please indicate your average monthly SMS usage: ___.  
      (1 – Below 10 messages; 2 – 10 to 50 messages; 3 – 51 to 99 messages;       
      4 – 100 to 300 messages; 5 – More than 300 messages) 
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Disposition to trust was measured by four questions taken from McKnight et al. 
(2002). Risk propensity was measured by three questions adapted from Childers 
(1986) and Donthu and Gilliland (1996). Previous privacy experience was measured 
by three questions adapted from Smith et al.(1996). Personal innovativeness was 
assessed by four questions taken from Agarwal and Prasad (1998), and Coupon 
proneness was measured by four questions taken from Lichtenstein, Netemeyer, and 
Burton (1990). Prior experience of using mobile applications was measured by asking 
subjects to indicate the number of times in the past year they have used a mobile 
application, and SMS usage was measured by asking subjects to indicate their average 
monthly SMS usage.  
 
6.1.2. The Pilot Test 
Prior to conducting the experiment, several pilot tests were conducted to test the 
experiment system and valid the questionnaire. First, two IS faculty members 
critically evaluated the instrument in terms of item specificity, questionnaire 
organization, and clarity of construction. Then a pilot test involving 24 IS 
postgraduate students was conducted using the improved questionnaire, three for each 
experimental treatment. The main objectives were to test the workings of the 
experimental system, assess the clarity and conciseness of the experimental 
instructions and questions, and to gauge the duration of the experiments. After the 
pilot test, we received feedback from the participants regarding the experiment. We 
made several changes to the wordings of the instructions based on the feedback given, 
and re-organized the layout of the questions to shorten the length of the questionnaire.   
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6.1.3. The Experiment Details 
6.1.3.1.  Design and Manipulation 
We used a 2 (with/without third party privacy seal) × 2 (with/without P3P 
compliance) × 2 (with/without device-based privacy enhancing features) factorial 
experiment design. We varied the service providers’ privacy-/trust-related 
interventions—third party privacy seal, P3P compliance, and device-based privacy 
enhancing features  corresponding to the hypotheses T1 to T6, to construct multiple 
experiment scenarios. First, third party privacy seal was manipulated by providing a 
TRUSTe seal and a URL linked to Company A’s privacy policy on the service 
provider’s Web site (see Appendix P). Additionally, a brief introduction explaining 
TRUSTe’s mission was provided in the privacy policy. Second, service provider’s 
P3P compliance was manipulated by asking the subjects to install a particular P3P 
user agent tool (i.e., AT&T privacy bird) to convey the fact that the Company A has 
complied with P3P policy for its information practices. Additionally, an introduction 
explaining the purpose of using a P3P user agent and how to use the AT&T Privacy 
Bird to evaluate whether a site’s privacy policy matched their personal privacy 
preferences were provided to those subjects belonging to the P3P compliance 
treatment group when they downloaded and installed the user agent tool (see 
Appendix Q). Finally, device-based privacy enhancing feature was manipulated by 
introducing a mobile device with an interactive graphical user interface (see Appendix 
R) for turning on/off the subscribed LBS anytime when the user wants to.  
 
Our Web-based experiment system employs the client-side Javascript embedded into 
the HTML pages. The Javascript codes are programmed to ensure that each subject 
had viewed the treatment conditions before they are allowed to proceed, and ensure 
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that the subjects had answered all the questions before leaving the experiment. These 
features allow us to be certain that the subjects had read the scenarios completely 
before they gave their responses to those questions asking about perceived control, 
privacy concerns and intention to use LBS.  
 
6.1.3.2.     Subjects 
A total of 163 responses were obtained among mobile phone users in Singapore. We 
recruited the experiment subjects by posting announcements to a number of relevant 
forums or topics discussing mobile handsets and mobile applications on the major and 
reputable web portals in Singapore. These forums included Yahoo! Singapore 
Message Boards 49 , Hardwarezone Forum 50 , Can.com.sg Forum 51 . Our postings 
explained who we were and what we were trying to do (i.e., the purpose of this study) 
and invited subjects’ participation. The respondents were asked to click on the URL 
link provided in the posted message, which linked to the online experiment. A lottery 
with three prizes was included as incentive to participate in the experiment. These 
prizes included a 40G MP3 Player from a well-known brand, a speaker from a global 
brand, and a cash prize52. The invitees were assured that the results would be reported 
only in aggregate and that their anonymity would be assured. Specific demographic 








52 These three prizes included an iPod 40G MP3 Player worth of S$750, a JBL Creature Speaker worth of S$200, 
and a cash prize including S$100.  
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Table 6.5. Respondent Profile (n = 163) in Study 3 



































Mobile Phone Ownership Less than12 months 
12 months to 24 months 
25 months to 36 months 





Monthly SMS Usage Below 50 messages 
51 to 99 messages 
100 to 300 messages 





Mobile Application Usage 
for the past 6 months 
Never 
Below 10 times 
10  to 29 times 
30  to 49  times 






Internet Usage  One time each week 
Several times each week 
Once per day 





Online Shopping for the 
past one year 
Never 
Below 10 times 
10  to 29 times 
30  to 49  times 






TRUSTe No Yes 
Cookie No Yes 
SSL No Yes 
Prior Privacy-related 
Knowledge (Have you ever 
heard about these terms before?) 












6.1.3.3.     Procedure and Task 
At the start of each experimental session, the subjects were told that all the 
instructions were provided online and that they should read the instructions carefully 
and complete the experiment independently. After logging into our Web-based 
experiment system, all subjects began the experiment by answering a pre-session 
questionnaire about their personal information as a form of control check. Next, as 
commonly used in marketing experiments that investigate consumers’ behavior, a 
cover story was provided to all the subjects. They were told that one specific LBS 
application—Mobile Coupon (M-Coupon) service provided by Company A would be 
soon introduced in the Singapore market, and their feedback would be very important 
for the evaluation of such service. Appendix S shows the screenshot of the web pages 
introducing the general information about M-Coupon service and its service provider 
(i.e., Company A), which are the pages participants see in all experimental 
manipulations. 
 
Next, the subjects were randomly distributed one of the eight treatment scenarios. Our 
Web-based experiment system generated the vignette randomly so that each 
respondent has an equal and independent chance of being put into any of the eight 
scenarios. The subjects were asked to assume the role of a potential LBS user and 
were presented with the introduction of the M-Coupon service that was described in 
the form of a real company web site to ensure realism (See Appendix T). The subjects 
were then asked to visit the Website of M-Coupon service and other relevant 
information. The experimental system logged the accesses made by the subjects to all 
the URLs to ensure that the subjects had actually read the manipulated condition. 
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Next, the subjects were asked to complete a post-session questionnaire regarding trust 
belief, perceived privacy risk, and behavioral intention in each specific scenario.  
 
A copy of the questionnaire used in Study 3 is attached in Appendix U. The average 
completion time of the experiment was about 39 minutes. Using the personal details, 
we ensured that the respondents who had participated in our previous study were not 
included in this study. To ensure that participants followed the instructions, 
manipulation checks were included at the end part of post-session questionnaire.   
 
6.2. Data Analysis and Results 
6.2.1. Control and Manipulation Checks 
Control checks were performed with regard to disposition to trust, risk propensity, 
personal innovativeness, and coupon proneness. A multivariate analysis of variance 
(MANOVA) test was performed to confirm that the random assignment of subjects to 
the eight experimental conditions was successful. There were no significant 
differences among the eight experimental conditions in terms of prior privacy-related 
knowledge (F = 0.356, p = ns), disposition to trust (F = 0.483, p = ns), risk propensity (F 
= 0.601, p = ns), personal innovativeness (F = 1.334, p = ns), and coupon proneness (F = 
0.208, p = ns).  
 
To ensure that study participants attended to their assigned privacy intervention 
conditions, manipulation checks were included in the post-session questionnaire. The 
manipulations on device-based privacy enhancing features, third party seal, and P3P 
compliance were checked against true/false questions.  Specifically, for the device-
based privacy enhancing features treatment group, the subjects were asked whether 
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they could use a software tool installed on the mobile phone to turn off the subscribed 
M-Coupon service anytime when they want to. For the third party privacy seal 
treatment group, the subjects were asked whether there was TRUSTe logo on 
Company A’s privacy statement and whether they read the privacy statement. For the 
P3P compliance treatment group, the subjects were asked whether Company A’s 
information practices complied with P3P policy and whether they could use a 
software tool to evaluate whether Company A’s privacy policy match their personal 
privacy preferences when they were subscribing to M-Coupon service. Subjects who 
did not correctly answer above questions were dropped from the subsequent analyses. 
This resulted in 163 valid data sets (see Table 6.6). 
Table 6.6. Subjects in Study 3 
Scenario Device-Based Privacy Enhancing Features  TRUSTe Seal P3P Compliance Subjects 
1 Presence Presence Presence 21 
2 Presence Absence Presence 21 
3 Presence Presence Absence 20 
4 Presence Absence Absence 20 
5 Absence Presence Presence 20 
6 Absence Absence Presence 21 
7 Absence Presence Absence 20 
8 Absence Absence Absence 20 
 
6.2.2. Data Analysis Strategy 
Partial least squares (PLS), a second-generation causal modeling statistical technique 
developed by Wold (1982), was used for data analysis. PLS possesses many 
advantages over traditional statistical methods such as factor analysis, ANOVA and 
regression. First, it is not contingent upon data having multivariate normal 
distributions and interval scales (Fornell and Bookstein 1982). This makes PLS 
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suitable for handling manipulated constructs. Second, PLS has the ability to 
simultaneously test the measurement model and the structural model. This will 
provide a more complete analysis for the inter-relationships in the model. Third, it is 
generally more appropriate for testing theories in the early stages of development 
(Fornell and Bookstein 1982). Since this study is an early attempt to advance a trust-
risk model in the new context of L-Commerce, PLS is more suitable for this 
exploratory study. 
6.2.2.1.     Evaluating the Measurement Model 
The measurement model was evaluated by examining the convergent and discriminant 
validity of the research instrument for those constructs modeled with reflective 
indicators. Convergent validity is the degree to which different attempts to measure 
the same construct agree (Cook and Campbell 1979). In PLS, three tests are used to 
determine the convergent validity of measured reflective constructs in a single 
instrument: reliability of questions, the composite reliability of constructs, and the 
average variance extracted by constructs. Table 6.8 presents the assessment of the 
measurement model. Reliability of these questions was assessed by examining the 
loading of each question on the construct and the reliability score for all the questions 
exceeded the criterion of 0.707. However, a reliability score of at least 0.5 might be 
acceptable if some other questions measuring the same construct had high reliability 
scores (Chin 1998b). Given that all questions had reliability scores above 0.5, and 
most questions had reliability scores above 0.707 (see Table 6.8), the questions 
measuring each construct had adequate reliability. Composite reliabilities of 
constructs with multiple indicators exceeded Nunnally’s (1978) criterion of 0.7 while 
the average variances extracted for these constructs were all above 50 percent and the 
Cronbach’s alphas were also all higher than 0.7. These results of the convergent 
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validity tests provided evidence for convergent validity of the measurement model. 
Discriminant validity is the degree to which measures of different constructs are 
distinct (Campbell and Fiske 1959). To test discriminant validity, the square root of 
the variance shared between a construct and its measures should be greater than the 
correlations between the construct and any other construct in the model. Table 6.7 
reports the results of discriminant validity which is checked by comparing the 
diagonal to the non-diagonal elements. All items fulfilled the requirement of 
discriminant validity. 
Table 6.7. Attributes of Constructs when Modeled as Reflective in Study 3 
 INT TRUST RISK DOT RP PPRV CPRN INNV 
INT 0.956        
TRUST 0.478 0.873       
RISK -0.592 -0.310 0.852      
DOT 0.161 0.311 -0.057 0.783     
RP -0.232 -0.061 0.185 -0.077 0.832    
PPRV 0.038 0.003 0.206 -0.132 -0.059 0.836   
CPRN 0.361 0.329 -0.361 0.187 -0.096 0.009 0.795  
INNV 0.270 0.258 0.095 0.300 -0.179 -0.013 0.168 0.818 
Note: Diagonal elements are the square root of average variance extracted (AVE), which, for 
discriminant validity, should be larger than interconstruct correlations (off-diagonal elements). 
6.2.2.2. Testing the Structural Model 
After establishing the validity of the measures, we tested the structural paths in the 
research model using PLS.  Hypothesis tests were conducted by examining the sign 
and significance of the path coefficients. A bootstrapping technique was applied to 
estimate the significance of the path coefficients and the weights of the dimensions of 
the constructs.  Since PLS does not generate any overall goodness of fit indices, 
predictive validity is assessed primarily through an examination of the explanatory 
power and the significance of the hypothesized paths.  The explanatory power of the 
structural model is assessed based on the amount of variance explained in the 
endogenous construct (intention to use LBS).  All statistical tests were conducted at a 
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five-percent level of significance using one-tailed t-tests because our hypotheses are 
directional in nature.  











Intention to Use (INT) 
INT1 0.934 58.53 0.970 0.952 0.914 
INT2 0.966 61.55    
INT3 0.968 67.35    
Trust Belief (TR) 
TR1 0.735 11.59 0.927 0.894 0.762 
TR2 0.890 36.12    
TR3 0.930 72.01    
TR4 0.922 61.05    
Perceived Privacy Risk (RISK) 
RISK1 0.814 9.94 0.913 0.882 0.725 
RISK2 0.884 13.07    
RISK3 0.885 15.98    
RISK4 0.821 12.05    
Disposition to Trust (DOT) 
DOT1 0.777 8.79 0.863 0.804 0.613 
DOT2 0.879 18.90    
DOT3 0.782 9.71    
DOT4 0.680 5.97    
Risk Propensity (RP) 
RP1 0.820 13.11 0.871 0.783 0.693 
RP2 0.827 10.16    
RP3 0.850 9.10    
Previous Privacy Experience (PPRE) 
PPRE1 0.842 3.11 0.874 0.791 0.700 
PPRE2 0.908 3.88    
PPRE3 0.752 2.30    
Coupon Proneness (CPRN) 
CPRN1 0.782 17.93 0.872 0.818 0.633 
CPRN2 0.866 31.21    
CPRN3 0.835 23.94    
CPRN4 0.687 9.40    
Personal Innovativeness (INNV) 
INNV1 0.905 9.68 0.888 0.819 0.669 
INNV2 0.855 15.13    
INNV3 0.600 4.95    
INNV4 0.876 12.37    
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Figure 6.1 depicts the structural model inclusive of all the significant control 
variables. Our structural model could explain 17.6 percent of the total variability of 
trust belief, 28.5 percent of perceived privacy risk, and 49.8 percent of the behavioral 
intention. The hypotheses were evaluated according to the size, sign, and significance 
of the path coefficients. All paths coefficients shown in Figure 6.1 except the one 
from P3P compliance to trust belief were with the expected sign, and significant at the 
0.05 level. Therefore, all the hypotheses except T4 were supported. The coefficient 
expressing the effect of P3P compliance on Perceived privacy risk was not significant. 
See Table 6.9 for a summary of the hypothesis tests.  
 
Among the control variables, disposition to trust had a significant effect on trust 
belief, and risk propensity significantly affected perceived privacy risk. Coupon 
proneness and personal innovativeness were shown to have significant effects on 
behavioral intention. Prior experience of using mobile applications and SMS usage 
were shown to have no effects on behavioral intention. Previous privacy experience 













Note: Variance explained in bold,  * Significant at p < 0.05 
            DOT = Disposition to Trust, RP = Risk Propensity,  
            INNV = Personal Innovativeness, CPRN = Coupon Proneness 






























Table 6.9. An Assessment of the Structural Model in PLS in Study 3 
Paths Path Estimate T-value 
Theoretical Variables 
Third Party Seal Æ Trust Belief   0.172* 2.527 
Third Party Seal Æ Perceived Privacy Risk  -0.391* 5.380 
P3P Compliance Æ Trust Belief  0.137* 2.123 
P3P Compliance Æ Perceived Privacy Risk             -0.049 0.728 
Device Æ Trust Belief  0.111* 1.716 
Device Æ Perceived Privacy Risk -0.104* 1.692 
Trust Belief Æ Perceived Privacy Risk -0.147* 2.545 
Trust Belief Æ Behavioral Intention 0.271* 3.963 
Perceived Privacy Risk Æ Behavioral Intention -0.402* 5.987 
Control Variables 
Disposition to Trust Æ Trust Belief 0.293* 3.827 
Risk Propensity Æ Perceived Privacy Risk 0.227* 3.098 
Previous Privacy Experience Æ Perceived Privacy Risk             0.034 0.961 
Coupon Proneness Æ Behavioral Intention  0.151* 2.671 
Personal Innovativeness Æ Behavioral Intention 0.141* 2.505 
Mobile Application Usage Æ Behavioral Intention             0.018 0.639 
SMS Usage Æ Behavioral Intention             0.015 0.269 
* Significant at p < 0.05 
6.3. Discussions and Implications 
6.3.1. Discussion of Findings  
This study began with the premise that lack of consumer trust in customer-centric 
enterprises is a critical barrier that hinders the efforts of these enterprises to collect 
personal information from consumers for the purpose of providing their services. Yet, 
current studies on trust in e-commerce have frequently overlooked the explicit 
involvement of privacy (Davison et al. 2003). This study developed and empirically 
tested a model to investigate the roles of trust belief and privacy risk belief in the LBS 
usage adoption by integrating the rich literature on trust into the theories of consumer 
privacy. Consistent with previous trust-risk studies on e-commerce (e.g., Gefen 2002; 
Jarvenpaa et al. 2000; Pavlou and Gefen 2004), the present study shows that 
consumers’ trust beliefs could help mitigate their privacy risk perceptions and 
increase their intentions to disclose personal information for using LBS.   
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Additionally, this study draws on the initial trust theories (e.g., McKnight and 
Chervany 2002) to identify, conceptually propose, and empirically examine the 
effects of the service provider’s interventions on building consumer trust and 
mitigating privacy risk perceptions. The results show that the service provider’s 
interventions including joining third party privacy seal program, and introducing 
device-based privacy enhancing features could increase consumer trust and mitigate 
privacy risk. However, the proposed P3P compliance did not have a direct impact on 
perceived privacy risk, influencing it only indirectly, through trust.  
 
A possible explanation of this finding may be the following. P3P builds on the notice 
and choice privacy approach. It creates a standard for Web sites to describe their 
privacy policies in a machine readable format. P3P also allows for the creation of user 
agent that can be configured to reflect the user’s privacy preferences. Once 
configured, a user agent (e.g., the AT&T Privacy Bird) would compare user’s 
preferences with the machine readable privacy statements made by the Web sites. The 
AT&T Privacy Bird displays a green, “happy” bird icon at sites with P3P policies that 
match a user’s privacy preferences and a red, “angry” bird icon at sites with P3P 
policies that do not match a user’s preferences and a yellow uncertain bird icon at 
sites that do not have P3P encoded policies (notice). Accordingly, the presence of the 
symbols allows consumers to make sound decision on whether to provide their 
personal information to the particular Web site (choice). Since the act of complying 
with P3P requires the company to make a nontrivial investment of time and resources 
to implement and maintain P3P-compliant information practices (Turner and 
Dasgupta 2003), this action could foster consumers’ trust beliefs with regard to the 
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company’s benevolence and competence. However, P3P lacks the enforcement 
mechanism to ensure sites act according to their privacy policies although it provides 
a technical mechanism for ensuring that users can be informed about privacy policies 
before they release personal information (Cranor 2002). Hence, it seems that use of 
P3P in the absence of risk assurance mechanisms shifts the onus primarily onto the 
individual user to protect herself. This may explain the insignificant effect of P3P 
compliance on perceived privacy risk. 
 
The device-based privacy enhancing feature, also lack of third assurance mechanisms, 
was shown to have significant effects on perceived privacy risk. A plausible 
explanation for this finding could be due to the underlying control mechanism as 
being revealed in our study 2.  Empowering with the aid of device-based privacy 
enhancing feature to exert direct control over personal information, the consumers 
could control the amount of location information released to the service providers and 
hence they would especially feel greater autonomy (Yamaguchi 2001). Consequently, 
greater control perception brought by the device-based privacy enhancing features 
would lead to lower privacy invasion risk. In the contrast, although P3P is touted as a 
privacy enhancing technique (PET) to “provide consumers with greater control over 
the disclosure of their personal information” (Culnan and Bies 2003), it actually 
provided few forms of control to consumers. For example, when the yellow uncertain 
bird icon or “angry” bird icon appeared at those sites without P3P encoded policies or 
with P3P policies that do not match users’ preferences, the real choice offered to the 
users is either to give up their privacy needs for the purpose of using the Web services 
or to give up their needs of using the Web services.  
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Examining the relative importance of the three significant trust-building interventions 
and the two privacy risk-reduction interventions, we found that third party seal 
programs have by far the most effect on building consumer trust and mitigating 
privacy risk. There is perhaps nothing surprising in these results since institution-
based mechanisms especially the structural assurance through outside guarantors have 
been consistently found to have positive impacts on the development of trust in e-
vendors (e.g., Gefen et al. 2003; Pavlou and Gefen 2004). Our results echo and 
support the current trends in the US’ self-regulatory approach to rely on the private 
sectors to add structural assurances, such as TRUSTe privacy seal and other trade 
association’s membership (e.g., Direct Marketing Association). Given their 
importance in building trust and mitigating privacy risk, institution-based mechanisms 
warrant further research.  
 
Examining control variables in the structural model also offers some insights into the 
factors affecting consumers’ privacy concerns and usage intentions toward LBS. 
Disposition to trust was shown to have a significant effect on trust belief and risk 
propensity had a significant effect on perceived privacy risk. Consistent with studies 1 
and 2, personal innovativeness has been found significant in influencing behavioral 
intention. As suggested by others (e.g., Agarwal and Prasad 1998), the finding 
indicates that innovators are likely to pay more attention to LBS than the majority and 
laggards do. Opportunities exist to further explore the role of personal innovativeness 
in predicting adoption intention in LBS. Consistent with study 2, coupon proneness 
has been found significant in influencing usage intention. It seems that people who 
enjoy collecting coupons via traditional channels (e.g., from newspaper and 
magazines or from Internet) might be more likely to adopt the M-Coupon service. 
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Hence, to effectively promote M-Coupon service, it is necessary to integrate the 
wireless channel with other coupon dissemination channels (e.g., mass media and 
Internet).    
 
6.3.2. Limitations and Future Research 
Although the data generally support the proposed model, we need to mention some 
characteristics of our study that may limit the ability to generalize from these results. 
First, similar to our study 2, the subjects were recruited from a number of relevant 
forums or topics on three major web portals in Singapore. Thus our sample comprised 
only a sub-population of potential mobile consumers, i.e., those mobile users who 
were also interested in participating the online forums or topics discussing mobile 
handsets and mobile applications. This limitation (a truncated population sample) 
might have inflated the power of the paths from device-based privacy enhancing 
features to trust belief and perceived privacy risk in the model compared to the 
generalized (nontruncated) population. While it is possible that our subjects may be 
the most avid users of mobile technologies and more likely to prefer technological 
solution with regard to privacy protection than the generalized population do, we 
believe that this concern is somewhat mitigated in our study because our findings 
show that the device-based privacy enhancing features have the relatively weaker 
effects on enhancing trust belief and mitigating privacy risk perceptions. Moreover, 
we believe that in the initial diffusion stage of L-Commerce, such a segment of 
mobile consumers would be the pioneer users of LBS whom the LBS providers target 
with. Further research using our method should be conducted among different groups 
of constituents with different demographics on the mobile market. 
 
 192
Second, actual adoption behavior was not measured, rather, we assumed, based on a 
significant body of prior work in IS (Taylor and Todd 1995), organizational behavior 
(Venkatesh and Speier 1999) and psychology (Sheppard et al. 1988), that intention is 
a good predictor of actual behavior.  However, some researchers (Straub et al. 1995) 
have expressed concerns about the predictive ability of intention for actual behavior.  
Therefore, future research could examine the findings of this study in a context where 
adoption can be measured for added validation of the model.  However, to the extent 
that L-Commerce is still in an early stage of diffusion, examining adoption intention 
instead of actual behavior is appropriate and could potentially yield more meaningful 
and fruitful lessons for privacy advocates, government, consumers and providers of 
LBS alike. 
 
Third, this study was conducted in Singapore, and therefore, care must be taken when 
generalizing these findings to consumers in other social, economic, and cultural 
environments, and future research should attempt to replicate this study in other 
countries. Finally, the scenario used in the study represents an over-simplification of 
LBS, which may limit the generalizability of our findings. Future work could also be 
directed to look into the applicability of our findings to different applications. The 
challenge is to continue improving the experiment design which could be a scenario 
where consumers are on the real move. Field research along the directions of this 
study could certainly contribute significantly toward fostering the acceptance of LBS. 
 
6.3.3. Implications for Theory and Practice 
The study draws on trust literature to identify, conceptually propose, and empirically 
examine the effects of the service provider’s interventions on building trust and 
 193
reducing privacy risk in the L-Commerce context. This study represents one of the 
first attempts to investigate the roles of trust belief and privacy risk belief in the LBS 
usage adoption by integrating the trust literature into the theories of consumer 
privacy. Our posited predictors explain 55.2 percent of the variance in the behavioral 
intention, suggesting that the trust theories serve as a useful conceptualization of the 
phenomenon of consumer privacy.   
 
Based on the study 2’s finding that certain “weak” mechanisms to address privacy 
issues such as self-regulation and technological solutions are increasingly perceived 
as viable substitutes for the “strong” legal mechanisms, the present study highlights 
the role of service providers’ trust-/privacy- related interventions in building trust and 
mitigating privacy risk, which have important implications for the LBS industry 
where the legal environment is not yet as sound. Particularly, the proposed service 
providers’ trust-/privacy- related interventions allows the focus of attention to shift 
from a general discussion of the privacy risks inherent in L-Commerce to a more 
granular level of analysis on how to effectively mitigate consumers’ privacy risk 
perceptions in using LBS through three different mechanisms. Our initial finding that 
P3P could not have a direct impact on perceived privacy risk, influencing it only 
indirectly through trust suggests the need for future studies to understand the nature of 
P3P more fully. For instance, it is very possible that P3P might moderate the 
relationship between the third party seal and perceived privacy risk. In other words, 
although P3P did not have a direct impact on mitigating privacy risk, it might have 
impacts on reducing perceived privacy risks together with third party seal. In that the 
objective of the study was to explore the relative effectiveness of the three proposed 
service provider’s interventions on building trust and mitigating privacy risk, 
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examining the interaction effects of these service provider’s interventions was beyond 
the scope of this study.  
 
From a practical perspective, this study showed that privacy invasion risk and trust 
belief are the important factors in the interaction of the consumer with a LBS 
provider. Thus, it is important for practitioners to realize that, building trust and 
reducing privacy risk are the products of several aspects of the service provider’s 
interventions that are well within the control of the service provider. In this aspect, 
this study provided some insights on the different approaches that could be used by a 
LBS provider to reduce consumers’ privacy risk perception. First, this study shows 
that incorporating institution-based structural assurances into the management of 
information practices is one of the important ways of increasing consumers’ trust 
beliefs and reducing their privacy risk perceptions. Second, device-based privacy 
enhancing feature has been shown to have direct effects on trust and perceived 
privacy risk. Hence, it is important for LBS providers to collaborate with mobile 
device manufacturers to develop improved devices with user-friendly interfaces for 
specifying privacy preferences to counter privacy risk perceptions. Third, the service 
provider’s P3P compliance has been shown to enhance consumer trust. However, it 
does not provide a means for reassuring that the service provider’s information 
practices complies with certain accepted and required standards, which is what the 
third party privacy seal programs attempt to do. This might be one reason that the P3P 
compliance did not significantly reduce consumers’ risk perceptions regarding 
disclosing personal information to the LBS provider.  
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Trust could play a primary role in promoting the use of L-Commerce applications, 
especially in the absence of familiarity with L-Commerce phenomenon and well-
established legal resources. Having highlighted the role of IT-enabled market-driven 
mechanisms in trust building, privacy risk reduction and behavioral intention, the 
present study provides preliminary empirical support to understand the privacy issues 
from a trust perspective. This study has also shed some light on the controversial 
issues surrounding the role of P3P in assuring consumer privacy. We believe that, 
using the groundwork laid down in this study, future research along these directions 






In this thesis, we report the results of three partially related yet independent empirical 
studies centering on the roles of privacy-related interventions (i.e., industry self-
regulation, government legislation, and technological solutions) in alleviating 
consumers’ privacy concerns in the L-Commerce context. Acknowledging that LBS 
in different forms yield distinct benefits and risks of disclosing personal information 
for consumers (Gidari 2000; Levijoki 2001; Wallace et al. 2002), study one develops 
and tests an adoption model with privacy calculus as a focal construct by using two 
types of LBS. This study contributes to the understanding of the trade-offs that 
consumers are willing to make when they exchange their personal information for the 
benefits of mobility, personalized services and monetary incentives. It also sheds 
some light on the controversial issues surrounding the roles of two regulatory 
approaches in ensuring consumer privacy, i.e., industry self-regulation versus 
government legislation. In particular, the results show that the impacts of industry 
self-regulation on perceived risks for both pull and push mechanisms are significant. 
However, the influence of legislation on consumers’ risk perceptions of personal 
information disclosure varies under different types of LBS: legislation on FIP 
implementation has an impact on reducing consumers’ risk perceptions in push-based 
LBS but this is not the case in pull-based LBS.   
 
Based on one of the major findings from study one that the push-based L-Commerce 
applications are more controversial in terms of consumers’ privacy concerns, study 
two further explores the role of privacy concern in predicting intention to use push-
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based L-Commerce applications. By incorporating psychological control theories with 
privacy literature in LBS context, the findings of study two show that perceived 
control is one of the key factors that provide relatively high degree of explanation for 
the privacy concern construct. Furthermore, the findings provide some initial insights 
into the controversial issues surrounding the roles of technology, industry self-
regulation and legislation in bearing the responsibility of assuring consumer privacy. 
In particular, the three proposed assurance controls—technology, industry self-
regulation and legislation—are all significant and two interaction effects have been 
found significant. The first significant interaction effect between self-regulation and 
legislation suggests that, for the two regulatory approaches to ensure consumer’s 
proxy control, having high degree of self-regulation nullifies the need for legislation, 
while having high degree of legislation nullifies the need for self-regulation. The 
second significant interaction effect between technology and legislation suggests that, 
for the two types of control assurance, i.e., personal control via technology and proxy 
control via legislation, one could substitute for the other to some extent. 
  
The results from study two seem to suggest that certain “weak” privacy-related 
intervention mechanisms (i.e., market-driven and technology-driven approaches) are 
increasingly perceived as viable substitutes for “strong” intervention mechanisms 
(i.e., legal approaches) to some extent in the L-Commerce context. Subsequently, 
study three focuses on examining the importance of certain market-driven and 
technology-driven approaches in building consumers’ trust beliefs and reducing their 
privacy risk perceptions in the L-Commerce context. By integrating the rich literature 
on trust into the theories of consumer privacy, the study 3 shows that consumers’ trust 
beliefs could help mitigate their privacy risk perceptions and increase their intentions 
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to disclose personal information for using LBS.  In addition, the proposed service 
providers’ trust-/privacy- related intervention allows the focus of attention to shift 
from a general discussion of the privacy risks inherent in L-Commerce to a more 
granular level of analysis on how to effectively mitigate consumers’ privacy risk 
perceptions in using LBS through three different mechanisms. The results show that 
the service provider’s interventions including joining third party privacy seal 
programs, and introducing device-based privacy enhancing features could increase 
consumer trust and mitigate privacy risk perception. However, the proposed P3P 
compliance did not have a direct impact on perceived privacy risk, influencing it only 
indirectly, through trust.  
 
Drawing upon theories from a number of relevant disciplines, this thesis manifests an 
effort to investigate the phenomenon of consumer privacy, which involves the filed of 
marketing as a consumer exchange issue, the field of social psychology as a control 
issue, the field of IS and sociology as a social contract related issue. A number of 
theories have been successfully applied in this thesis, including exchange theory, 
justice theory, psychological control theories, integrative social contract theory, and 
trust theories. Drawing on these theories, this thesis represents one of the first 
theoretically grounded research works to systematically explore the phenomenon of 
consumer privacy in the new context of L-Commerce. Although a few exceptions can 
be observed (such as the trust-risk model could not fully predict the effects of P3P 
compliance on reducing privacy risk), the results of the three studies generally support 
the use of the above theories regarding the privacy phenomenon in the L-Commerce 
domain. Given that consumer privacy continues to be eroded as a result of technology 
innovations and that there is sufficient evidence regarding the role of privacy invasion 
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risk in the evaluation and adoption of L-Commerce, IS researchers need to pay 
attention to the placement of negative utility constructs such as privacy invasion risk 
in their theoretical models. Future research could be devoted to applying other 
theories to explain the phenomenon of consumer privacy in the L-Commerce domain.  
 
From a practical perspective, this study has implications for the various players in the 
LBS industry: merchants, LBS providers, wireless device manufacturers, privacy 
advocates and government legislators. First, given that individual’s concern for 
privacy is not absolute, but rather, can be traded off against benefits under different 
mechanisms of location content delivery, there are ample opportunities for merchants 
to offer different types of LBS. Regarding providing financial incentives for inducing 
usage, this is more important for push-based LBS than it is for pull-based LBS. It 
follows that additional financial incentives, and more services with privacy-enhancing 
features, need to be developed and provided to mitigate the perceived higher levels of 
privacy invasion associated with push-based LBS. For privacy advocates and 
government legislators, findings of this thesis suggest that they need not tar all types 
of LBS with the same brush. Specifically, future legislation on FIP implementation to 
address consumers’ privacy concerns need not necessarily be enforced to encompass 
the full range of LBS but could instead specifically target certain push-based LBS.  
 
Second, it is important for practitioners to realize that, finding ways to increase 
mobile consumers’ control over their personal information disclosed for using push-
based LBS is crucial. Although the three proposed control assurance approaches—
technology, industry self-regulation and legislation—are all shown to have significant 
effects on alleviating consumers’ privacy concerns toward push-based LBS, the 
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results of this thesis lead to the recommendation that government policymakers could 
push for the implementation of self-regulation over the enaction of laws because 
legislation is usually more expensive to institute. Additionally, technology-based 
approach for ensuring personal direct control has been shown to be a possible 
substitute for the legislative approach to some extent. Hence, it is very important for 
LBS providers and mobile device manufacturers to develop improved mobile 
applications with user-friendly interfaces for specifying privacy preferences to 
enhance consumers’ control over their personal information.  
 
Finally, it is also important for practitioners to realize that, building trust and reducing 
privacy risk are the products of several aspects of the LBS provider’s interventions 
that are well within the control of the service provider. It was found that incorporating 
institution-based structural assurances and introducing device-based privacy 
enhancing features into the service provider’s management of information practices 
are the important ways to increase consumers’ trust beliefs and reduce their privacy 
risk perceptions. P3P compliance has been shown to enhance consumer trust but it 
could not significantly reduce privacy risk perceptions regarding disclosing personal 
information to the LBS provider. Therefore, this thesis calls for additional research on 
exploring the role of P3P in mitigating users’ privacy risk perceptions. 
 
This thesis has provided preliminary evidence toward enriching our understanding in 
the consumer privacy issues in the L-Commerce environment. From a theoretical 
perspective, this thesis extends individual adoption research into the new L-
Commerce context by addressing negative outcomes of adopting a new technology 
that raises a new set of concerns related to individual privacy. From a practical 
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perspective, it highlights several important implications for various players in the L-
Commerce industry, including LBS providers, merchants, mobile device 
manufacturers, privacy advocates and government legislators. This thesis also 
provides ample opportunities for future research. The three studies conducted for this 
thesis mainly focused on the roles of privacy-related interventions (i.e., industry self-
regulation, government legislation, and technological solutions) in alleviating 
consumers’ privacy concerns because one objective of this thesis was to address the 
ongoing debate in privacy literature: the relative effectiveness of the three privacy-
related interventions in ensuring consumer privacy (Culnan and Bies 2003). Future 
research could move beyond the domain of the privacy-related intervention factors to 
the domain of other privacy alleviation factors (e.g., the accuracy of positioning data 
inherent with various positioning techniques) that were not included in this thesis.  
 
In addition, this thesis showed that the phenomenon of consumer privacy in the L-
Commerce context could be explained from at least three different theoretical 
perspectives (i.e., from the exchange, control and social contract views). However, 
because of the length and time constraints, this thesis did not discuss the similarities 
and differences that may occur when the three theoretical perspectives are 
simultaneously applied to explain the phenomenon of consumer privacy in the L-
Commerce context. Further research could be especially useful in investigating how 
these three different theoretical perspectives could be integrated or contrasted in the 
privacy literature. Alternatively, since some scholars have suggested that privacy 
attitudes may be culturally dependent (e.g., Milberg et al. 2000), future research 
should attempt to replicate this study in other countries to further examine the cultural 
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APPENDIX A: Overview of the Positioning Technologies 
The way in which location identification is achieved could be different in outdoor and 
indoor environments (Tseng et al. 2001). Hence two approaches to location 
identification can be identified (Giaglis, Kourouthanassis and Tsamakos 2002): 1) 
outdoor positioning technologies, 2) indoor positioning technologies.   
A1.      Overview of the Outdoor Positioning Technologies 
A number of different outdoor positioning technologies exist and thus these 
technologies can be further divided into two sub-categories: network-based 
approaches and handset-based approaches (Beinat 2001a; Burnham 2002; Minch 
2004). Network-based outdoor positioning technologies depend on the ability of a 
mobile device to receive signal from a mobile network covering its area of presence 
(Giaglis et al. 2002). Network-based approaches do not require handset modifications 
and can operate with legacy devices, although the accuracy is lower (Beinat 2001a). 
The leading technologies of this category are Cell-Identification (Cell-ID), Time of 
Arrival (TOA), Observed Time Difference (OTD), and others. In the latter case, the 
handset-based outdoor positioning technologies can provide location information 
even in the absence of mobile network coverage (Giaglis et al. 2002) and the 
prevalent solution in this sub-category is the Global Positioning Systems (GPS). In 
this case, devices will need to be equipped with, for instance, GPS receivers that 
ensure higher accuracy (Beinat 2001a). The most popular enabling technologies for 
LBS are discussed in this section.  
Cell-Identification (Cell-ID), or Cell of Origin (COO), works by identifying the cell 
of the network in which the handset is operating (Barnes 2003). Such technique is the 
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main technology that is widely deployed in mobile communication networks today. It 
requires no modification to handsets or networks since it uses the mobile network 
base station as the location of the caller (Barnes 2003). However, although locating 
the caller through such technique is fast (i.e., typically around three seconds), 
accuracy of this technique is relatively low (in the range of 200 meters), depending on 
cell size (Giaglis et al. 2002).  Generally speaking, the accuracy is higher in densely 
covered areas (for example, urban places) and much lower in rural environments 
(Zeimpekis et al. 2003).  
Time of Arrival (TOA) techniques locate a mobile device by measuring the time it 
takes its signal to reach three different cell sites. This method is known by the term 
‘triangulation’ to denote the need to have at least three different measurements from 
different cells in order to locate a mobile device (Giaglis et al. 2002). Although the 
TOA method is relatively accurate (in the range of 10 to 100 meters), its investment 
on equipment and the synchronization process that needs to be employed by the 
network operator will be costly since all the cell sites have to be equipped with 
location receivers or reference beacons (referred to as Location Measurement Units or 
LMUs) (Giaglis et al. 2002). 
Observed Time Difference (OTD), similar to TOA, is also based on the principle of 
triangulation. However, the OTD method places additional emphasis on the mobile 
device itself and it is the mobile device that measures the time it takes for a signal 
from three cell sites fitted with LMUs to reach it (Giaglis et al. 2002). Since only a 
limited number of network cell sites have to be fitted with LMUs, the OTD method 
significantly reduces the implementation cost (Barnes 2003). One of the 
disadvantages of employing such method is the need to have mobile devices that are 
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capable of performing the necessary calculations, which would require significant 
investment on behalf of the end-users.   
Global Positioning Systems (GPS), the leading technology of network-independent 
outdoor positioning technique, is a worldwide satellite-based radio navigation system 
consisting of 24 satellites that orbit the Earth and send signals (Djuknic and Richton 
2001). GPS receivers receive the signals from three or four satellites and process these 
signals to compute position in 3D — latitude, longitude, and altitude — with accuracy 
of 10 meters or less (Zeimpekis et al. 2003). However, in many circumstances (e.g., in 
indoor environments, in cities with tall buildings, or inside tunnels) the functionality 
of the system may be hampered, because the handset must be ‘visible’ to at least three 
satellites at all times (Zeimpekis et al. 2003). Additionally, employing such method 
will further incur user’s cost of upgrading the current mobile device to a new one with 
built-in GPS support (Giaglis et al. 2002).  
Assisted GPS (A-GPS), combines features of both network-based and device-based 
technologies, and hence it is considered as a hybrid solution (Giaglis et al. 2002). 
Assisted GPS helps to overcome some of the drawbacks of GPS such as cost, power 
consumption, speed to determine location, and the line-of-sight requirement, by 
shifting much of the processing burden from the handset to the mobile network 
(Giaglis et al. 2002). In A-GPS, an estimate of location can be obtained based on last 
reading when satellites are obstructed because the network keeps tracking location 
(Burnham 2002). A-GPS is accurate within 50 meters in the indoor environment and 
is extremely accurate (ranging from one to ten meters) in the outdoor environment 
(Giaglis et al. 2002).  
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A2.      Overview of the Indoor Positioning Technologies 
In contrast to the aforementioned technologies that are capable of identifying the 
location of an object or person in the outdoor environment, indoor positioning 
technologies locate a target within the boundaries of a limited coverage range, such as 
a building or other confined spatial area (e.g., a stadium or an exhibition). These 
technologies are not dependent on any ‘external’ network (Giaglis et al. 2002) but 
dependent on a set of technologies used for transmitting wireless data in closed 
environments, such as infrared sensors, wireless local area networks (WLANs), 
Bluetooth, and radios (Held 2000).  
Infrared sensors require a visual contact between the transmitter and receiver (Tseng 
et al. 2001). These systems include several sensors that can automatically send their 
own IDs and other devices with infrared receivers that are collecting and transmitting 
these signals to determine the current location (Giaglis et al. 2002). However, as 
infrared signals can be easily blocked by intervening objects, radio-based positioning 
technologies have emerged as a more attractive alternative (Giaglis et al. 2002).  
Wireless Local Area Networks (WLANs) is similar to cellular systems where the 
terminal communicates with the base station over an air interface at a certain 
frequency band. With the higher bandwidth capabilities and communication range 
(i.e., more than 100m), WLANs are substituting cable based Local Area Networks 
(Giaglis et al. 2002).  
Bluetooth is a Radio Frequency (RF) specification for short-range, point-to-
multipoint data transfer based on a low-cost, short-range radio link (Want and Schilit 
2001). Due to the very narrow coverage range, Bluetooth provides higher proximity 
accuracy than WLANs (Giaglis et al. 2002). The nominal link of Bluetooth ranges 
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from 10cm to 10m, and could be extended up to 100m by increasing the transmit 
power (Giaglis et al. 2002).  
Radio Frequency Identification (RF-ID) technique integrates an antenna with 
electronic circuitry to form a transponder that, when polled by a remote interrogator, 
will echo back an identification number (Giaglis et al. 2002). Due to the very short 
operating range, the accuracy of the method can be extremely high (i.e., from a few 
cm to one meter) (Brewer, Sloan and Landers 1999). RFID has established itself in a 
wild range of markets including livestock identification and automated vehicle 
identification systems and it is expected to play a primary role in L-Commerce 
applications in the limited geographical area (Giaglis et al. 2002).  
Indoor GPS focus on exploiting the advantage of GPS for developing the location-
sensing systems for indoor environments. Indoor GPS takes into account the low 
power consumption and small size requirements of wireless access devices, such as 
mobile phones and handheld computers (Giaglis et al. 2002). In the indoor GPS, a 
number of pseudolites (pseudo-satellites) generate the GPS-like navigation signal and 
these signals are monitored by a number of reference receivers (Giaglis et al. 2002). 
These signals are designed to be similar to the GPS signals in order to allow 
pseudolite-compatible receivers to be built with minimal modifications to existing 
GPS receivers (Giaglis et al. 2002).  
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APPENDIX B: Experimental Manipulation—Screenshots in 
Study One 
    
B1. WEBSITE SCREEN FOR PULL-BASED M-COUPON SERVICE (with Incentive Manipulation) 
 
 
B2. WEBSITE SCREEN FOR PUSH-BASED M-COUPON SERVICE (with Incentive Manipulation) 
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APPENDIX C: Experimental Manipulation—Screenshots in 
Study One 
C1. WEBSITE SCREEN FOR PULL-BASED M-COUPON SERVICE (with Self-Regulation Manipulation) 
 
 




APPENDIX D: Experimental Manipulation—Screenshots in 
Study One 
 
Manipulation of Self-Regulation 
 
 
Screenshot of Company A’s Privacy Statement Posted on its Website 
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APPENDIX E: Experimental Manipulation—Screenshots in 
Study One 
 
Manipulation of Legislation 
 
Screenshot of the web page showing a piece of local news reporting that LBS transactions were 




APPENDIX F: Questionnaire Used in Study One 
 
SECTION I 
Instructions: This part of the questionnaire mainly contains some general questions 
about your own experience, belief and personality. Please think about your own 
feelings concerning each of these statements and answer for yourself. While there is 
no one way in which you think or feel at all times, we are interested in how you might 
describe yourself at most times, or typically. These responses will not be used to 
identify you in any way. For each question, please indicate the extent to which you 
agree or disagree with each statement on a 1-7 scale where 1 = Strongly Disagree, 7 = 
Strongly Agree. 
 
What the 1-7 scale means: 



















   Strongly 
Agree
1. If I heard about a new information technology, I would look for 
ways to experiment with it.    1 2 3 4 5 6 7 
2. Among my peers, I am usually the first to try out new information 
technologies.    1 2 3 4 5 6 7 
3. In general, I am hesitant to try out new information technologies.    1 2 3 4 5 6 7 
4. I like to experiment with new information technologies.    1 2 3 4 5 6 7 
5. I enjoy collecting coupons.    1 2 3 4 5 6 7 
6. Beyond the money I save, redeeming coupons gives me a sense of 
joy.    1 2 3 4 5 6 7 
7. I enjoy using coupons, regardless of the amount I save by doing so.    1 2 3 4 5 6 7 
8. I am more likely to buy brands for which I have a coupon.    1 2 3 4 5 6 7 
 
9. There are several different ways in which consumers’ personal control over their personal information 
could be ensured. For each of the following, please indicate whether you agree or disagree with the 
statement by circling the appropriate number.  
 Strongly 
Disagree 
   Strongly 
Agree
9a. The best way to ensure my control over my personal 
information would be through government legislation.    1 2 3 4 5 6 7 
9b. The best way to ensure my control over my personal    1 2 3 4 5 6 7 
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information would be through announced privacy policies or 
privacy seals from trusted third-parties (such as TRUSTe, 
BBBOnline, and Online Privacy Alliance). 
 
10. Below questions ask about your own experience on personal privacy. Please indicate your answers by 





10a. How often have you personally experienced incidents 
whereby your personal information was used by some company 
or e-commerce web site without your authorization? 
   1 2 3 4 5 6 7 
10b. How often have you personally been victim of what you felt 
was an improper invasion of privacy? 
   1 2 3 4 5 6 7 
10c. How much have you heard or read during the last year about 
the use and potential misuse of computerized information about 
consumers? 
   1 2 3 4 5 6 7 
11. Please indicate the period of your ownership of the mobile phone. 
[]Less than12 months        []12 months to 24 months       []25 months to 36 months        []More than 3 years 
12. Please indicate your average monthly SMS usage. 
  []Below 10 messages       []10 to 50 messages       []51 to 99 messages          []100 to 300 messages  
  []More than 300 messages 
13. Please indicate the number of times in the past year you use mobile applications.  
For example,  
o MMS (Multimedia Messaging Services);  
o downloading ring tones, logos, icons, greetings, pictures, and screensavers; 
o participating in donations;  
o checking information (clubbing, food, shopping, movies, horoscopes, travel, and et al.);  
o news / information alert (business and finance, stocks, technology, sports and the entertainment scenes); 
o download / play games;  
o participating contest. 





* Marked for deletion. 
 
End of Section I 
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SECTION II: Pull-Based Scenario 
Instructions: Based on your understanding of the M-COUPON service, please 
indicate the extent to which you agree or disagree with each statement by ticking the 
appropriate number. 
Reminder—what the 1-7 scale means: 



















   Strongly 
Agree
1. With M-Coupon service, I can search for the relevant 
promotional information or coupons wherever I want to. 
   1 2 3 4 5 6 7 
2. With M-Coupon service, I am able to access the relevant 
promotional information or coupons wherever I need to. 
   1 2 3 4 5 6 7 
3. With M-Coupon service, I can search for the relevant 
promotional information or coupons whenever I want to. 
   1 2 3 4 5 6 7 
4. With M-Coupon service, I am able to access the relevant 
promotional information or coupons whenever I need to.   
   1 2 3 4 5 6 7 
5. M-Coupon service can provide me with individually tailored 
promotional information or coupons.   
   1 2 3 4 5 6 7 
6. M-Coupon service can provide me with more relevant 
promotional information or coupons that I might need. 
   1 2 3 4 5 6 7 
7. M-Coupon service can provide me with promotional 
information or coupons that I might like. 
   1 2 3 4 5 6 7 
8. There would be too much uncertain outcomes associated with 
giving my personal information to Company A.    1 2 3 4 5 6 7 
9. Providing Company A with my personal information would 
involve many unexpected problems.    1 2 3 4 5 6 7 
10. It would be risky to disclose my personal information to 
Company A.    1 2 3 4 5 6 7 
11. There would be high potential for loss with disclosing my 
personal information to Company A.    1 2 3 4 5 6 7 
12. I am very likely to disclose my personal information to use this 
type of LBS in the near future.    1 2 3 4 5 6 7 
13. I predict I would provide my personal information to the 
service provider to use this type of LBS in the near future.    1 2 3 4 5 6 7 
14. I intend to disclose my personal information to use this type of 
LBS in the near future.    1 2 3 4 5 6 7 
 
Instructions: Please answer the following questions based on your perceptions of the 
M-COUPON service that you reviewed.  
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15. Did Company A provide additional discount for using M-COUPON service?   
      [] Yes    [] No 
16. Was there a TRUSTe logo on Company A’s privacy statement? [] Yes    [] No 
      If your answer is no, please ignore below questions 16a and 16b.   
 Strongly 
Disagree 
   Strongly 
Agree 
16a. I have read the Company A’s privacy policy.    1 2 3 4 5 6 7 
16b. I understand the purpose of TRUSTe’s privacy seal.    1 2 3 4 5 6 7 
17. Was there a Privacy and Wireless Communications Protection Act to protect consumer privacy in 
LBS?  [] Yes    [] No 
      If your answer is no, please ignore below questions 17a and 17b. 
 Strongly 
Disagree 
   Strongly 
Agree 
17a. The Act will govern the protection of my personal 
information provided for using location-based services and 
applications. 
   1 2 3 4 5 6 7 
17b. The practice of how Company A collect, use and protect my 
personal information is governed by and interpreted in 
accordance with the Privacy and Wireless Communications 
Protection Act. 
   1 2 3 4 5 6 7 
 
Instructions: The below questions are designed to obtain certain demographic 
information about you. These responses will not be used to identify you in any way. 
They will help us to better understand the connection between individual’s 
demographic characteristics and intention to use L-Commerce applications. Please 
indicate your answers by filling in the appropriate place or ticking the appropriate 
number. 
 
18. Your email Address: _____________________________ 
19. Gender: []Male    []Female 
20. Age: []19 and Below     []20-24       []25-29       []30-34        []35-39      []40-49       []50 and over 
21. What’s the highest level of school you have completed or the highest degree you have received? 
    []Less than high school   []High School or equivalent   []Diploma   []Bachelor    []Master   
[]Doctorate 
22. Which of the following income categories best describes your personal income in the year of 2003? 
    []< S$24,000   []S$24,001-S$48,000   []S$48,001- S$60,000   []S$60,001- S$72,000   []>S$72,001 
23. How often do you use the Internet? 
[]Less often than one time each week      []One time each week       []Several times each week    
[]Once per day       []Several times each day 
24. Please indicate the number of times in the past one year you purchase products or information from 
a Web site. 





SECTION II: Push-Based Scenario 
Instructions: Based on your understanding of the M-Coupon service, please indicate 
the extent to which you agree or disagree with each statement by ticking the 
appropriate number. 
Reminder—what the 1-7 scale means: 



















   Strongly 
Agree
1. With M-Coupon service, I can receive the relevant promotional 
information or coupons when I am near to my favorite stores. 
   1 2 3 4 5 6 7 
2. With M-Coupon service, the promotional information or 
coupons from my favorite stores can reach my mobile phone 
when I am nearby. 
   1 2 3 4 5 6 7 
3. With M-Coupon service, the latest promotional information or 
coupons from my favorite stores can be delivered to me at the 
right time. 
   1 2 3 4 5 6 7 
4. With M-Coupon service, I can receive the up-to-date 
promotional information or coupons from my favorite stores at 
the right time. 
   1 2 3 4 5 6 7 
5. M-Coupon service can provide me with individually tailored 
promotional information or coupons.   
   1 2 3 4 5 6 7 
6. M-Coupon service can provide me with more relevant 
promotional information or coupons that I might need. 
   1 2 3 4 5 6 7 
7. M-Coupon service can provide me with promotional 
information or coupons that I might like. 
   1 2 3 4 5 6 7 
8. There would be too much uncertain outcomes associated with 
giving my personal information to Company A. 
   1 2 3 4 5 6 7 
9. Providing Company A with my personal information would 
involve many unexpected problems.    1 2 3 4 5 6 7 
10. It would be risky to disclose my personal information to 
Company A.    1 2 3 4 5 6 7 
11. There would be high potential for loss with disclosing my 
personal information to Company A.    1 2 3 4 5 6 7 
12. I am very likely to disclose my personal information to use this 
type of LBS in the near future.    1 2 3 4 5 6 7 
13. I predict I would provide my personal information to the 
service provider to use this type of LBS in the near future.    1 2 3 4 5 6 7 
14. I intend to disclose my personal information to use this type of 
LBS in the near future.    1 2 3 4 5 6 7 
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Instructions: Please answer the following questions based on your perceptions of the 
M-Coupon service that you reviewed.  
15. Did Company A provide additional discount for using M-COUPON service?   
      [] Yes    [] No 
16. Was there a TRUSTe logo on Company A’s privacy statement? [] Yes    [] No 
      If your answer is no, please ignore below questions 16a and 16b.   
 Strongly 
Disagree 
   Strongly 
Agree 
16a. I have read the Company A’s privacy policy.    1 2 3 4 5 6 7 
16b. I understand the purpose of TRUSTe’s privacy seal.    1 2 3 4 5 6 7 
17. Was there a Privacy and Wireless Communications Protection Act to protect consumer privacy in 
LBS?  [] Yes    [] No 
      If your answer is no, please ignore below questions 17a and 17b. 
 Strongly 
Disagree 
   Strongly 
Agree 
17a. The Act will govern the protection of my personal 
information provided for using location-based services and 
applications. 
   1 2 3 4 5 6 7 
17b. The practice of how Company A collect, use and protect my 
personal information is governed by and interpreted in 
accordance with the Privacy and Wireless Communications 
Protection Act. 
   1 2 3 4 5 6 7 
Instructions: The below questions are designed to obtain certain demographic 
information about you. These responses will not be used to identify you in any way. 
They will help us to better understand the connection between individual’s 
demographic characteristics and intention to use L-Commerce applications. Please 
indicate your answers by filling in the appropriate place or ticking the appropriate 
number. 
18. Your email Address: _____________________________ 
19. Gender: []Male    []Female 
20. Age: []19 and Below     []20-24       []25-29       []30-34        []35-39      []40-49       []50 and over 
21. What’s the highest level of school you have completed or the highest degree you have received? 
    []Less than high school   []High School or equivalent   []Diploma   []Bachelor    []Master   
[]Doctorate 
22. Which of the following income categories best describes your personal income in the year of 2003? 
    []< S$24,000   []S$24,001-S$48,000   []S$48,001- S$60,000   []S$60,001- S$72,000   []>S$72,001 
23. How often do you use the Internet? 
[]Less often than one time each week      []One time each week       []Several times each week    
[]Once per day       []Several times each day 
24. Please indicate the number of times in the past one year you purchase products or information from 
a Web site. 











Measures MOB PER RISK INT 
0.850 0.919 0.569 0.958 
0.877 0.940 0.874 0.964 
0.863 0.901 0.790 0.261 




4 3 4 3 
 
 
Inter-item Correlations by Scale (p <0.01) 
 
 
Perceived Benefits—Mobility  
 MOB1 MOB2 MOB3 MOB4 
MOB1 1.000    
MOB2 0.721 1.000   
MOB3 0.682 0.570 1.000  
MOB4 0.548 0.734 0.763 1.000 
 
 
Perceived Benefits—Personalization  
 PER1 PER2 PER3 
PER1 1.000   
PER2 0.822 1.000  
PER3 0.712 0.755 1.000 
 
 
Perceived Risks  
 RISK1 RISK2 RISK3 RISK4 
RISK1 1.000    
RISK2 0.329 1.000   
RISK3 0.207 0.667 1.000  
RISK4 0.355 0.686 0.592 1.000 
 
 
Intention to Use LBS 
 INT1 INT2 INT3 
INT1 1.000   
INT2 0.846 1.000  









Measures MOB PER RISK INT 
0.906 0.921 0.439 0.878 
0.907 0.904 0.890 0.897 
0.914 0.896 0.786 0.640 




4 3 4 3 
 
 
Inter-item Correlations by Scale (p <0.01) 
 
 
Perceived Benefits—Mobility  
 MOB1 MOB2 MOB3 MOB4 
MOB1 1.000    
MOB2 0.782 1.000   
MOB3 0.812 0.714 1.000  
MOB4 0.686 0.792 0.786 1.000 
 
 
Perceived Benefits—Personalization  
 PER1 PER2 PER3 
PER1 1.000   
PER2 0.778 1.000  




 RISK1 RISK2 RISK3 RISK4 
RISK1 1.000    
RISK2 0.455 1.000   
RISK3 0.352 0.816 1.000  
RISK4 0.410 0.801 0.724 1.000 
 
 
Intention to Use LBS 
 INT1 INT2 INT3 
INT1 1.000   
INT2 0.908 1.000  




APPENDIX I: Experimental Manipulation—Screenshots in 
Study Two 
 
Manipulation of Technology-based Assurance of Control 




APPENDIX J: Experimental Manipulation—Screenshots in 
Study Two 
 
Manipulation of Institution-based Assurance of Control  
via Self-Regulation 
 









 Note: When clicking on this 
URL, a new Web browser 
window will be popped up 
showing the company A’s 
privacy policy (as shown in 









APPENDIX K: Experimental Manipulation—Screenshots in 
Study Two 
 
Manipulation of Institution-based Assurance of Control via 
Legislation 
 


























 Note: When clicking on this URL, a 
new Web browser window will be 
popped up showing a piece of local 
news reporting that LBS transactions 
were governed by recently activated 
location privacy protection law (as 
shown in Appendix K2 on next page). 
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K2. Screenshot of the web page showing a piece of local news reporting that LBS transactions 




APPENDIX L: Experimental Manipulation—Screenshots in 
Study Two 
 
Screenshot of the web page introducing the general information  































 Note: When clicking on 
this URL, a new Web 
browser window will be 
popped up showing an M-
coupon subscription page 
(as shown in Appendix 
M2 on next page). 
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APPENDIX N: Questionnaire Used in Study Two 
 
SECTION I 
Instructions: This part of the questionnaire mainly contains some general questions 
about your own experience, belief and personality. Please think about your own 
feelings concerning each of these statements and answer for yourself. While there is 
no one way in which you think or feel at all times, we are interested in how you might 
describe yourself at most times, or typically. These responses will not be used to 
identify you in any way. For each question, please indicate the extent to which you 
agree or disagree with each statement on a 1-7 scale where 1 = Strongly Disagree, 7 = 
Strongly Agree. 
What the 1-7 scale means: 




















   Strongly 
Agree
1. If I heard about a new information technology, I would look for 
ways to experiment with it.    1 2 3 4 5 6 7 
2. Among my peers, I am usually the first to try out new information 
technologies.    1 2 3 4 5 6 7 
3. In general, I am hesitant to try out new information technologies.    1 2 3 4 5 6 7 
4. I like to experiment with new information technologies.    1 2 3 4 5 6 7 
5. I enjoy collecting coupons.    1 2 3 4 5 6 7 
6. Beyond the money I save, redeeming coupons gives me a sense of 
joy.    1 2 3 4 5 6 7 
7. I enjoy using coupons, regardless of the amount I save by doing so.    1 2 3 4 5 6 7 
8. I am more likely to buy brands for which I have a coupon.    1 2 3 4 5 6 7 
 
 
9. Below statements contain some general questions about controlling your personal information in the 




   Strongly 
Agree
9a. Before I decided to provide my personal information to a 
Website, I wish the Website informed me fully about the collection 
of my personal information. 
   1 2 3 4 5 6 7 
9b. Before I decided to provide my personal information to a 
Website, I wish I had more information about how my personal 
information would be used by the Website. 
   1 2 3 4 5 6 7 
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9c. When providing information to a Website, I wish I could 
indicate what information in my profile could be used for marketing 
and what couldn’t. 
   1 2 3 4 5 6 7 
9d. If I had more control over how the Websites use information 
about me, I would receive fewer unwanted advertising messages*. 




10. There are several different ways in which consumers’ personal control over their personal information 
could be ensured. For each of the following, please indicate whether you agree or disagree with the 
statement by circling the appropriate number.  
 Strongly 
Disagree 
   Strongly 
Agree
10a. The best way to ensure my control over my personal 
information would be through government legislation.    1 2 3 4 5 6 7 
10b. The best way to ensure my control over my personal 
information would be through announced privacy policies or 
privacy seals from trusted third-parties (such as TRUSTe, 
BBBOnline, and Online Privacy Alliance). 
   1 2 3 4 5 6 7 
10c. The best way to ensure my control over my personal 
information would be through technological solutions. 




11. Below questions ask about your own experience on personal privacy. Please indicate your answers by 





11a. How often have you personally experienced incidents 
whereby your personal information was used by some company 
or e-commerce web site without your authorization? 
   1 2 3 4 5 6 7 
11b. How often have you personally been victim of what you felt 
was an improper invasion of privacy? 
   1 2 3 4 5 6 7 
11c. How much have you heard or read during the last year about 
the use and potential misuse of computerized information about 
consumers? 
   1 2 3 4 5 6 7 
12. Please indicate the period of your ownership of the mobile phone. 
[]Less than12 months        []12 months to 24 months       []25 months to 36 months        []More than 3 years 
13. Please indicate your average monthly SMS usage. 
  []Below 10 messages       []10 to 50 messages       []51 to 99 messages          []100 to 300 messages  
  []More than 300 messages 
14. Please indicate the number of times in the past year you use mobile applications.  
For example,  
o MMS (Multimedia Messaging Services);  
o downloading ring tones, logos, icons, greetings, pictures, and screensavers; 
o participating in donations;  
o checking information (clubbing, food, shopping, movies, horoscopes, travel, and et al.);  
o news / information alert (business and finance, stocks, technology, sports and the entertainment scenes); 
o download / play games;  
o participating contest. 
[]Never         []Below 10 times         []10 to 29 times          []30 to 49 times           []50 times above 
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15. Have you ever heard about these terms before?  
15a. TRUSTe        []Yes     []No 
15b. Cookie           []Yes     []No 
15c. SSL (Secure Sockets Layer)            []Yes     []No 
15d. P3P (Platform for Privacy Preferences)             []Yes     []No 
 
* Marked for deletion. 
 




Instructions: Based on your understanding of M-Coupon service, please evaluate the 
following statements about the extent of control which you will have over your 




   Full 
Control 
1. How much control do you feel you have over the amount of your 
personal information you may provide to Company A? 
   1 2 3 4 5 6 7 
2. How much control do you feel you have over preventing 
unauthorized access to your personal information? 
   1 2 3 4 5 6 7 
3. How much control do you feel you have over correcting errors in 
your personal information which you provided to Company A? 
   1 2 3 4 5 6 7 
4. How much control do you feel you have over preventing secondary 
use of your personal information (e.g., company A may use your 
provided information to analyze your daily activities to derive 
information about you, share or sell your information with other 
companies)? 
   1 2 3 4 5 6 7 
 
Instructions: Based on your understanding of M-Coupon service, please indicate the 
extent to which you agree or disagree with each statement by ticking the appropriate 
number. 
Reminder—what the 1-7 scale means: 



















   Strongly 
Agree
5. I am concerned that Company A is collecting too much information 
about me (e.g., shopping preferences, mobile phone number, 
continuous records of my location information, and others). 
   1 2 3 4 5 6 7 
6. I am concerned that Company A may not take measures to prevent 
unauthorized access to my personal information. 
   1 2 3 4 5 6 7 
7. I am concerned that Company A may keep my personal 
information in a non-accurate manner in their database. 
   1 2 3 4 5 6 7 
8. I am concerned that Company A may share my personal 
information with other companies without notifying me or getting my 
authorization. 
   1 2 3 4 5 6 7 
9. I intend to use this type of LBS.    1 2 3 4 5 6 7 
10. I predict I would use this type of LBS.    1 2 3 4 5 6 7 
11. I plan to use this type of LBS.    1 2 3 4 5 6 7 
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Instructions: Please answer the following questions based on your perceptions of the 
M-Coupon service that you reviewed.  
 
12. Were you able to use a software tool installed on the mobile phone to turn off the subscribed M-
Coupon service anytime when they want to?  [] Yes    [] No 
13. Was there a Privacy and Wireless Communications Protection Act to protect consumer’s privacy in 
LBS?   
      [] Yes    [] No 
14. Was there a TRUSTe logo on the Company A’s Web site? [] Yes    [] No 
      If your answer is no, please ignore below question 13a. 
13a. Did you read the Company A’s privacy statement?   [] Yes    [] No 
 
 
Instructions: The below questions are designed to obtain certain demographic 
information about you. These responses will not be used to identify you in any way. 
They will help us to better understand the connection between individual’s 
demographic characteristics and intention to use L-Commerce applications. Please 
indicate your answers by filling in the appropriate place or ticking the appropriate 
number. 
 
15. Your email Address: _____________________________ 
16. Gender: []Male    []Female 
17. Age: []19 and Below     []20-24       []25-29       []30-34        []35-39      []40-49       []50 and over 
18. What’s the highest level of school you have completed or the highest degree you have received? 
    []Less than high school   []High School or equivalent   []Diploma   []Bachelor    []Master   
[]Doctorate 
19. Which of the following income categories best describes your personal income in the year of 2003? 
    []< S$24,000   []S$24,001-S$48,000   []S$48,001- S$60,000   []S$60,001- S$72,000   []>S$72,001 
20. How often do you use the Internet? 
[]Less often than one time each week      []One time each week       []Several times each week    
[]Once per day       []Several times each day 
21. Please indicate the number of times in the past one year you purchase products or information from 
a Web site. 









Measures INT DC PCTL PCON PPRE INNV CPRN 
0.956 0.710 0.853 0.798 0.871 0.819 0.772 
0.984 0.725 0.914 0.924 0.877 0.916 0.859 
0.956 0.743 0.761 0.751 0.715 0.432 0.877 




3 4 4 4 3 4 4 
 
All r-scores are significant at p < 0.001. 
 
Inter-item Correlations by Scale (p <0.01) 
 
 
Intention to Use LBS 
 INT1 INT2 INT3 
INT1 1.000   
INT2 0.926 1.000  




 DC1 DC2 DC3 DC4 
DC1 1.000    
DC2 0.485 1.000   
DC3 0.463 0.435 1.000  




 PCTL1 PCTL2 PCTL3 PCTL4 
PCTL1 1.000    
PCTL2 0.661 1.000   
PCTL3 0.566 0.574 1.000  
PCTL4 0.578 0.793 0.541 1.000 
 
Privacy Concerns 
 PCON1 PCON2 PCON3 PCON4 
PCON1 1.000    
PCON2 0.666 1.000   
PCON3 0.470 0.570 1.000  
PCON4 0.585 0.847 0.552 1.000 
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Previous Privacy Experience  
 PPRE1 PPRE2 PPRE3 
PPRE1 1.000   
PPRE2 0.674 1.000  




 INNV1 INNV2 INNV3 INNV4 
INNV1 1.000    
INNV2 0.807 1.000   
INNV3 0.568 0.636 1.000  




 CPRN1 CPRN2 CPRN3 CPRN4 
CPRN1 1.000    
CPRN2 0.522 1.000   
CPRN3 0.569 0.730 1.000  







APPENDIX P: Experimental Manipulation—Screenshots in 
Study Three 
Manipulation of Third Party Privacy Seal 
 















 Note: When clicking on this 
URL, a new Web browser 
window will be popped up 
showing the company A’s 
privacy policy (as shown in 
Appendix P2 on next page). 
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P2. Screenshot of Company A’s Privacy Policy 
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The URL directly linked to the installer program of AT&T privacy bird was provided in the 
experiment. Clicking on the URL would prompt users to download the installer and open for 
installation. The below pages present the screenshot of the introduction page of AT&T 
Privacy Bird.  
AT&T Privacy Bird® Tour 
 AT&T Privacy Bird® Tour 
 
 
As you spend more time on the Internet, more information about you and 
your Web activities is being shared with Web sites and used without your 
knowledge. It is difficult to determine what companies are getting access 
to your information or what they will do with it. 
The AT&T Privacy Bird is a tool that can be added to 
your Internet Explorer Web browser. It allows you to 
enjoy all the benefits of the Internet, while helping you 
to remain aware of Web site privacy policies. The 
software will search automatically for privacy policies 
at every web site you visit. You can tell the software 
about your privacy concerns (for examples, see 
below), and it will tell you whether each site's policies 
match your privacy preferences.  
The AT&T Privacy Bird allows you to ask for warnings 
at web sites that may: 
• Share your personal information with other companies  
• Use your health or medical information for marketing  
• Put you on mailing lists that you can't get off of  
• And more....  
This tour highlights the main features of the AT&T Privacy Bird. On this 
tour you will learn: 
• about the bird icon, which gives you fast information about 
whether or not a web site's privacy policy matches your personal 
preferences 
• how to tell the AT&T Privacy Bird about your personal 
preferences 
• how to use the AT&T Privacy Bird to get information about web 
site Privacy Policies 
Chirping bird tells you if your preferences are met 
Click on the 













The AT&T Privacy Bird searches automatically for privacy policies at 
every web site you visit. You can tell the AT&T Privacy Bird about your 
personal privacy preferences, and it will notify you as to whether each 
site's policies match your privacy preferences by displaying a bird icon in 
the top right of your browser's title bar. You can click on the bird at any 
time to open the the AT&T Privacy Bird menu. 
The singing green bird appears when the 
AT&T Privacy Bird determines that a web site's privacy policy matches 
your preferences. If the site contains images or other embedded content 
that do not have privacy policies associated with them, or that have 
privacy policies that do not match your preferences, a red exclamation 
point will appear next to the notes in the bird's song bubble. 
The angry red bird appears when the AT&T Privacy Bird 
determines that a web site's privacy policy conflicts with your 
preferences. 
The uncertain yellow bird appears when the AT&T 
Privacy Bird is unable to fetch or read a privacy policy from the web site 
you are visiting. The policy must be encoded according to the Platform 
for Privacy Preferences (P3P) standard in order for the Privacy Tool to 
fetch it. If the policy contains an error or if it has expired or is not valid, 
the yellow bird will appear. While a web page is loading and the AT&T 
Privacy Bird is in the process of looking for the accompanying privacy 
policy, the yellow bird will appear to be turning its head from side to side.
The sleeping gray bird appears when the AT&T Privacy 
Bird has been disabled. 
Privacy preference settings give you more control 
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When you click on the bird icon and select My Preferences, a menu 
appears that allows you to set your AT&T Privacy Bird preferences. 
Privacy preferences 
The Privacy Preference Settings panel allows you to configure the AT&T 
Privacy Bird according to your personal privacy preferences. When the 
AT&T Privacy Bird encounters a web site that does not match your 
privacy preferences, the red bird icon appears in your browser title bar. 
The simplest way to select privacy preference settings is to select from 
one of the pre-configured settings -- low, medium, or high. These settings 
indicate the number of web site practices that will trigger privacy 
warnings. When you select one of these settings, check marks will 
appear next to the specific items that will trigger warnings under that 
setting. 
If you are not entirely satisfied with one of the pre-configured settings, 
you can click on the check boxes to add additional warning triggers or to 
remove warning triggers. 
The AT&T Privacy Bird can trigger warnings at sites that use the 
following information in various ways that you may not find acceptable: 
health or medical information, financial or purchase information, 
personally identifiable information, non-personally identifiable 
information. 
View the privacy preference settings panel. 
Sounds quickly alert you to matches and mismatches 
You can configure the AT&T Privacy Bird to play a sound after 
performing a privacy check. A melodic three-note chirp accompanies the 
privacy policy match (green bird) icon. A three-note "question mark" chirp 
accompanies the unknown policy (yellow bird) icon. A single crow sound 
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session. Sound configuration options are available through the Other 
menu under My Preferences.  
Learn about web site privacy policies 
 
When you click on the bird icon and select About This Site, a menu 
appears that allows you to learn more about the privacy policies at the 
web site you are currently visiting. 
Policy Summary 
The Policy Summary item displays a summary of a web site's privacy 
policy and an indication as to whether or not that policy matches your 
personal privacy preferences. 
At the top of the Policy Summary panel is a short "privacy check" section. 
This section indicates whether or not the policy matches your personal 
privacy preferences. At sites that match your preferences, the 
background color of the panel is pale green. At sites that do not match 
your preferences, the background color is pink. In addition, at sites that 
do not match your preferences, this section contains a bulleted list of 
conflict points between your preferences and the site's policy. 
The second section of the Policy Summary panel is the privacy policy 
summary itself. This summary includes a list of policy statements, 
information about the data described in each statement, information 
about whether the site allows you to access your data, information about 
contacting the site, and information about resolving privacy-related 
disputes. At the end of the policy summary there is a link to the web site's 
full privacy. The full policy is the site's privacy policy written in their own 
words. If the site provides it, the policy summary also includes a link to 
information about how to ask the site not to use your information for 
certain purposes. 
View an example policy summary. 
Opt-in/Opt-out Info 
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site's instructions for opting out of or opting in to mailing lists, marketing, 
etc. 
Embedded Content 
The Embedded Content item opens a new window containing a list of all 
of the images and other files that are embedded in the web page you are 
currently visiting. You can use this list to view the privacy policy 
associated with each embedded item. Often if a web page contains 
advertisements the advertising company's privacy policy applies to the 
advertisements -- not the privacy policy of the web site. 
 
 
Terms and Conditions. Privacy Policy.  









APPENDIX R: Experimental Manipulation—Screenshots in 
Study Three 
 
Manipulation of Device-based Privacy Enhancing Feature 
Screenshot of the experiment site with the introduction of  
















APPENDIX S: Experimental Manipulation—Screenshots in 
Study Three 
 
Screenshot of the web page introducing the general information  































 Note: When clicking on 
this URL, a new Web 
browser window will be 
popped up showing an M-
coupon subscription page 
(as shown in Appendix 
T2 on next page). 
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APPENDIX U: Questionnaire Used in Study Three 
 
SECTION I 
Instructions: This part of the questionnaire mainly contains some general questions 
about your own experience, belief and personality. Please think about your own 
feelings concerning each of these statements and answer for yourself. While there is 
no one way in which you think or feel at all times, we are interested in how you might 
describe yourself at most times, or typically. These responses will not be used to 
identify you in any way. For each question, please indicate the extent to which you 
agree or disagree with each statement on a 1-7 scale where 1 = Strongly Disagree, 7 = 
Strongly Agree. 
What the 1-7 scale means: 




















   Strongly 
Agree
1. If I heard about a new information technology, I would look for 
ways to experiment with it.    1 2 3 4 5 6 7 
2. Among my peers, I am usually the first to try out new information 
technologies.    1 2 3 4 5 6 7 
3. In general, I am hesitant to try out new information technologies.    1 2 3 4 5 6 7 
4. I like to experiment with new information technologies.    1 2 3 4 5 6 7 
5. I enjoy collecting coupons.    1 2 3 4 5 6 7 
6. Beyond the money I save, redeeming coupons gives me a sense of 
joy.    1 2 3 4 5 6 7 
7. I enjoy using coupons, regardless of the amount I save by doing so.    1 2 3 4 5 6 7 
8. I am more likely to buy brands for which I have a coupon.    1 2 3 4 5 6 7 
9. Most of the time, people care enough to try to be helpful, rather 
than just looking out for themselves.    1 2 3 4 5 6 7 
10. Most people are honest in their dealings with others.    1 2 3 4 5 6 7 
11. Most professionals are very knowledgeable in their chosen field.    1 2 3 4 5 6 7 
12. I usually trust people until they give me a reason not to trust them.    1 2 3 4 5 6 7 
13. I would rather be safe than sorry.    1 2 3 4 5 6 7 
14. I am cautious in trying new/different products.    1 2 3 4 5 6 7 







16. Below questions ask about your own experience on personal privacy. Please indicate your answers by 





16a. How often have you personally experienced incidents 
whereby your personal information was used by some company 
or e-commerce web site without your authorization? 
   1 2 3 4 5 6 7 
16b. How often have you personally been victim of what you felt 
was an improper invasion of privacy? 
   1 2 3 4 5 6 7 
16c. How much have you heard or read during the last year about 
the use and potential misuse of computerized information about 
consumers? 
   1 2 3 4 5 6 7 
17. Please indicate the period of your ownership of the mobile phone. 
[]Less than12 months        []12 months to 24 months       []25 months to 36 months        []More than 3 years 
18. Please indicate your average monthly SMS usage. 
  []Below 10 messages       []10 to 50 messages       []51 to 99 messages          []100 to 300 messages  
  []More than 300 messages 
19. Please indicate the number of times in the past year you use mobile applications.  
For example,  
o MMS (Multimedia Messaging Services);  
o downloading ring tones, logos, icons, greetings, pictures, and screensavers; 
o participating in donations;  
o checking information (clubbing, food, shopping, movies, horoscopes, travel, and et al.);  
o news / information alert (business and finance, stocks, technology, sports and the entertainment scenes); 
o download / play games;  
o participating contest. 
[]Never         []Below 10 times         []10 to 29 times          []30 to 49 times           []50 times above 
20. Have you ever heard about these terms before?  
20a. TRUSTe        []Yes     []No 
20b. Cookie           []Yes     []No 
20c. SSL (Secure Sockets Layer)            []Yes     []No 
20d. P3P (Platform for Privacy Preferences)             []Yes     []No 
 
End of Section I 
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SECTION II 
Instructions: Based on your understanding of M-Coupon service, please indicate the 
extent to which you agree or disagree with each statement by ticking the appropriate 
number. 
Reminder—what the 1-7 scale means: 



















   Strongly 
Agree
1. The service provider is competent and effective in providing M-
Coupon service. 
   1 2 3 4 5 6 7 
2. The service provider cares about its users.    1 2 3 4 5 6 7 
3. The service provider is in general reliable.    1 2 3 4 5 6 7 
4. The service provider is in general trustworthy.    1 2 3 4 5 6 7 
5. There would be too much uncertain outcomes associated with giving my 
personal information to Company A. 
   1 2 3 4 5 6 7 
6. Providing Company A with my personal information would involve many 
unexpected problems. 
   1 2 3 4 5 6 7 
7. It would be risky to disclose my personal information to Company A.     1 2 3 4 5 6 7 
8. There would be high potential for loss with disclosing my personal 
information to Company A. 
   1 2 3 4 5 6 7 
9. I am very likely to disclose my personal information to use this 
type of LBS.    1 2 3 4 5 6 7 
10. I predict I would provide my personal information to the service 
provider to use this type of LBS.    1 2 3 4 5 6 7 
11. I intend to disclose my personal information to use this type of 
LBS.    1 2 3 4 5 6 7 
Instructions: Please answer the following questions based on your perceptions of the 
M-Coupon service that you reviewed.  
12. Were you able to use a software tool installed on the mobile phone to turn off the subscribed M-
Coupon service anytime when they want to?  [] Yes    [] No 
13. Was there a TRUSTe logo on the Company A’s Web site? [] Yes    [] No 
      If your answer is no, please ignore below question 13a. 
13a. Did you read the Company A’s privacy statement?   [] Yes    [] No 
14. Were you able to use a software tool to evaluate whether Company A’s privacy policy matches 
your personal privacy preferences? 
      [] Yes    [] No 
      If your answer is no, please ignore below questions 14a and 14b. 
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14a. Did you use the AT&T Privacy Bird when you were browsing Company A’s Web site?   
[] Yes    [] No 
If your answer is no, please ignore below question 14b. 
14b. What was the color of the bird icon appearing at the Company A’s site?  
[]Green       []Yellow       []Red 
Instructions: The below questions are designed to obtain certain demographic 
information about you. These responses will not be used to identify you in any way. 
They will help us to better understand the connection between individual’s 
demographic characteristics and intention to use L-Commerce applications. Please 
indicate your answers by filling in the appropriate place or ticking the appropriate 
number. 
15. Your email Address: _____________________________ 
16. Gender: []Male    []Female 
17. Age: []19 and Below     []20-24       []25-29       []30-34        []35-39      []40-49       []50 and over 
18. What’s the highest level of school you have completed or the highest degree you have received? 
    []Less than high school   []High School or equivalent   []Diploma   []Bachelor    []Master   
[]Doctorate 
19. Which of the following income categories best describes your personal income in the year of 2003? 
    []< S$24,000   []S$24,001-S$48,000   []S$48,001- S$60,000   []S$60,001- S$72,000   []>S$72,001 
20. How often do you use the Internet? 
[]Less often than one time each week      []One time each week       []Several times each week    
[]Once per day       []Several times each day 
21. Please indicate the number of times in the past one year you purchase products or information from 
a Web site. 
    []Never   []Below 10 times   []10  to 29 times   []30  to 49  times   []50  times and above 
 
The End 
 
 
